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Abstract: Problem statement: The emerging technology in broadband telecommubicaand
mobile devices has increased the use of mobiléagtipins. However, the use of mobile application is
affected with low bandwidth or disrupted broadbaslécommunication due to building blockage or
out of coverage areagApproach: We proposed a Disruption-Tolerant Mobile Appliocati Model
(DTMA) that enables remote data access and oversowmnstraint due to dysfunctional
telecommunication. The interview process of Edareti Service Officer at the Malaysian Educational
Service Commissioner (MESC) is selected as the stasky. Design of the mobile application is based
on the Smart Client and wireless Internet applicationcepts. The main components of the model are
mobile devices with its own processing power, dataage, business logic and Web service. These
features enable the application to become disrogtiterant, which can be run even when
communication line is not available or disruptadotder to prove that the proposed model is effecti

a prototype based on the DTMA model is developati @araluatedResults: The prototype is known
as Mobile Interview Information System (MIIS) artdwas developed using Visual Basic and .Net's
programming language in .NET Framework. Visual ®tuid used as the platform. Users have
performed MIIS testing and DTMA usability assesstriara real environment. The test showed that
MIIS based on the DTMA model is disruption-toleralfilS enables information to be accessed and
updated even in a disrupted network. MIIS also Esmformation to be accessed and transmitted
from or to the MESC'’s headquarter via mobile desideurther, MIIS enables the interview process to
be implemented in a more efficient manner withouwy disruption.Conclusion: Mobile application
developed based on the proposed DTMA model waseprty be disruption tolerant. Such application
can save time, operational cost and improve thénbss process in terms of data integrity, mobile
access and high availability.

Key words: Disruption-tolerant, smart client, mobile systangbile application, wireless application,
Web service

INTRODUCTION Therefore, the challenge in mobile application
development is to integrate separate applicatistesys
Mobile devices have been supporting most types oin organization, particularly in retrieving informian
communication and various types of media formdts. from different databases. An efficient information
fact, they have become handheld-based devicesetrieval through a hub can help to fulfill infortign
equipped with display screen, compact keyboardrequirement in the development of efficient mobile
multimedia facilities, personal organizer as wedl a application. Other challenges of mobile computing a
wireless interface for accessing global data nedtwor hardware and network communication constraint.
(Anderssoret al., 2006). This technology offers a new Hardware constraint includes processing powerageor
way in retrieving information and communication ttha and small user interface. Examples of network
enhance the efficiency of business process (Caaf@la ~ communication constraints are data transmissioa rat
2006). Mobile application is normally included in a and response time. Further, unstable computing
larger system (Heikkinen and Still, 2008). Theenvironment such as disrupted network or low
application is distributed and commonly involves bandwidth can affect the system availability. Acting
various components from multiple platforms. to Van de Kaet al. (2006), the development of services
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in an unstable environment is more crucial than ¢fia  This model is suitable for application that depentgly
stable environment. on the server and run in a stable network enviraiime
Obstacles in mobile computing can be addressetiowever, if the connection is poor or huge local
by developing mobile application that is based on grocessing is needed, the Smart Client model is
Smart Client design and Web service. This approachpreferable. Wireless Internet application usesriee
can provide system availability that allows contins ~ browser to retrieve data directly from the datarseuat
and fast access even in an unstable environment. Jie server site. The Smart Client refers to a model
Smart Client has its own storage, data and praogssi Where the logical layer and data layer of an apgibo
capabiliies that reduce its dependency onyeside at the_chent device. Device based apptinatias
telecommunication network. In a stable environment@dvantages in term of processing power and staage

Web service is used for network-based access, Whictelegirr;ma\épclgt'ow”cor?r?epci'r(])ien%{e rcr)1rc]) de?ea:;for mzrllgs
involved data communication based on textual format unicati on.

This advantage enables speedy data access frofse of the advantages of server based application.

network svstem. In this studv. we proposed a model In a stable environment, wireless Internet isduse
. Y ' Y, prop in order to retrieve and synchronize data with rthei
that illustrates how data source can be access

| d h it d urce. A Smart Client application does not userit
remotey an ow to overcome constraint due toorowser; instead, it uses the application softviisedf.
dysfunctional telecommunication. The rest of thedgt ;g regarded as smart because it has its owrepsiryg

is organized as follows: theoretical framework, hower and storage mechanism as well as busineiss log
proposed model, prototype development and testingjowever, the data source remains at the server. It
discussion and conclusion. synchronizes the data source with the local storage

whenever there is a line connection. The Smartn€lie
Theoretical background: The system development of design is illustrated in Fig. 1.

mobile device is more difficult than that of fixedble. Apart from the Smart client and wireless Internet
Mobile systems have more complex design, partibular concepts, Web service is also an important conirept
in terms of the capability of mobile device, indlig  mobile data processing where it provides serviae fo
low processing power, device variety and limiteddata retrieval through the Internet. Web servids as a
development environment (Thompsah al., 2009).  global socket and plug that are based on XML, easly
According to Mallick (2003), mobile application is flexible as HTML and is independent of any techgglo
normally designed in a multi-layer architecture ttha platform (Isafas and Macedo, 2007). Thus, process
consists of a client layer, business logic and.d&  provided by Web service can be accessed anywhere
commonly used designs for mobile application ae th ysing the Internet or local network.
Smart Client and wireless Internet.
In a wireless Internet model, the business layer a MATERIALSAND METHODS

data layer of an application are located at émees site.

The proposed disruption-tolerant model for mobile

application: The proposed model is based on the
(@) combination of the Smart Client design and wireless
. \K ) Internet. Disruption-tolerant means a mobile aggion
A ~— can function continuously even under an unstable
L A /\__J environment. The model can be used as a guidedine f
" Siﬁs developing reliable mobile application.
‘ e I o The aim of the model is to reduce the dependency
i \ N~ f mobile application on network telecommunication
X 0 pp
s_vn?hromzmou\_/ between client and server. We make use of the
o Wired Byl server advantages of device based application under uestab
SoEE ' environment. Figure 2 illustrates the Disruption-
Tolerant Mobile Application (DTMA) Model. This
| T I TeRide comomte vl | model consists of three main components: SmarnClie

Synchronization Server and Data source. Table 1
compares the criteria of Smart Client Applicatiarda
Fig. 1: Smart client design (Source: Mallick, 2003) wireless Internet with the proposed DTMA model.
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Fig. 2: Disruption-Tolerant Mobile Application (DTA) model

Table 1: Comparison between existing mobile appticadesign with proposed DTMA design
Features of disruption tolerant

mobile application Wireless Internet design Smédier@ design Proposed DTMA design
Not fully dependent on Fully dependent on Yes Yes

communication line communication line

Not fully dependent on Fully dependent on Yes Yes

server computer server computer

Has its own storage No Yes Yes

Has its own processing power No Yes Yes

Performance of data retrieval

Direct access to data source

User Interface

Business logic

Depends on the peeoce
of server computer and
communication line

Yes

Limited graphic display

Business logic at server computer

Faster with own processing
power and storage

Allow update titrou
synchronization function

Better ifdee with own
processing power and storage

sirss logic at client computer

Faster with owogssing
powestmdge

Yes and allow update through
synchronization function

Better interface with own
processing powestarabe

Business logidiahtdevice
and server computer for
disruption tolerant purposes

Physically, the Smart Client is a mobile devicetthas .NET and J2ME, the Smart Client connects to the
a processing power, storage, platform softwaretaad Internet through GPRS, 3G or WiFi network. Mobile
application itself. The application has itewn device storage is used as a local data resource. Th
business logic. The mobile device can be a PDAmobile application has an interface and a busiluggs
phone, a smart phone or a handheld computer. Whilg¢hat determines whether the data need to be rettiev
the platform software handle communicationfrom a local storage or data source through a

infrastructure between synchronization server sash synchronization channel. This can ensure the coityin
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of application operation even under an unstabldtis a small part of the main process of an Edooat
environment. Officer Recruitment System in MESC.

The synchronization server is a computer server The recruitment process of Educational Service
installed with a Web server and Web service. TheOfficer begins with the distribution of a vacancy
server enables the Smart Client to download oraglo circular, followed by online application and subsnis.
data through Web service using a HTTP protocolA complete application is processed and screeneainfo
HTTP is an important protocol because it can bel tse interview call. The Interview Board Chair holds
send documents in most network systems through mterview and evaluate candidates at specifiediees
proxy server and a firewall. The platform softwateh  centers. Marks are given according to the candidate
as .Net Framework and JAVA are required in order tgperformance and recorded in a form, indicating Wweet
control Web service communication infrastructurethe candidate passes or fails the interview. ligerv
between the Smart Client and data source. Webcgerviresults that are sent to the MESC are stored in the
acts as a mediator, where it carries out dat&Recruitment System before an offer letter is sentto
synchronization function between the mobile localthe successful candidate.
storage and data source. Data synchronization gsoce
is performed when there is a request or update Bom Current situation and solution of the interview
to the data source from the Smart Client. It hasiser process: Currenﬂy, the MESC a|ready has a computer

interface. It only provides services or functiotalin  application to support the interview process. The
the form of Remote Procedure Call method which carsystem provides the following facilities:

be triggered by the Smart Client. Business logithat
server side determines which synchronization,

g X ) : ] On-line data entry related to application
functionality will be executed; either to retriewand

« Update of application, recruitment and service

display, to update, or to select the respectivaliee. information

Web service can also integrate data from various Gpnjine query using identity card number, name or
database locations using suitable retrieval meshani reference number

such as ODBC, OLEDB and Oracle Data Access. Thg  Generation of report and letters pertinent to

mechanism is selected based on the database types. recruitment and services
Data source can be accessed from different types o
centralized database. In a distributed application .
system, data source consists of more than one akdab '_I'he_ computer server that was respon5|ble for_ al
of various types such as Oracle, Microsoft SQL anof;\ppllcatlon at MESC run under the Linux operating
MySQL. Smart client which is also the client of the SYStém. The database Oracle 10G was used to support
Web service, can retrieve, download and upload dat{'®¢ main application and it was designed as a

from and to the data source through a hub, that iSQistributed database. At the user site, they uséd P
synchronization server and Web service. Pentium IV with the Windows XP operating system.

The design of wireless Internet application arel th MESC local area network is based on TCPIP protocol
Smart Client has unique advantage in fulfilling mse and Ethernet. It is connected to a WAN/ Internet
requirement (Table 1). The Smart Client has stgragghrough a gateway installed with a firewall. Softeva
business logic and processing power that allowoit t used at MESC are listed in Table 2.
function even in a disrupted telecommunication
network. In wireless Internet design, data are mgre Table 2: List of MESC software

to date and resides in server computer. However, #Boftware Category Software

requires a stable connection to a telecommunicatiofore applications for File registration system,

line. Thus, the proposed DTMA design, which officer recruitment Officer Recruitment system
combines the advantages of the two former desigs, System development Oracle builder, Oracle report,
provide a disruption tolerant mobile application. software Java, PHP, e-groupware

The case study: In this research, we conduct a caseServer software M‘gra‘?'% Apache, Webmail, Linux,
study to validate the DTMA model and demonstrage it Windows

effectiveness. The case is about the managementiwork software IPScan, Blue Code, Panda
process of Educational Service Officers intervieuha antivirus

Malaysian Educational Service Commissioner (MESC)Database software Oracle 10G
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Problems in implementing the interview processe The small PDA screen was not able to display a

include: complete and larger Interview application
interface. The Interview board members have to
* Long turnaround time for interview results scroll all sides to view the hidden interface part,

submission. More than 200 candidates are causing difficult and time consuming navigation
interviewed in distributed locations across the and data entry
country over a month period. Results are onlys Due to critical information requirement and time
submitted after all interview sessions are duration for the interview process, the board
completed and when the assigned staff is back on  members could not tolerate with any disruptions to
duty at the head quarter. Results submission takes the Interview system, leading to the system
time, around a week or two, particularly for remote operational failure
locations

« Data entry for interview results was time RESULTS
consuming and error prone. Interview results need

to be updated in the system database beforgig yption-Tolerant Mobile Application (DTMA)
successful candidate report is approved. The repogp|ution: Based on the aforementioned problems in
needs to be presented in a meeting that rungsing the mobile interview system and the need for
fortnightly mobility work, a mobile application solution based
« Inefficient interview schedule. The replacementthe DTMA model was seen appropriate. In general, th
procedure for unavailable staff is not arrangedDTMA based application is disruption tolerant and
properly, resulting in short notice and allow the application to function and data to be
unmanageable arrangement for the replacemenissessed, even it is disconnected from the
staff telecommunication network by using the Smart Client
and server concept, where data are provided by the
The commission attempted to solve the time-mobile database device itself. In a good network
consuming data submission by using mobile devicegommunication condition, application based on direc
The interview board received PDA phone (DOPODgccess to data source is used.
Pro838), equipped with cellular line with unlimited We proposed three level of business process:
Internet access and the Microsoft Windows 6.0namely before, during and after interview. Before
operating system with Internet Explorer micro brews interview, data are accessed online from central
The PDA phone facility enables the interview boiyd database over a stable network. During interview,
access the desktop version of current Recruitmerdccess to candidate information is made from a l@obi
system either through 3G mobile Internet or GPRSstorage, independent of a telecommunication
according to coverage area provided by an ISP. Witldonnection. Candidate data need to be downloaded
this accessibility, the commission expected theprior to interview session. Data request and uptiate
interview board to access and update interviewinterview results are performed on the storagehef t
information online from any interview location and mobile device itself to ensure a disruption tolérand
subsequently resolved the high turnaround interviewunctional mobile system, even at an interview tima
submission time, which was the main problem in theyith no telecommunication line coverage. Interview
interview process. results are sent and synchronized with the central
However, the effort faced difficulties and leadato  database through online synchronization. In shb,
operational failure. A number of contributing factdo  mobile application provides functions to access
the failure have been identified as follows: interview schedule, details of interview candidate,
uploads candidate details to mobile device and #sbm
* The capacity of bandwidth network of mobile interview results through online access.
communication was low and discontinuous. The  We choose to utilize PDA cell phone (DOPOD
3G communication coverage was limited to certaing38Pro) for the interview purposes for its mobile
interview locations only, resulting in extremely features and various functionalities that resenthdse
slow response or even dysfunctional interviewof desktop, including Windows and keyboard. The
application PDA phone also has communication facility including
* The use of client server based application whichmobile Internet that enables online and wireless
placed all applications at the server side requireubmission of interview results. The mobile DTMA
wide capacity of bandwidth to operate application is based on data communication and
1434
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wireless Internet. In this design, the XML Web segv
acts as a mediator between the Smart Client (Dopod
838Pro) and commissioner central database as a data
synchronization server. The Smart Client is equippe «
with a mobile SQL Server Compact database. The
XML data format Web service, in textual form, alew

the use of a smaller bandwidth through HTTP prdtoco
and wireless Internet that can increase accessdspee
through cellular digital communication facility wfi is

WSDL proxy-part of the Web service client and a
class that refer to the Web service in the server
computer

Web service client-component that enables
communication with the Web service in the server
computer for accessing and submitting data from
and to the data source using HTML, SOAP and
XML through the Internet broadband. We installed
the compact version of the .Net Framework for the

smaller than that of a fixed line or a LAN. The XML
data format is based on open source standard. e X
Web service allows data to be accessed from various \We installed the Microsoft IS as the Web server i
platforms of PDA cell phone. DTMA utilized the XML the application. We also installed .Net Framework 3
Web service as a hub to access data from multipléh the Web server which acted as the Web servide an
databases. Web service enables access to thelcentiata synchronization to the Web service client.xiro
database through an entrance, the Web server. Stub is the mediator code for communication between
WSDL proxies in the Web service. The Web service
System ar chitecture: The Interview System architecture application and the Web service client send message
is based on the DTMA model, depicted in Fig. 3. Thethrough the TCP/IP network, similar to the mobile
main components of the architecture are mobilec#eVi |nternet via HTTP protocol. Messages are formaited
Web server, database server and mobile Internat. Thyangard XML format, understood by both application
mobile device is regarded as a smart client aa¥ h gijes. The messages will subsequently be packaged
components that enable it to operate on its OWhoult — qjng the SOAP protocol as an envelope for Internet
SEI?SHSCI::]Q to?gr;r?te Iéssesrgﬁ{iar?ggxggé ;SD\g’e" 6??35@ It I3ybmission. Application is made of codes that were
P . " ot Lopo built and installed as part of Web service compotien
that enables it to function as a Smart Client idelu . : .
method form. A method is also a business logic ¢hat
« Own processor, similar to that of personaldetermines the type of functional or processing tha
computer need to be implemented. The database server is a
« Mobile database-MS SQL compact version as wellcomputer server that contains the commissioneralent
as extra storage in memory card form for largerdatabase. The Interview System used the Oracle 10G.
data storage
+ Application-mobile interview application installed Prototype development: A prototype was developed
on the device has business logic that carusing an integrated development environment, namely
determines the location of access data, either fronvicrosoft Visual Studio 2008 as the main
the mobile database in offine mode, or development tool as it provides a comprehensivé too
commissioner database in online or real time modeget tg develop a DTMA mobile application using
The application also determine how data arex\. \web service. We used Visual Basic, .Net
displayed and stored through interfaces that wergamework and .Net Compact Framework for coding
built according to the cell phone display screen 1, -hoqes. Visual Studio provides various options fo
mobile application programming, including a number
of emulators for application testing. We used
emulator, Windows Mobile based device, web service
based on Microsoft 1IS and Windows XP operating
system. The mobile application has two main pas:
offine and an online access modules. The offline
module has two sub modules: candidate information

Web service.

Database service

Web service

PDA cellularphone

il

Web service

Mobile
internet

A7

client

jJ——1

Web service

Application T — > . . . . .

] i and interview results, while the online module dstss
WSDL proxy tabase . . .
ey (WSDLstub) e of four sub modules: interview schedule, candidate

data transfer to PDA, candidate status and carelidat
data synchronization. Examples of system interface,
namely, interview marks and data transfer from the
central database to mobile database are illustriated
Fig. 4 and 5, respectively.
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Table 3 : Exerpt of DTMA evaluation results

User
Expected Results 1 2 3 4 5
Interview schedule module-evaluation in a stable environment
(Accessfrom the central database)
Search for interview record OK OK OK OK OK
Display for a list of interview OK OK OK OK OK
Data transfer to PDA storage-evaluation in a stable environment
(Data access from the central database)
Display message after successful data transfer OK OK OK OK OK
Update/synchronize interview data in central degaba OK OK OK OK OK
Candidate details module-evaluation in an unstable environment
(Data access from the PDA)
Search candidate OK OK OK OK OK
Display candidate details OK OK OK OK OK
Interview results module-evaluation in an unstable environment
(Data access from the PDA)
Display marks form OK OK OK OK OK
Enter, calcualte and store marks OK OK OK OK OK
Generate report and enter panel remarks and sewe th OK OK OK OK OK
Data synchronization module-evaluation in a stable environment
(Data access from the central database)
Update/synchronize interview data in central dateba OK OK OK OK OK
DISCUSSION
%% | Input Markah Prestasi Calon e Ty < 00:02
e We proposed a disruption-tolerant mobile

Aspek yang dinilai: Marksh . ) 3 3
Cara Peryarpaary Komuriias. [ /20 application (DTMA), which can be used as a guide fo
::;:::T;:;:j;“ 12 developing mobile application that is dynamic,
Pengetahuen Amjiusemssa [ ] /30 effective, disruption-tolerant and can ensure syste
Markah Kesekabian 100 - availability. We subsequently developed a prototigre
an interview system based on the proposed DTMA
- model which was tested and proved to be disruption-
tolerant. The Interview system can save time,
operational cost and improve the business proaess i

terms of data integrity and mobile access and high

. availability.
e . The system has a number of limitations that can be
e i enhanced in the future, including: (1) limited mebi
T it Mt device storage, which can lead to system failuieigf

downloaded records

full; (2) limited battery power that last for only-4
hours and (3) long waiting time to display error in
accessing telecommunication  network.  Future
expansion of the system can be made in a number of
areas. The data communication can be expanded to
cover private data access by using technology sisch
cryptographic for security purposes. In order tsura
smooth operation, a mechanism for ensuring orrigsti
good telecommunication line connection can be
integrated in the system.

Fig. 5: Interface for data transfer after the tfans
completion

System evaluation: We performed unit, integration and
system testing. We also evaluated the MIIS in tinggt
similar to that of a real business environmentpiawng
five users. The evaluation results show positigeru
acceptance, indicating that the system can be CONCLUSION

implemented in the actual environment, either in a

stable or an unstable environment (See an excétpeo Based on the results, we conclude that the DTMA
evaluation in Table 3). We improved the system hasemodel can be a solution for providing a disruption-
on a number of minor comments from the users. tolerant mobile device that can ensure continuous
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system availability as it has a processing powdocal
storage that can store data and an applicatioc thgit

Heikkinen, M.T. and J. Still, 2008.

Benefits and
challenges of new mobile service development in

can determines where data should be accessed. The R&D network. Person. Ubiquit. Comput., 12: 85-94

application logic can determine data access to &gem

DOI: 10.1007/s00779-006-0127-y

to mobile device storage in an unstable environmeniksaias, P.T and F.M.D. Macedo, 2007. Web servises a

whilst data are accessed through a network in laesta
environment. The DTMA model can be implemented
in other settings that are meant for mobile acdess
corporate data, allowing user to access data rdynate

anytime. For example, in a law enforcement exer@se Mallick, M., 2003.

traffic police officer can monitor a traffic offerd
easily and speedily in real time.

a solution for maritime port information
interoperability.  Lecture Notes Comput. Sci.,
4558: 1029-1038. DOI: 10.1007/978-3-540-73354-
6_112

Mobile and Wireless Design
Essentials. 1st Edn., Wiley, Indianapoli§SBN:
10: 0471214191, pp: 480.

Apart from Java programming language in B2M Thompson, C., J. White, B. Dougherty and D.C.

envirnment, the combination of Visual Basic andt.Ne
(.Net Framework) in an integrated development
environment of Microsoft Visual Studio can become a
important tool for mobile system development as it
provides an interesting and interactive environment
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