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ABSTRACT

Ad hoc networks provide flexible and adaptive netwgowith no fixed infrastructure and dynamic topplo
Owe to the vulnerability nature of ad hoc netwattkere are lots of security threats that diminisa th
development of ad hoc networks. Therefore, to ml®decurity for information of users and to preserv
their privacy, it becomes mandatory to use cry@pgic techniques to set up secure mobile ad hoc
network. Earlier cryptographic method based on aatatonal complexity ruins with the advent of fast
computing computers. In this proposal, we propddeclre Key Management (SKM) framework. We make
use of McEliece algorithm embedded with Dispensg Kesigned for key generation and for the key
distribution and it is highly scalable with respeéot memory. The experimental result shows that our
framework provides a high-performance platform i®aute key generation, key distribution scenarios.
SKM framework reduces execution time of encryptimal decryption by minimizing the number of keys.
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1. INTRODUCTION To overcome the security threats, there is a heed
security mechanism that should scales well with the
A new archetype for wireless communication is ad hundreds and thousands of nodes. The primitivetisalu
hoc network for mobile nodes having no fixed baseto this defect is the cryptography, which reinfaram
station or mobile switching centers. Mobile nodes data security, providing the fundamentals for &dse-
communicate directly with its nodes that fall witrthe commerce and secure communications. Most of the
radio rages of each other. Direct communication iscryptographic techniques depend on the encryption
always impossible in ad hoc networks, i.e., algorithm and key used to generate chiper text fotain
communication among nodes that do not fall under th text during encryption and vice versa for decryptidhe
radio range of each other. In such a case, nodeeeds security of an information and encryption algorithm
multihop fashion for communication. Mobility natuoé depends on the length of key size. It is recommeénde
the mobile host leads to frequent changes in nétwor use long keys, which is required to defend agdinste
topology. Wireless link causes, ad hoc network force attack. Various cryptographic techniques are
susceptible to various attacks such as passivesages proposed. Former method uses symmetric key
replay, active impersonation, eavesdropping andencryption that depends on single key for encrypénd
message distortion. Authentication, confidentialégpd decryption; some of the examples of symmetric key
integrity are the most major issues in ad hoc nekso cryptography are DES, 3DES.
Corresponding Author: Suma Christal Mary, S., Department of Computer Seiemzl Engineering, Kalasalingam University,
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Symmetric  cryptography  method  requires Certification based methods are also not appleabl
distribution of keys in prior to communication. Key for ad hoc network. Since, Exchange of the cesatéc
distribution center is used to distribute key, whis a deals with noticeable expense in resource limited
tedious work. In addition to that it needs to kélep key environments. Thus, it leads to a self-sustaineg ke
secretly. These inefficiencies of symmetric endopt  management scheme through a mobile node to take
method does not suit ad hoc network. Since, thepgé  authentication information. This concept dependshan
their topology frequently or hard to find the ldcatof a ~ mobile device ensuring secure communication with th
node or link failure. To distribute key to nodes ®f server before they are disposed to the action.- Self
network where there is no prior knowledge on nekwor sustained public key management scheme consists of
topology can make use of key pre-distribution métho involved cryptographic keys in individual nodes dref
Key pre-distribution depends on trusted third party they are aligned. As a consequence there is no
rendering them not applicable to ad hoc networks T communication overhead for authentication for thees
due to the lack of trusted infrastructure in ad hoc ith other entity ID’s.
networks. Also, sharing context prior to network In our approach, the key distribution function foe
operation begins is not always be practical. Depaoé  secure key distribution is applied based on the@&ise
on trusted third party can be eliminated by Disttétl  Key approach where the number of keys generated is
Key Pre-distribution Scheme (DKPS). It does noume  yeduced hugely. SKM prerequisite the primitives for
more information that is based on the underlying security along with secure information. Low

network. Therefore, DKPS approach is robust againstcomputational complexity in addition to the highgdze
frequent changing topology and in broken links. St ot security is provided by the security protocok fhe

helps in widespread of secure ad hoc network. It,qes with minimum energy can be turned off orestol
preferably provides secrecy to an entity along with j iniryders are limited with physical security. igh
n;essage | agthenftlc%nona Arrival of ngw “Odez rathe gimulates other nodes to find the key of stolenédroff
than revolution of old nodes must not be allowedi®y  ,4e " \yhich causes bottleneck situation as mangsiod

shared scheme._ Integrity, authentication and pyiae keep on trying to find the key of a node that weut of
the_ most security requirements that are addressed bcommunication range because of above reason for
building upon a solid key management framework. recreating the key

Asymmetric cryptography also known as public key The rest of the paper is structured as follows:

encryption - overcomes the _problem of the key Section 2 provides a background on essential terms
dls_trlbutlon present in symmetric key. It makes _u'};ea needed to know before implementing the proposed
pair of key (public and private), one for encryptiand approach and reviews of related works. Section 3
another one for decryption. Both keys are PP . : .
presents our proposed system. Section 4 experithenta

mathematically related to each other. Furthermibris, | hand i . Fi B 5
computationally infeasible to determine the priviéy, evaluates our approach and its variants. Finaliyice
concludes the paper.

by knowing public key, encryption and decryption
algorithm and chiper text. RSA, ElGamal, Elliptier@ 1 1 Reated Work

Cryptography are few examples of asymmetric

encryption. However, it requires Certification Aatty An effectual way of shielding perceptive
(CA) for generation of key and distribute to usedes. information while storing on media or transmitted
This necessity is not applicable for ad hoc netwiork ~ through ~ communicational links is termed as
the reasons below. (1) It may be compromised bycryptography. There are several methods and techsiq
attackers. (2) CA may become a vulnerable poithéf  are available in Cryptography.

network is not distributed. (3) CA must be avaitabl A substitution cipher is one of the methods inahi
always to carry out key management operations. ige&ca letters are replaced by other letters; on knowirggdrder

of node mobility availability of CA forever is of the cipher alphabet someone can decipher the
impossible. Another added problem with asymmetric alphabets used. A Letter-Substitution Ciphers is
cryptography is that it requires nodes of ad haavoek described in (Corlett and Penn, 2010). This apgroac
to calculate complicated computation. The nodes wit suffers from the problem of absolute synchronizatio
less energy may face trouble to carry out this between sender and receiver additionally the nusnber
complicated mathematical function. Energy of nodeskeys are restricted.

should also be considered while integrating segurit Elliptic Curve Cryptography (ECC) is a public key
objects with the ad hoc network. cryptography. In public key cryptography, pair ayk
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namely public and private keys along with the dasir There are many security aspects concatenated with
cryptographic operation was generally exits amoatche wireless ad hoc networks. Some of them are aswisllo
user or device that involved in secure communicatio As per in (Charet al., 2003; Duet al., 2003; Liu and
Rivestet al. (1978) a brief preface is specified regarding Ning, 2003; Delgosha and Fekri, 2006; Trayrbmal.,

the Elliptic Curve Cryptography (ECC), its 2006; Bernsteinet al., 2008b; Zhou and Haas, 1999;
implementation procedure on Considering the Digital Kobara and Imai, 2001; Balasubramansairal., 2008)
Signature (ECDSA) and key agreement (ECDH) wireless sensor networks use symmetric key teclesiqu
algorithms. Moreover, a small discussion is madefor secure communication. The main advantage of
concerning the implementation of ECC on two restdc  symmetric key techniques is its energy efficienay a
fields such as prime field and binary field. A spsis of computational. In symmetric key techniques, sekegt
ECC implementation on different coordinated systemsare pre-distributed among nodes before their
called the projective coordinate systems is beingdeployment. To use small memory size to establish
endowed. In this approach, the calculation of dicr secure communication among a large number of nodes

logarithms is a quite typical one to put into opera and achieve good resilience is the biggest chatlesfg
An outlook of various cryptographic applications the key distribution scheme.
which are derived from the proposal of McEliece thoe However, with a centralized server, security sarvi

sake of using the error correcting codes for crypphic for critical applications may suffer from low aweiility
purposes are offered by Engelbett al. (2006) and and poor scalability due to the base reliabilityl gooor
Bernsteinet al. (2008a) has put forward new-fangled connectivity of ad hoc networks. Furthermore, agk&n
parameters for the McEliece and niederreitercryp topoint failure of centralized server can immobilitee
systems thus greatly attaining standard levelseotisty whole network that makes the network extremely
against all known attacks. These improved attacks a defenseless to compromises and denial-of-serviaekat
taken as values for new parameters along with theln order to improve flexibility to break-ins in weless ad
current introduction of list decoding for binary G hoc networks, Zhou and Haas (1999) has offered the
codes; and the possibility of choosing code lengtias certificate-based approaches to ad hoc networks and
are not a power of 2. Thus resultantly the pubg-k present a distributed public-key management schfieme
sizes are significantly much smaller than the pesi ad hoc networks (Camtepe and Yener, 2004), where
parameter supplemented for the security purpose. limultiple distributed certificate authorities areds
added a new advantage for McElice, which is inalude Due to the lack of support for authentication and
implicitly in our proposed approach. confidentiality (Du et al., 2003), it is unsuitable in
An ancient public-key cryptosystems even more critical applications over wireless ad hoc networks
designed is the McEliece cryptosystem. Based agatin  Pairwise key distribution schemes (Liu and NingD20
error-correcting codes it is the first always pabkiey =~ Delgosha and Fekri, 2006; Trayneral., 2006) are able
cryptosystem developed. This system gains an added0 bolster authentication. But applying distributikeys
advantage because of having very fast encryptiah an!eads to produce a large number of keys, whichaare
decryption functions. The chief thing to be highly Major challenge.
concenfcrated is thz?\t it_ requires a extremely Iepgblic 1.2.Background
key which makes it highly complicated to use in gnan
real time circumstances. The most probable sitnato Cryptographic algorithms are classified as follows
to advantageously use quasi-cyclic codes sinces it i based on the number of keys used.
characterized to be rich in the compact. FinaBgr@er
et al., 2009) affords a novel technique to reduce thg Ke
Length in McEliece Cryptosystem. Encryption is &zr Single key is used for encryption and decryption.
on representing it as a number M and raising M to aSender uses the key for encryption of plaintext and
publicly specified power e, then enchanting the converts it to the ciphertext. Receiver uses timeskey
remainder while the result is alienated by the Wide to decrypt the Ciphertext into plaintext. Having
specified product n, of two large secret prime narslp knowledge of algorithm and pieces of ciphertexhdd
and g. The Decryption process is very similar; oinéy sufficient to steal the plaintext. If the key isokvn to an
difference is a secret power d is used. All thosblip unauthorized person, then he may retrieve the dentsn
key cryptosystem rely on computational complexify o easily. Therefore, secrecy depends on the key.
different mathematical problems. Information is secured as long as the key is kepte.

1.3. Symmetric Cryptography
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Fig. 2. Asymmetric cryptographty

Figure 1 shows the encryption and decryption of a given key are the ingredients of asymmetric cryptography.
message. Plaintext, Ciphertext, encryption algorjth Figure 2 explains the method of asymmetric
decryption algorithm and secret key are consid&vdak cryptography.
the ingredients of symmetric cryptography. The encryption and decryption of input message is
carried as follows:
Encryption: CT = E(K, PT)
Decryption: PT = D(CT, K) Encryption: CT = E(k,PT)
Decryption: PT = D(CT, k&)

Here, CT and PT are the ciphertext and plaintext
respectively; K represents a secret key. This eaticny where, ks, and K, are the public and private key of a
method requires the key to be distributed to edlsbro user respectively. CT denotes the cipher textniat is
. expressed as PT. E and D denote encryption angptiecr
1.4.Asymmetric Cryptography algorithms. A profound example of the asymmetric

Here a pair of key namely public and private iscus ~ algorithm is RSA. Elliptic Curve Cryptography, Def
for encryption and decryption respectively. They ar Hellman and DSS are the applications where asyriumetr
different key related to each other mathematicdligch ~ cryptography can be applied.
user generates publlc and private I_<eys. Publlg ikey RSA Algorithm
announced publicly whereas a private key is kept
secretly. Each user also maintains a list of pukdigs of Rivestet al. (1978) invented RSA algorithm. RSA
other users. Asymmetric cryptography need not tomade use of exponentials. For establishing seciaritye
distribute key since all participants generate jguahd internet, RSA is used. Its strength is its compaoite
private keys locally. Plaintext, ciphertext, endrgp complexity. It is known for its security based anding
algorithm, decryption algorithm, public key andvate the prime factor of very large numbers.
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1.5. Quantum Cryptography hard-hitting strategy lies in proving the security an
encryption system in protecting the key. The key

ngntum _Cr_yptography (QC) d_epend; on _the generation is carried out using Hamming Codesldhal
uncertainty principle of quantum with which it is i of an ad hoc network. Hamming codes are widely
impossible to for an eavesdropper to detect tha dat oy iy various fields such as telecommunication,

bf]'.ng tra;:s(;m_tted Wghou:j dlsturbn;]g the_ tr""_ns"m;j'_ computing and other applications. nxk dimensionrixat
This method is not based on mathematics insteasl it 5 ,seq for our approach to generate a matrix named

developed on the base of physics. The changes made Hamming Matrix which is denoted as G.
the eavesdropper will anonymously introduce higlerer During transferring or storing data a set of error

::;iérsl thee tg?nsr:gltzsrgnait)i[rve:rr;i;zg)d?é agtr:i]erf;c;?stve correction codes called hamming codes are useddir o
P ght p 9 ) to detect and correct the occurred error. An extensf

Provably secure key distribution is achieved byngsi error-correction code, hamming codes is devisel thie

two channels between sender and receiver. Public an P ity bits. O h bi d
quantum channels are used to transmit encrypteal datCONcePt of adding parity bits. Once these bitsaaied,
data validation on be carried easily and can beldt

and key distribution respectively. : -8
_ on after reading and transmitting data. Thus tlozgss
1.6. Linear Codes of adding error correction code is an added adganfar
A Linear Code C(n, K) over a field F is venturechi error-correction code. It not only identifies a gl bit
vector subspace of With dimension K.n which is called €TOr in the data unit, but also confirms its parfance
the length of the code C. The minimum distancei¢C) N Iocatlng. the Qata unit. Suppose the leader node
found having the hamming distance d(x,y)which imge  chooses this matrix for as [n, k, d] code.

calculated by the formulae d: = min{d(x,y)|},yC, x # For Instance consider a linear code of length 7,

y}, Moreover (n, k, d) is judged as the paramefe€.o minimum distance 3 and dimension 4. It is called th
Hamming (Bernsteiret al., 2008c; Bergeet al., 2009;

1.7. Proposed System Camtepe and Yener, 2004) code. Sharing like this is

In order to provide security for messages and useknown as dual sharing. It is a general type ofdine
personalized data, cryptography is used in wired an code constructed by using an algebraic curve X over
wireless communication. Mechanisms that suite wireda finite field R
network for affording security is not adaptable for
wireless networks due to the mobile nature and dimkr e Assume a matrix S having k X k dimensions. That

properties of wireless networks. Therefore to pidevi matrix is termed as a private between the nodes. Th
security for ad hoc networks we proposed SKM private may be varying by interchanging this matrix
technique. To implement SKM to nodes of ad hoc. Presume another matrix ‘P’ that has n X n
network we initially cluster the nodes. Nodes wlilgh dimensions

energy are chosen as Cluster Head (CH). One hop  compute G'=G *S*P

neighbour of CH (nodes within the range of CH) are,  the computed matrix is said to be the Public Key
grouped together to form cluster. CH of each clusgte matrix

responsible for generating pair of keys. Once kanes
generated it is distributed to the nodes of thestelu
Distribution process is carried out by having mutua

understanding between the cluster and CH. Following1.10. Encryption and Decryption Algorithm
section elaborates our proposed technique.

From this we estimated the respective keys.

Encryption and decryption process employs the
1.8. Secure Key Management (SKM) method of McEliece algorithm:

In our SKM, given data is converted into ASCII _ _ _ o _
format. Then the following steps are carried out to* Plain text X id considered, which is embedded with

securely transmit data from source to destination. the weight vector e
9 G . *  The cipher text is computed to be
1.9. Key Generation . Y=xG+e

A Key is a piece of information, which acts as one *+  Calculate approximately,yY *P*
of the inputs to an encryption algorithm. Resuliattie * This gives the encrypted text
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The process of decryption is taken out through can decrypt it with private keyg

and K_ . In this
having the: PR

2PR
way the pair wise keys are generated.

e The decryption process is carried out havindy 1.12. Experimental Results
extracting the first four components of, ¥hich is
represented by X

«  The analogous nodes will calculate x Z%SX

* Finally x gives the plain text.

* Thus the encryption and decryption process along
with key generation is carried out having McElice
Algorithm. Key distribution is given by the
Dispense Key Approach

Our proposed method is evaluated by deploying
more nodes. The experimental setup is examined with
AES, DES, RSA and McElice. Execution time, memory
requirement and number of keys required for secure
communication is analyzed for all the above-said
algorithms. Following figures portrays that McElice
works better than all other algorithms. It is atsadent
that our proposed method requires less executiom ti
1.11. Dispense Key Approach and memory requirement. In our experiment, the

dimension of Hamming matrix is of the fixed form

To exchange correspondence among a cluster of agyhich js taken to be 7x4. This dimension in order t
hoc network securely in a pair-wise fashion we ps&tl  hing maintain the accuracy. Moreover, primary key

dispense key approach. Here, a pool of key pabl{P  taken by interchanging of S matrix for those
and private) K is maintained by an off-line trusseaver. corresponding nodes.

The public and private key of a key pair is
mathematically related to each othdt.kiey pair in the  1.13. Execution Time: Encryption
key pool is represented by ifk Kipu). TO establish
secure communication in ad hoc network, every membe
of each cluster is loaded with all public key oé tiroup

Our work is proposed method is analyzed with AES,
DES, RSA.Figure 3 shows that the execution time for

and assigned with a distinct private key. Lek | McElice is low when comparing with others. The most

represents subset of private key of a user Aliat lap ~ Widely used RSA algorithm requires a very large
denotes the corresponding Alice’s public key sublet computation. This consumes time for encrypting th_e
another user named Bob wants to sent a secret geessadata. As ad hoc networks are resource based agplyin
to Alice, then Bob should knowds, where Kpg is the RSA to such a resource-based network is not adeisab

anonymous destination (Here Alice is the destimtio Since RSA will consume more battery of a mobile
Alice. The message can be opened only by Alice, whoTherefore, from resource-based network our proposed
has the private key setgd but others do not. Let as method’s (_encryption algorithm works better than all
assume an example having a cluster with 10 nodes. | other algorithms.
Dispense Key, 5 d|st|r]ct _publlc—prlvate key pair® a 1 14 Execution Time: Decryption
needed to build pair-wise secure communication
channels among 10 nodes. They are: Similar to encryption, execution time of decryptio
also affects nodeFigure 4 shows that encryption
K K [k k. )K. .k K K K K algorithm of our proposed method works well thah al
( o 1P“) ( Zer 2”) ( S 3"“) ( fen 4)( oo SP) other algorithms taken for comparison.
Table 1, represents the summary of the key length,

~ In-ad hoc network CH keeps 5 public keys and 2 gyecytion time for encryption and decryption of thé
private keys. Each node keeps a predetermined tsabse algorithms compared.

private keys and no one will have private key fibittee

key pairs present in a subset, multiple copieshef t tahe1. Summary of algorithms
private key can be held by different users. In ghen
circumstances, each private key has 4 copies.Aagess
is encrypted by multiple public keys and it canyohé Algorithm  Key length (bits)  Encryption  Decryption

Execution Time (seconds)

read by a node that has the corresponding privats. k DES 56 1.4 1.40
If CH 1 encrypts a messagebw public keysK, AES 256 1.6 1.49

i RSA 1024 2.8 3.50

and Ky, as Enc (Enc (szpu ), Ky, ), then only user 7 pMcElice 1024 1.2 1.30
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1.15. Required Memory: Encryption and other user needed applications running speed arde n
Decryption decreased. Therefore, it is needed for a resowgtveonk
is that it should utilize memory in an effective ywadt
Memory required for a node of an ad hoc network to should not affect other processes running on titeno
carry out encryption and decryption using AES, DES, Moreover, when proposing the Dispense Key
RSA and McEliece algorithms are explicitly shown in approach the key management circumstances are very
theFig. 5 and 6 respectively. If the memory requirement effective. For instance, we have considered some
for secure communication increases, then processing nodes, which are clustered initially. The leadede@s
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elected and the corresponding virtual group nodes a Bernstein, D.J., T. Lange and C. Peters, 2008ackitig
constituted by the nodes. It is observed that lptbd and defending the McEliece cryptosystem. Post-
key pairs are formed, but the used keys are oniyn 8. Quantum Cryptography, 5299: 31-46

the previous approach which uses distributed schemeBernstein DI T Lang’e and C iDeters 2008b

the neighboring nodes will create their individlkalys . . :
in which the numbers of keys are very large with ~ Attacking —and  defending the  McEliece

respect to the neighboring nodes say total keyspair  Cryptosystem. University of lllinois at Chicago,
are 14 out of that deployed keys are 28. This USA.

experimentation is portrayed Fig. 5. Resultantly the  Bernstein, D.J., T. Lange and C. Peters, 2008aching
numbers of keys are reduced in our proposed system. and defending the McEliece cryptosystem.
It is known that due to the portability the wiredes Proceedings of the 2nd International Workshop on

device constitutes having limited bandwidth, memory g _ ;
and processing _power. Consequently, the proposed ngltinQuZnetitéreﬂlbi:yptO%rgg\hy, Oc.t. 1371533 S")Drgﬁer
approach SKM is adaptable for all the throughput 10.1007/978-3 548'88403 3 3pp. : '

constraints. These circumstances are depict&agin’. ) )
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