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ABSTRACT

Ad-hoc networks are talented but are exposed torigkeof wormhole attacks. However, a wormhole
attack can be mounted easily and forms stern meniaceetworks, particularly against various ad-hoc
wireless networks. The Wormhole attack distortsriégvork topology and decrease the network systems
performance. Therefore, identifying the possibilitfy wormhole attacks and recognizing techniques to
defend them are central to the security of wirelestsvorks as a whole. In this study, we will sumizar
state of the art wormhole defense approaches, @agsgmost of the existing typical approaches and
discuss both the advantages and disadvantagessH thethods. We will also point out some unfuldille
areas in the wormhole problem and provide somectiimes for future exploring.
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1. INTRODUCTION by out of band channel. Moreover, wormhole attacks
_ _ are known as tunneling in some research in the
With the growth of wireless technology, ad hoc |iterature and the link or tunnel between the betiu

networks have been developed into many forms.positions of a wormhole is called wormhole link, or
However, the security issue is one of the majorwormhole tunnel.

bottlenecks, which restrict the further developrmzfnad Wormhole attacks can be initiated in several types_

hoc networks (Papadimitratos and Haas, 2002). pe@ 0  |n our research, we classify them into three catego
nature and multi-hop routing characteristics ledé t namely, hardware attacks, broken protocol wormhole
security issues to be hard to avoid. Among allfef t attack and malicious protocol. In hardware based
possible attacks, wormhole is common attack in ad-attacks, the attacker can use out-of-band charorel,
hoc networks and causes serious security problemsyse higher transmitting power to make a wormhole in
since it can destroy the normal work of the whole network. For example, we assume two adversaries (A)
network (Huet al., 2006). and (B), they somehow establish a communication
Normally, in a wormhole hit, an adversary obtains link between them. This link can be an extendedjean
packets at one place in the network and then, roakty track wireless link, or a wired cable.
transmits the packets to another place and replam Whenever, (A) heard data in his neighborhoods, it
into the network. In most cases, the forwarded etck will directly forward this data through the outdb&nd
are received by other adversaries who transmit themlink to the adversary (B) and B in turn will broadt
cruelly to other network places which in turn hatime them to B’s neighbors. No matter the data packets b
network security (Ramaswang al., 2003; Seret al., encrypted, or decrypted, it have been transmittethé
2007). However, in some cases, the adversary itselbther places with a faster speed than purely uthieg
can launch the attacks via higher power broadeast, original network. As for the attacks using higher
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transmission power, whenever a nasty node heard
routing demand, it will broadcast the demand with a
higher power. By this way, the node has more chamce ® g e /7 | ® —fe
distort the network, since some non-neighbor nodag . '
also receive these packets and consider the madicio W
nodes as neighbors. C—9—
In broken protocol based wormhole attacks, the ~ @ /@
malicious nodes don't follow the requirements of
specific protocols during data transmission. Faneple, e ®  wormhole Link
if a protocol requires all nodes need to be rearao b
arbitrary time before forwarding packets in order t
reduce the collision, the adversary can just brasidihe
data once it receive them. By this way, the advgrsan g
let the path in which it contained faster than cdhdain !
and Kandwal, 2009).

@ :
c® g9

In the malicious protocol attacks, the adversary ma e -9 »
use its own protocol to change the data packetmglur ' i
transmitting. The most typical wormhole attack bist . / \‘
type is encapsulation where a nasty node is locatec : : Wormhole Link

somewhere in the network and heard a routing réques
Then, it put a special tag in the data and forwérts a

far away collude adversary node. This adversary wil
delete all data packets which are located betwéen t

first adversary and the second. Moreover, the skcon .
malicious node will broadcast the modified dataitto On contrast, if the other nodes do not know thatioa

neighbors. When this routing request reaches itSof such wormhole nodes, this scenario is known as

destination, the receiver may regard the path is th nidden wormhole. .

modified packet as the fastest routine and sehddk to F'gl%fe 1 depicts the exposed and_ hidden v_vormhole

the request initiator. In contrast, the sender ugié this scenarios. The _vvormhol_e nodes just TeP"Cate the

path to send its data, rather than the real stiodatng. wireless signals in the air and forward it through
The influence of wormhole is huge. If a wormhole is tunnel. ) ) .

sited cautiously by the adversary and the length of Several methods in the literature are discussed the

bunch of routes, which may cause many further gerio Wormhole detection (Zhaet al., 2010) and wormhole

security issues. A menace wormhole attack thaateres ~ detection with multi-dimensional scaling (Pereg al.,

network security is known as black-hole in whicke th 2000) are two typical defense approaches.

adversary deletes all the data packets sent thrthugh As for the centralized mechanism, a central sexver,

tunnel (Arora et al., 2010; Tamilselvan and node, is responsible for collecting related infotioma

Sankaranarayanan, 2007). However, if the wormholefrom the whole networks and consequently build some

Fig. 1. Exposed and hidden wormhole scenarios

link is small, it doesn’t draw too many routing ffies, global interpretations. An algorithm is used in sthi

but it still affect the quality of service in locadgions. technigue to check the abnormal or inconsistent
In a normal wormhole attack, the adversary attemptsinterpretations.

to convince other network nodes that there exigtath In ad hoc networks, statistic techniques assume tha

between two locations, but in fact there is no paththe distribution of nodes follow certain kind of
between the nodes. Such scenario is known as exposemathematical distribution. However, with existinfjtioe
wormhole (Poovendran and Lazos, 2007) where the nonwormholes, the number of each node’s neighborstzad
adversary nodes can detect the existing nodes velteh  shortest length between each two nodes will nasfgat
directed by the adversary. The other nodes treat ththe mathematical distribution model and so it can b
wormhole end nodes as normal nodes and they willinferred the presence of wormholes in a network.
directly forward the packets to them if they are However, the ad-hoc always relay on the assumphian
neighbors. the nodes distribution can be obtained in normsésa

///// Science Publications 1627 JCS



Ismail Hababeh et al. / Journal of Computer Scién(¥?): 1626-1637, 2013

The multi-dimensional scaling based wormhole
detection approach applies MDS-VOW algorithm to
construct a virtual layout of the networks. If the
network is attacked by a wormhole, the structuréhef

be detected by using some statistical formulas &her
routing significantly differ from the normal status

In general, the SA-TC approach composed of three
parts; analyzing routing information; determininget

network must be changed. However, this methoduncertain link set and validating with time limitat. As
depends on the nodes neighborhood information; eactihis approach is used in wireless sensor netwbeketis

node needs to obtain its neighborhood
periodically, even if there is not data packet srait

table at least one sink node to collect data. This sioélenis

responsible for gathering the routing informatioond all

between them. As the power in ad hoc network isSensor nodes.

limited, transmitting the whole neighboring infortitan
is not a good and practical solution.

In the distributed wormhole detection approaches,

each node collects its k-hops neighbor’s infornmatio
(Sanzgiri et al., 2002). Based on this information,
each node finds the locations of some affectedoreyi

caused by wormholes and stop forwarding packets
isolate the

which came from those
wormhole (Nasipuri et al., 2001; Pirzada and
McDonald, 2004). The distribution wormhole
detection algorithm can be further classified itim

approaches, namely, non-routing

regions to

where each node monitors the topology structurgsof
neighbors (Wanget al., 2010; Maheshwariet al.,
2007), or the inputs and outputs data flows (Kletldl.,

Initially, each node works as a sender and will
send its routing information {Rij} to the other nesl
in the networks. Then, the sink node will collelcése
{Rij} from all nodes and compute the time of the
direct link between two neighbors appears in R.d8las
on this, the sink node can obtain the statistical
information about time of a link being used. Based
the characteristics of wormhole hits, as the méjasf
broadcast capacity is engrossed into the wormhole
links, the time of the wormhole being used will be
highly increasedFigure 2 illustrates a normal ad-hoc
network system statistics against a wormhole attdck

oac neighboring a4_hoc network system.
monitoring based approach (Huang and Lee, 2003)

The SA-TC technique is periodically computes the
distribution about links’ usages and then, tredis t
links used more frequent than the average frequency
in safe-condition as suspicious links. The suspisio

2005; 2008) and routing receiver monitoring basedlinks set is refined by finding the link with more
approach where a data packet is monitored by thedifference. The fake link has a better performatwe

nodes in its routine. The typical distributed
approaches are packet leashes éHal., 2003; 2006),
TESLA with Instant Key-disclosure (Perrigt al.,
2000) and mutual authentication with distance-
bounding (Liuet al., 2005; Duet al., 2006).

The remainder of the study is organized as follows:
statisticalof wormholes are detected.

Section 2 describes some centralized

techniches and section 3 depicts multi-dimensional
Distributed wormhole defenseproposed and works as follow: a central serveseuto

scaling approaches.
technologies are presented in Section 4. FinakytiSn
5 draws conclusions and outline future work.

2. CENTRALIZED STATISTICAL
WORMHOLE DETECTION

Two statistical based wormhole defense approachies w
be described, namely, SA-TC and MDS-VOW. SA-TC
approach presented in (Zhabal., 2010) computes the
distribution of a link being used in different rmgs.
The SA-TC approach implies that a wormhole attaok ¢
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absorb increasing transmission volume, but the real
transmitting time of real data packets will be
prolonged. The SA-TC technique sends some probe
messages to nodes where the suspicious links began
and then calculates the real transmission timeulino

the suspicious links. Through this way, the locasio

Another method of detecting wormhole attacks is

collect neighborhood tables and the routing talzled
then, it computes the degree of nodes distributiotihe
network and the length of shortest path betweentany
nodes. However, this method can only detect a wotenh
attack in a network, but failed to provide solusoto
isolate the wormhole.

The statistical approaches assume there is a way to
obtain the nodes distribution under the conditiohsio
adversaries. However, this assumption is not gahin
the real world, since during building up the netkyahe
malicious nodes can be deployed.

JCS
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Fig. 2. Statistic-based wormhole detection @ , (b) 02({n(Lij)|IZILijIZIL})

3. MULTI-DIMENSIONAL SCALING
APPROACHES

MDS-VOW technique is a Multi-dimensional scaling
approach (Wang and Bhargava, 2004). It is cen&dliz
wormhole detection technique based on augmentiag th
connectivity information with estimated distance
between the nodes being neighbors. The key poittti®f
method is to build a virtual design of the netwarkd
then, to find the inconsistencies in it. Since tiedwork
is built in plane, the reconstructed layout alsghiuo be
a structure in the plane.

However, with the existing of wormhole, which
shortens the virtual distance between two locatitims
rebuilt layout will become a curly structure. MDSBW
algorithm is designed to process the collected dathto
make the virtual network layout. By further analyhe
virtual layout, the distortion can be located by
identifying the affected nodes, like finding thespimn
where the distortion began. However, the weak side
this method is the computing complexity as we need
collect plenty of data and also to build a virtnatwork
layout in three-dimensions.
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4. DISTRIBUTED WORMHOLE
DETECTION

Most of the distributed approaches detect wormhole
attacks by two ways: Either by checking some fabiu
structure in networks, or monitoring the flows of
neighbor nodes.

Maheshwari et al. (2007) proposed a wormhole
defense technique that utilizes connectivity infation
to search for prohibited compositions in the cotinéyg
graph. Specifically, it looks for graph structurdsat
prohibit a Unit Disk Graph (UDG) insertion, thus it
cannot be presented in an authorized connectiviphy
Due to the fact that the complexity of looking 10DG
embeddings is NP-hard problem, this technique danno
promise to discover the wormhole in all cases.

However, MDS-VOW is relatively simple and it can
also provide a significant wormhole recognition
probability in ad-hoc networks. This technique &séd
on two lemmas about disk packing. The first lemma:
within a predetermined region, a set of nodes cha't
grouped unless there exist edges between them. They

JCS
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first consider the case that two non-one-hop neigtib The nodes which are located in the broadcast radius
sensing range has intersections and mentionedntlide  of the wormhole nodes are defined as corruptedsidde
the intersection region, at most, we can set two-ae-  order to isolate the wormholes, the corrupted naates

hop nodes. If the region has a wormhole, then theremoved from each node neighbor lists such that the
number of non-one-hop nodes in the intersection maytynneled packets cannot be forwardEture 3 depicts
greater than two. By finding such forbidden stroefwe  the wormholes detection and isolation process.

can identify the wormhole affected areas. Wang et al. (2010) proposed a similar wormhole

In or(:]er to (l;lelarly tf:je.seconsd Igmma,swe r&eed ©Odetection and isolation approach. The proposed
restate the symbols used in MDS-VOM: p(S, r) desiote approach is mainly based on the following corollary

the upper limit number of pomtg In a region S,rs_tlu:at If there exist three mutually non-one-hop neighbor
the distance between every pair of points in Sréaigr : . ) X
) ) . . nodes in the intersection area of the two-hop ridgh
than r; DR (u) is used to represent a disk regiommdius sets of the nodes p and g, then p and q are chytain
R, centered at node u. Moreover, L(r, R) = DRUuPR P a. P R !
affected by a wormhole. Based on this corollary, a

(v) represents the intersection of the two diskiaes, lqorithm is i duced. which also isolates al
whose radius are R and are centered at u, v wstantie WDI algorithm is introduced, which also isolates a

r between them. When R = r = 1, only L is denoted. the Suspicious nodes.

Therefore, the first lemma can be written as p{lLs 2. This method presents performance analysis in
The second lemma is about the forbidden structuregnathematical formulas. With reference to spatial
among k-hop neighbors: statistics hypothesis in (Cressie, 1992; Farag62pQdhe

Poisson distribution can be obtained by set up an
arbitrarily number of consistent nodes in a regidhe

2
B(R +1J xarcco{ ' J probability that a region S contains k nodes can be
p(L(r,R),B)< TR 2R+ forr< 2R computed as follows, wheperepresents is the density of
4 (R . BJZ o a given network:
32 2 4
k
| | (1t =L e
Lemma 2 provides the loss bound for the maximum k!
number offf-hop neighbors. It is assumed that the upper
limit number of autonomous ordinashop neighbors Since this method is based on the number of nor-one
for two non-neighboring nodes is smaller than tightr  hop neighbor nodes in the common circle areas, the
side of Lemma 2. number of nodes in the intersection region directly

After providing the two lemmas, the conditions getermines the probability of detecting a wormhdfe.
which broke both Lemma 1 and Lemma 2 are stared, a$,a assume that the size of intersection is S wire

tthth;%rbilgdsgnstsrtl:zggre; f-(l)-lrrswswoer?c?]mz d_giiecégdr'eanRz), then the previous formula can be transformeal int
maintains a 2k-hop neighboring table, namegd (). In a new one as follows:
each time, the node (u) picks up a non-neighbarog,
(v), from its neighboring table and computes thdiraary

_(pY)" s
k-hop neighbors € (u, v). After obtained all of the P(Is* @_( k[) ¢
common k-hop neighbor set of node u, u will compute n K
the maximum independent set by a greed algorithm: (ﬁXGﬂsz N arR? (na)k
starting from an empty set, in each time, the dligor :Te w2 T e

first picks a random node and includes it in the
autonomous set, then, removes its neighbors. This
process is continued until there are no nodesK|('uQ/) The low bound of detecting probablllty is considkre
and the resultant set is the most independentfsade  in this caseFigure 4(a, b) depicts the probability of
u. If the volume of u’'s independent set is gretitan the  detecting wormholes in a minimum of 3 non-one-hop
number indicated by lemmas, then node u is infladnc neighbors in a circle, 4(a) shows the worst cabe. drea
by a wormhole. of the strapped region is computed by:
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Fig. 3. Wormhole detection and isolation

Fig. 4. The probability of detecting wormholes, (a) ¢ R, (b) ¢, O[R, 2R]

Sy = TR~ 2( 2R co-sl@— R si@ coi@D

If n is the average number of nodes in a circlenth
the probability of existing more than one node e t
strapped area is computed as follows:

F?shaded: P(lsshadeo:"t )‘: kS (’ |Pshade§| )@: -1 7Oélsn
Accordingly, if the average number of a node’s one-

hop neighbors is estimated to 10, then wormholsiagn
probability of the WDI is closed to 100%.

to network disconnections. Moreover, this methodds
applicable for high dynamic scenarios.

The LiteWorp method (Khalilet al., 2005) is
developed for wormhole detections. This method uses
guard nodes to monitor the input and output flos o
their neighbors. If B and C are neighbors of nodand
B is the previous hop node of C, then, node A is &b
watch the link from B to C and C is the node been
monitored. Each guard node has a watch buffer which
saves the information from all the packets seraubh
the monitored links. In this buffer, there is tistamp (t)
to record the packets’ incoming and leaving times i

This method detects both exposed wormholes ang®@ch monitored node, which means C must forward the

hidden wormholes. However, it can't successfullydfi
out all the wormholes in the network. In additidginthe
adversary puts the wormhole sophisticatedly, it teay
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packet, sent from B, within a time threshold. A itiaus
counter MalC(i,j) is retained for all guarding nsede
Once the guard node i detects that the monitoreid no

JCS
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fails to transmit a packet within the thresholdg th
malicious counter will be increased. There is aaoth

request, since M1 is not a fellow of M2. If the adsary
uses the second option, then, all the guard nodes

threshold, MalCth, which is used to determine the (neighbor nodes) of both nodes X and M2 will detect

suspected malicious nodes. When the growing vatues

that M2 fabricated the route request, since they di

malicious counter becomes greater than MalCth, thehot find corresponding data from X. When a neighbor

guard node i will cancel the monitored node j fram
neighbor list and sends an authenticated awareagess
to the neighbors of j. The aware message indidhtss
the node j is a assumed nasty node.

For the sake of security, after a neighbor of j,
assuming k, gets the alert message, it will vetviyp
things by authentication: the guard node (i) is ohéhe
first-hop neighbors of j and j is k's neighbor. Wout the
authentication steps, the adversary may fake saraedg
nodes to send malicious alter messages, whichraaref
other pure users.

After the authentication steps, node k will stone t
characteristics of j in an aware buffer. When kadais
sufficient aware messages about j, k will revokeom
its neighbor list and add j into a local blackligthe

detects one of the above two cases, it will reploet
abnormal event to CA and it will also send revoke
message to the neighbors of M2. The CA will record
these local revocations of the corresponding nodes.

Being different from LiteWorp, MobiWorp assumes
that each mobile node can predetermine its de&tmat
before the real movement and that the mobile nats
contain some localization devices, such as GPS
(Hofmann-Wellenhofet al., 1993). An Authentication
Neighbor Update Message ANUM is used. It is a lalgic
location certification given by the CA. In this $g®1, a
node cannot forward any packet without the ANUMeTh
basic idea of this designation is that a node daitiate
a wormhole without forward any traffic information.

The ANUM is bounded by the logical position of a

blacklist is designed to maintain memories about node and the active instance. The ANUM is validyonl

malicious nodes in order to guarantee that theaioais
nodes cannot become the neighbor nodes of k in late
Although LiteWorp can identify and separate the
wormhole nodes, but it still has some restrictidihgs
only suitable for static scenarios. As an improvetrie
this method, a new method MobiWorp (Khadil al.,

when the actual position of the current node isalbt in

the ANUM'’s bounded region and the current forwagdin
time is smaller than the ANUM'’s expired time. In OA
the total number of local revocations of a node,
assuming Y, is greater than a pre-defined threshold
the CA will revoke the Y’s ANUM and will no longer

2008) is developed. MobiWorp has two types of send ANUM to it. Since Y does not have ANUM, it

detections. The first type is called local detactioat has

cannot forward any packet in the network and

local checking on neighborhood communication. The therefore, the wormhole maker is blocked forever.

second type is called global detection which deped
a protected Central Authority (CA) to follow up the
position of portable nodes. The isolation in MobiyWds
attained locally where the nasty node is deletethfthe

Although the MobiWorp detect the wormhole nodes
locally, the final isolation is made by a centratizCA.
Hence, the MobiWorp is a mixture of both centralize
and decentralized wormhole defense method. Betiges

existing neighborhood and globally where CA can centralized characteristic, the nodes in MobiWolgp a

continuously forbid the malicious nodes.

need to be equipped with some localization devares

In the local phase, it is assumed that every nodethe proposed solution requires each node to update

identifies its one-hop and two-hop neighbors. Wlaen
packet being forward by a node, the sender shdstdl a
announce the node whose send the current packein As
example, a pair of colluded adversaries is assuiddd,

ANUM from CA, which may cause a lot of extra energy
Hu et al. (2006) described the geographical and

chronological packet leashes for wormhole detection

They design an authentication protocol, named TIK,

and M2. After M2 received a routine request query in order to guarantee that the temporal leashesatan

packet tunneled from M1, the adversary M2 only thas

options to further forward the packet: announce the

be modified.
In general, a leash is additional information on a

identity of M1 as the packet sender, or announee th packet that intended to limit the packets’ uppenitli

characteristics of a single M2 neighbors, assurXings
the packet sender.

In the process of local revocation, if M1chooses th
first option, then all M2 fellows will refuse theutine
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broadcast distance. Hence, the geographical leaslees
the distance bound, which limits the maximum distaa
packet can get from the sender, while the chroncébg
leashes are the time bound, which indicate thértife of

JCS
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packets. In this technique, every node should le@ther To create a chronological leash, every node should
precise localization device or an accurate clock fo have firmly synchronized clock that can be realibgd
synchronization. LORANC (Mills, 1992), or WWVB (Lombardgt al.,

To create a geographical leash, every node musR005). The sender should comprise the sending ftifne,
recognize its location, which can be obtained bipngis with the packet, while the receiver first check the
GPS or some other localization technologies. Irs thi receiving time, § with t. If the Vjgy represents the
method, loosely synchronized clocks are consideredspeed of light and\, is the error of time measurement,
When sending a packet, the network system will addthen the maximum distance between sender and

the sender’s location,s@and the sending time,, twith receiver, d should satisfy the following formula:
the packet.
After receiving such a packet, the receiver nodie wi d'< Vigy X(tr -t +A‘)

compute its position, ,pand the receiving time,.tThe

distance between the sender and the receiver iputech

as follows: if the variation among sender’s cloaida The wormhole detection can be carried out by two
receiver’s clock isA and the maximum velocity of a Wways; the receiver detects whether the packet lgdve
node is v, then, the real distance between sendgr a too far by considering the relation betweep.Vand the
receiver, the highest transmitting distance of ekpd, ~ sender can add an expiration time with the packet:

can be computed as follows:

”ps_pr ”_At
dsrsllgzpr ”+ 2\'é(( I_ £+A)+6 ts_tr

where, ||ps-pr|| is the reported distance betweeres The leash based approaches assume that the
and receiver, f2\t/) xh (t- ta + A) dIS ﬁaused by ._the packets delay in sending, processing and receiaieg
movements of both sender and the receiris negligible. In order to guarantee the accuracyhsf t

measurement errors of localization device. After information in the leashes. the geoaraphical and
computing the ¢, the sender node will add the ' geograp

geographic leash with the data and send it togbeiver. ~ chronological — leashes need to include data
If the packet is tunneled to some other farawagada  Verification. Normally, the Merkle hash tree based
the receiver will detect the inconsistence and ditgp ~ authentication scheme is used (Merkle, 19&0yure
packet. 5 illustrates the Merkle hash tree.

:':.:°

Fig. 5. The merkle hash tree
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Sender | HMAC M T K

Receiver VHMAC- M : | T - K

Time at sender o
%
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Time at receiver © o}
<t +tT+A) £(Ti-A)

Fig. 6. The time sequence in TIK protocol

TESLA with Instant Key disclosure (TIK) is an it uses the authenticated % validate the HMAC value
extension of the TESLA authentication protocol inthe packet. Finally, if no incorrect values aceurred,
(Perrig et al., 2000) that implements chronological the receiver recognizes the packet as the genuite d
leashes in wireless networks. The new idea of Elkhat ~ TIK protocol assured that the wormhole broadcatsts t
the packet broadcast time can be greater thanirtiee t Packets gradually and not faster than the typioaters.
synchronization error (Het al., 2006). In such cases, the Hence, when the receiver obtains a wormhole tunnele
packet receiver can authenticate the TESLA secstitye; ~ Packet, the corresponding key is already expired.
this reality allows the sender to reveal the kethinsame  Although the TIK protocol affords security agairibe
packet, therefore motivating the TESLA protocol hwit Wormhole attack, it results in more delay. Howevae
instant key disclosuréigure 6 depicts the time sequence Cconditions of TIK are also unfeasible where it soggs
in TIK protocol. that_ t_he packet sending and receiving (_1(_elays are

In TIK protocol, the packet transmitted by a sender Egggg'?r!ethaeng;twoffnder can obtain the positairsi
S, is defined as < HMAgG (M), M, T, Ki >, where ) .

HMAC; (M) represents a HMAC value of message M; T . Wang et al. (2010) and Pr_as_annajet a. (20.10)
represents other hash tree’s values, which willgesl for independently presented two similar wormhole dietect

. . - hes. Both of them use local multidimensional
validation; K represents the key for time period fromlT approac . |
to T; (Bellareet al., 1996). Prior to send a packet (P), the scaling and hop-coordinates ( -+ 2006). The proposed

sender approximate the upper boupdrt the entrance Wormho!e det.ection algorithm ?n (Rrasannaﬂt al.,
time of the HMAC at the receiver. Based on the 2010) is built on Round Trip Time (RTT) and

computed receiving time, the sender will pick a key geographic_ distance. This _ algorithm detects the
which will not expire before the receiver obtaitget WOrmholes in two steps. The first step is basea top
packets HMAC, to compute the hash value of the counting technique and uses the RTT as a probd, eac

message. After computing HMAC (M) with K;, the node in the network can collect a group of hop tewf

sender appends the HMAC to the packet. When the ke;}ts neighb_or nodes that are within one/k hops fiband
expired, the sender releases the keyassailant can’t ~ @lSO obtain another group of hops based on the &TT

change the HMAC value of the sending data agsk the message between consecutive nodes and their
not known. neighbor numbers. In the second step the network is

When receiving a packet, the receiver should first "éconstructed locally by MDS algorithm, the nodestfi
verify that the corresponding key has not finishBden,  runs Dijkstra algorithm to get the shortest pathéach
after the receiver gets the key of the current pack  pair of nodes, based on hoping count and RTT
further authenticates the key by using the rootieradf individually and then, rebuild a local map using
the Merkle tree, m and the other hash tree valueh€én, Multidimensional Scaling (MDS).

////A Science Publications 1634 JCS



Ismail Hababeh et al. / Journal of Computer Sciéh(E?): 1626-1637, 2013

16.89 26
16.6 4 R 240 " .
" . 7 n.
16.4 4 g ' ; 5 " 0
1629 :
5 5 20 : :
E 164 =
= 5 18 .
158+ 8 ‘;n.'c . a
" . *
]
[ 16 ‘ .
15.6 4 N s
'«l..l ... -
1544 14 ] e
15.2 ‘ T ‘ T 1 12 . T T r r
0 20 40 60 80 100 0 20 40 60 80 100
X X
) (b)

Fig. 7. The diameter with/without a wormhole (sd@twork without a wormhole, (Wyetwork with a wormhole
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