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Abstract: The integration of computer-based technologies interacting with 

industrial machines or home appliances through an interconnected network, 

for teleoperation, workflow control, switching to autonomous mode, or 

collecting data automatically using a variety of sensors, is known as 

Internet of Things (IoT). When applied inside an industrial context, it is 

possible to immediately benefit from the analytics obtained, contributing to 

process optimization, machine health, the safety of workers and asset 

management. IoT can assist real-time platforms in remotely monitoring and 

operating a complex production system with minimal intervention of 

humans. Hence it can be beneficial for hazardous industries, such as 

mining, by increasing the safety of personnel and equipment while reducing 

operation costs. An ideal smart automated mine could potentially be 

achievable by gradually taking advantage of IoT. Currently, different 

sensors are used in mine-related activities, such as geophones in exploration 

and blast control, piezometers in dewatering and toxic gas detectors in 

working frontlines. However, a fully integrated automated system is 

challenging in practice due to infrastructural limitations in communication, 

data management and storage. Moreover, the tendency of mining 

companies to continue with traditional methods instead of relying on 

untested novel techniques decelerates this progress. In this study, the 

adaptability of the mining industry to IoT systems and its current 

development is reviewed. Significant challenges of this progress are 

investigated and recommendations to develop a comprehensive model 

suited for different mining sections such as exploration, operation and 

safety considering flexible technologies such as Wireless Sensor Networks 

and the introduction of Global Data Management. 
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Introduction 

Mining is the most fundamental industry in the 

supply chain of resources for manufacturing, technology 

development and construction. Modern life depends on 

the exploration and extraction of minerals, such as 

metals, non-metals, aggregates, coal and strategic 

elements like REEs (Rahimi et al., 2016; Shekarian et al., 

2017). The population growth exacerbates the demand for 

resource extraction (Futurist, 2001). Even coal remains the 

primary source of energy up to 2050 (Cliff et al., 2019; 

National Academies of Sciences, Engineering and 

Medicine, 2018). The mineral extraction, however, is 

challenging due to the uncertainty in ore reserve 

estimation, unknown nature of in situ rock, supplying 

energy for the operation, commodity price volatility, 

dangerous working conditions for health and safety of 

miners and environmental concerns (Rahimi et al., 2016; 

Fairhurst, 2017; Carvalho, 2017; Saxena, 2017). Recent 

advances in technology have been facilitated the mining 

industry to overcome these challenges with remote sensing, 

three-dimensional ore reserve simulation, remote automated 
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machinery, highly efficient excavators and real-time data 

monitoring (Saxena, 2017; National Research Council, 

1992; Sabins, 1999; Humphreys, 2001). 

Innovative techniques in data processing and remote 

controlling are evolving all stages of mining from 

exploration to consumption patterns (Asgari et al., 2019; 

Rahimi et al., 2020). Artificial Intelligence (AI) is a 

reliable tool for data analysis and decision making in 

case of dealing with large or repeating sets of data 

(Russell and Norvig, 2002). Other than robotic 

applications, AI is used for pattern recognition using 

Machine Learning (ML) and user interaction using apps 

or smart devices. AI rapid development focused on 

overcoming human physical limitations by studying the 

potential telepathic communication between people, 

inventing prosthetic eyes with Wi-Fi and so on. Similarly, 

mining companies are investing in applying ML algorithms 

on old school methods to develop a smarter mine, for 

example, in geological survey data and optimizing the 

drilling targets (Saroufim, 2016; CSIRO Futures, 2017; 

Mahmoodpour et al., 2018; Watt and Eng, 2018). 

Besides, robotics has been significantly advantageous 

in mines by replacing labor in dangerous tasks such as 

underground excavating or deep-sea mining (Chakravorty, 

2019). While humans are safe being away from 

hazardous working conditions, trained operators and 

technicians are still required to keep the robots always 

functioning and engineers to design the machines and 

plan the operations. Automation in mining is developing 

rapidly and industrial programmable computers or 

Primary Logic Controllers (PLC) are smaller and more 

compatible with numerous communication ports. 

Moreover, sensors have become more advanced in recent 

years. Virtually all features of a task can be measured, 

monitored and evaluated quantitatively. The data 

obtained can be used to optimize operations, improve the 

quality of performance and increase the safety of 

operations. Likewise, in the mining activity, all tasks at 

any stage of production can be measured and monitored, 

the data adequately collected and stored, communicated 

and analyzed to take maximum benefit of it. The Internet 

of Things (IoT) is the infrastructure that can ease this 

process (Fig. 1). Correspondingly, the need for experts in 

programming, communication maintenance and process 

control is increasing in this new working panorama 

(Kibira et al., 2016; Shahmoradi et al., 2020a). 

 

 
 

Fig. 1: The Schematic architecture of IoT 
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Applications of sensors, robotics and machine 

learning have been increased in mining industry and 

technology is changing all stages of mining from 

exploration to reclamation. IoT development in mines; 

however, has some challenges due to limited 

infrastructures such as sufficient network coverage, 

extensive data transfer and data storage systems (Fig. 1). 

Also, automation and smart devices is updating mining 

daily practices such as health and safety procedures in 

drill and blast (Khomenko et al., 2011). Mine engineers 

have to review the applicability of these novel methods 

and educate operating crews accordingly. Several studies 

introduced and discussed a specific modern technique 

using recent technologies such as AI and its challenges 

at a particular stage of mining (Ghasemi et al., 2014; 

Muduli et al., 2018; Ghaychi Afrouz and Westman, 

2018; Chakravorty, 2019; Hyder et al., 2019; 

McGaughey, 2020). Few studies also specifically 

introduced IoT for a single task in mining such tailing 

dam monitoring (Sun et al., 2012), coal mine monitoring 

system (Hu et al., 2013; Bo et al., 2014; Zhou et al., 

2017), positioning systems in coal mines (Liu et al., 

2010; Liu and Liu, 2014), ventilation and gas monitoring 

(Qin et al., 2011; Qian et al., 2016; Gillies et al., 2004; 

Jo and Khan, 2018), roof support (Singh et al., 2018), 

maintenance and machinery safety (Atkins et al., 2010; 

Zhang et al., 2014; McNinch et al., 2019). Hyder et al. 

(2019) investigated the application of modern 

techniques in automation of mining industry; 

nevertheless, the challenges of applications of IoT are 

not evaluated in the literature. This study has a unique 

perspective on reviewing the general application of IoT 

in different stages of mining considering its challenges 

and probable feasible solutions. 

Internet of Things (IoT) 

IoT is a mixture of integrated technologies, including 

connected sensors, receivers, actuator devices and 

internet-related physical items, which can communicate 

via a network to achieve common objectives (Pallavi and 

Sarangi, 2017). Its origin refers to the application of 

Radio-Frequency Identification (RFID) in tracking 

objects, back in 1999 (Greer et al., 2019). IoT requires 

network infrastructure with several linked devices; 

hence, its development depends on sensory technology, 

communication, networking and data processing. There 

is no limit for the size of an IoT-based system and it can 

be installed on a global network with many devices 

(Khan et al., 2012; Pallavi and Sarangi, 2017). Good 

examples of this are several mobile phone and computer 

applications that have been recently developed based on 

data received from one or more sensors connected to the 

Internet (Wortmann and Flüchter, 2015). 

Discover how IoT can help manufacturers optimizes 

equipment for better performance and why a global 

cloud platform provides a foundation for success. To 

businesses the advantages of IoT depend on their 

individual application; agility and performance are 

typically top priorities. Manufacturers add sensors to 

their product components so they can retransmit data 

on how they work. 

IoT use can be categorized into two segments: 

Industry-specific services such as sensors in a real-time 

healthcare devices (Woo et al., 2018), building blocks 

(Kumar and Mallick, 2018; Mijić and Varga, 2018; 

Almeida et al., 2019a), smart tracking (Song et al., 2019; 

Anandhi et al., 2019), smart manufacturing (Ezell 2016; 

Yang et al., 2019) and IoT products that can be used in 

all sectors, such as smart environment (Jaykumar and 

Blessy 2014; Arridha et al., 2017; Souri et al., 2019) 

smart energy (Fensel et al., 2017; Vishwakarma et al., 

2019; Sittón-Candanedo et al., 2019; Nižetić et al., 2019) 

risk management (Hiromoto et al., 2017; Malik and Singh, 

2019; Radanliev et al., 2019), security (Naik and Maral, 

2017; Khan and Salah, 2018) and IoT analytics 

(Markkanen, 2015; Patel et al., 2017; Banerjee et al., 2018). 

The large amounts of data produced by IoT devices 

require extreme performance for interacting and 

communicating with each other. IoT in cloud provides 

the connectivity needed to share information between 

devices and make sense of it at a rapid pace. The IoT 

storage system allows to monitor key information on 

objects when traveling across cloud platforms. The 

provision of accurately knowledge of current IoT data 

processing, which results in greater accessibility and a 

flexible supply of resources, is a significant value for IoT 

applications (Cai et al. 2016; Amin et al., 2018; Alam 

and Benaida, 2019). 

Since prehistoric times, mining has been able to 

change and IoT is at the forefront of this transformation 

(Khan et al., 2012; Dong et al., 2017). The intense work 

and potentially dangerous mining activities appeal to 

smart devices and advanced connectivity and 

communication undeniable (Pallavi and Sarangi, 2017). 

There is an increasing interest in different sectors using 

IoT technologies. Figure 2 illustrates the required 

elements of IoT and application of IoT in different areas. 

In an industry such as mining in which efficiency and 

productivity improvements are essential to profitability, 

even small enhancement in travel-time of the equipment 

can impact the efficiency of the operation tremendously 

(Yinghua et al., 2012; Zhou et al., 2017). Mining 

companies produce interchangeable products in the 

primary and mining leaders are increasingly looking at 

advanced technologies as they prepare for the future of 

businesses to turn challenges into opportunities. The 

potentials of using IoT in different sections of the mining 

industry are illustrated in Table 1. 
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Fig. 2: Utilization of IoT devices for mining and other industrial applications. IoT collect data using sensors, communicate it through 

network to data collection bases for engineered analysis. The results will be visualized for decision making 
 
Table 1: Literature related to IoT in the mining industry 

IoT Application Output Reference 

Coal Mine gas wireless monitoring system based on WSNs Monitoring System Qin et al. (2011) 
Coal mining employee positioning system System Liu et al. (2010) 
Tailings Dam monitoring and pre-alarm system in mines TDMPAS System Sun et al. (2012) 
Tracking of equipment for maintenance in the Mining Industry Database Atkins et al. (2010) 
Reliability evaluation of Coal Mines using Internet of Things Model Kunkun and Xiangong (2014) 
Monitoring System for Coal Mines System Architecture Bo et al. (2014) 
Iron Ore Concentration Plant Optimization Saroufim (2016) 
Sensing, Monitoring and Prediction of Underground Mines Roof Support Model Singh et al. (2018) 
Improve Machine Safety System McNinch et al. (2019) 
Underground Coal Mines Feasibility Study Zhou et al. (2017) 
Accident Analysis and Big Data in Coal Mines System Xia et al. (2018) 
Coal Mine Safety Supervision Supervising System Zhang et al. (2014) 
Design of Detection System for Mine Oxygen Concentration System Design Qian et al. (2016) 
Coal Mine Monitoring System Monitoring System Hu et al. 2013) 
Realization of Real-Time Location System in Coal Mines System Liu and Liu (2014) 
Fleet and Personnel Management Managing Plan Dessureault (2019) 
Ventilation Monitoring Real-time Monitoring System Gillies et al. (2004) 
Underground Mine Air Quality Pollutant Prediction System Jo and Khan (2018) 

 
A comprehensive review of the application of IoT in 

different areas of mining has been accomplished. To 

better understand the story, this paper presents four 

main categories to implement a system based on IoT as 

follows; Wireless Sensor Networks (WSNs), Data 

Management, Automation and Applications in the 

Mining Industry (Fig. 3). 

Data Transfer and Communication 

Communication is critical in the mining industry, as 
it affects both production and safety. It is necessary for 
the transfer of data between personnel and data 
collection from machinery. The way of communication 
in underground and surface mines is changing rapidly. 
For example, radio once was the primary 
communicating device within both types of mining, 
although today, smartphones are more common, 
especially in surface mines. The history of 

communication in mines goes back to person-to-person 
carrying information, which then was updated to wire 
transfer by advances in telecommunication (Paavola and 
Seppälä, 2016; Forooshani et al., 2013). A wireless 
network connection is challenging due to the limited 
coverage and signal shortage in mines. 

Earlier communication in underground mines was 
based on wired phones, which with the help of carrier 
current transceivers on mine locomotives, the range of 
the coverage was extended (Murphy and Parkinson, 
1978). Later, electromagnetic wave propagation through 
Earth made radio communication possible; however, it is 
limited to the ultra-low frequency with a low penetration 
rate in rocks, which causes inadequate signal coverage 
and high noise. Additionally, the infrastructure requires 
extra support during mining activities such as blasting 
(Murphy and Parkinson, 1978; Carreño et al., 2016). 
Wireless radios and phones were the main tools to 
transfer information in and out underground sites. Still, a 
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more efficient solution with a larger capacity of data 
transfer rate was needed (Chironis, 1976). 

Wireless and Sensor Networks (WSNS) 

The Wireless Sensor Networks (WSNS) was an 

evolution in communication and monitoring underground 

areas, which helped to achieve a safer mining production 

(Chehri et al., 2009; Bhattacharjee et al., 2012). They 

provide the connection between surface and some 

predefined sensor base points as nodes in underground 

spaces. Bluetooth (BT), WLAN and ZigBee can be 

applied for data transfer through WSNs (Paavola and 

Seppälä, 2016). These technologies are different in 

distance range, data rate, power consumption and 

maintenance required.  

WSNs require hardware and software design that can 

be architecture, within a network to have the most 

efficient data transmission, called network topology 

(Callaway et al., 2002). In a case study by (Wang et al., 

2009), the coal mine production was monitored through 

a robustly designed WSN, including data acquiring 

sensors such as for methane gas and temperature. The 

data acquisition is filtered and calibrated in the system 

and then distributed to the end-users through several 

devices, such as antennas, radios and computers. 

The number of communication nodes, the distance 

and the speed of data transmission are critical in WSN 

systems. Some of the negative aspects of this network 

that could be mentioned are that they are known as high-

power consumption nodes, cluster access points for 

storage, continuous power and cable access points. 

Therefore, there is no multi-hop network topology 

between Wi-Fi nodes, but data between nodes and access 

points can be transferred. The ZigBee network is a 

simpler, more reliable WSN device that is widely used 

for overcoming shortcomings of other underground 

WSNs, such as Bluetooth and Wi-Fi. The characteristics 

of various WSNs for underground communication and 

data transfer are shown in Table 2 (Moridi et al., 2014). 
ZigBee has optimal distances between nodes, is 

energy-efficient, has a more straightforward network 

installation and requires lower maintenance. Moreover, 

this network works with a lower data rate (about 250 

kbps). ZigBee was recently used for a variety of 

applications in the field of mine safety, mainly for 

underground coal mines, as automatic meter readers and 

remote control systems, with the aid of other WSNs 

(Hongjiang and Shuangyou, 2008; Chehri et al., 2011; 

Moridi et al., 2014; Dessureault, 2019). 

Global Positioning System and Coordination 

Determining the three-dimensional location of 

checkpoints, geochemical sampling, geological 

structures and mineralization zones are precisely 

required in all stages of mining from exploration to 

reclamation (Shekarian et al., 2017; Battulwar et al., 

2020). Finding the location of the geological structures 

orebodies and opening underground, however, is a 

different challenge in the mining and even oil and gas 

industry (Asgari et al., 2019; Rahimi et al., 2019). The 

Global Positioning System (GPS) is used in open pit 

mining for surveying with high accuracy of 2 cm 

horizontally and 3 cm vertically (National Research 

Council, 1992). Moreover, it improves productivity and 

operations safety by its applications in grading, 

machinery guidance, drilling, dozing, slope stability 

monitoring, microseismic monitoring and fleet 

management (Yagimli and Varol, 2009; Nieto and 

Dagdelen, 2003; Ghaychi Afrouz, 2020). GPS defines 

location and time information of any point on the surface 

of the Earth based on satellite navigation with clear line 

sight of at least four satellites. The distance of each 

location to satellites is calculated from the speed of light 

and travel time of the sent and received signals (Kaplan 

and Hegarty, 2005). The Real-Time Kinematic Global 

Positioning System (RTK-GPS) is a precise method with 

which the changes in the coordinates of each point can 

be tracked (Satalich and Ricketson, 1998). 

The coordinates of sensors and equipment are the 

necessary information about any object targeted for data 

acquisition in mines. Most data analysis is dependent on 

the coordinates of the points that are continually changing. 

In underground mines, however, the coordinates of the 

points cannot be found with GPS navigation due to a 

limited range of signal transmission below the surface 

and lack of satellite coverage in depth. Hence, surveying 

is obtained traditionally by the theodolite and regional 

positioning coordinate systems. RTK-GPS can be 

combined with Close-Range Photogrammetry (CRP) and 

total stations in underground mines. CRP is the technique 

to define the coordinates of the points of digital images 

in a local coordinate system on pictures. 

 
Table 2: Comparison between WSN technologies modified after (Moridi et al., 2014) 

Parameters Bluetooth UWB Wi-Fi ZigBee 

Communication distance (m) 10 <10 50-100 50-500 

Frequency range (GHz) 2.4 3.1-10.6 2.4 or 5 2.4 

Data rate (Mbps) 1 100-500 11 250103 

Network Capacity (nodes) 7 10-500 32 65,536 

Power consumption (mW) 1-100 30 500-1000 20-40 

Complexity High Medium-High High Low 
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Moreover, recently RFID systems were helpful in zoning 

danger areas and alarming the dispatch center, while 

drone technologies adapted for operating in narrow and 

confined spaces such as mine excavations are used for 

gas monitoring, point-cloud scanning, surveillance and 

visual reconnaissance of inaccessible areas, among other 

applications (Shahmoradi et al., 2020b). 

Data Management in the Mining Industry 

One of the main study topics for the next few years 

could be how to store more data than the human 

population information generated by objects. It is 

necessary to use mechanisms and frameworks to 

collect, store and handle information produced in IoT 

procedures to meet this challenge in IoT apps (Fan and 

Chen, 2010; Abbasi et al., 2017;  Bohli et al., 2015). 

Organizations need to modernize in several key areas, 

including the adoption of new technologies and systems 

for data management, as well as the creation of new 

policies for data governance. 

Several studies are investigating how to store, 

represent and validate the information to guarantee 

maximum effectiveness and non-repudiation in its 

retrieval and updating. To maximize sharing, the objects 

will need to be self-descriptive and can report on dynamic 

features. The availability of IoT Systems is essential to 

accommodate consistent and ongoing data generation 

operation (Abbasi et al., 2017). 

In today's global marketplace, mining businesses are 

facing progressively complicated leadership difficulties. 

One of the most challenges is to produce smart, actionable 

information about operating outcomes, properties and 

reserves when the supporting data is spread through 

geographically distributed apps. Traditional approaches to 

the use of mining data systems cannot provide the right 

people with the right information in the correct form and 

at the right time. Global access is an increasing need for 

users across wide geographic limits that require coherent 

information action in their indigenous languages. Several 

internal powers, though, are now exerting pressure on 

mining companies to use this data more effectively. On 

the other hand, mining firms have identified that control of 

the workflow, data-driven planning and decision making 

are critical and of real value for their sustainability. Using 

the best digital technology, including Cloud Mobility, Big 

Data analytics and the IoT, provide mining companies to 

connect the Mining Value Chain from the sensors to the 

Board Management (I‐SCOOP, 2017). 

Within a single software application, a Database 

Management System stores, organizes, modifies and 

manages huge information that allows users to connect 

to a database efficiently and keeps information organized 

and available. A core function of the data management 

system is to provide consistent data sets of known quality 

to end-users. Data management systems also provide a 

better framework for data privacy enforcement and safety 

regulations. Moreover, a data management system 

promotes a comprehensive picture of the operations of an 

organization and helps to see how processes affect other 

sectors in one part of it. Consequently, a higher quality 

database helps in better and faster decision making in the 

company (Watt and Eng, 2018). 

The different devices commonly enter and leave the 

system and produce large amounts of information in the 

IoT platform. This information, particularly for the 

variety of sensor systems, maybe disordered or 

discontinuous. To tackle the problem that manages the 

data produced by these systems, there is a viable 

technique that encapsulates device functions as services 

and data management as sub-services for application 

utilization (Abbasi et al., 2017; Fan and Chen, 2010). 

There are three primary and critical benefits for the 

mining industry by using a standard database to create a 

central repository of information for the systems throughout 

a mining operation: First, establishing one version of the 

“truth” and eliminating inconsistency among the systems. 

Second, providing inherent data integrity and security. A 

central database also guarantees the security of sensitive 

mine data because it is possible to establish, implement and 

disclose standardized backup practices to managers. Third, 

a centralized database is universally accessible, reducing 

unnecessary delays in accessing information, usually when 

people need to manually request and share information and 

enable processing and manipulation of data independent of 

their sources (Moignard, 2008). 

Challenges and Benefits of IoT and Technology 

Application 

The mining sector is already going through a revolution 

in automation. Digitization will be at the forefront of the 

industry investment in the future. The competitive 

advantage will eventually be gained by companies that 

harness and invest in instruments to analyze their 

information. Digitization may not necessarily be new to the 

mining sector, but the industry is struggling to find a way to 

make the most of it. Recent activities of exploration and 

mining produce large quantities of data. At all stages of the 

life of the mining cycle, having a timely authenticated, 

relevant and visual data is critical. Some of the data 

management problems have been eased by continuous 

improvements in computing capacity and technology, but 

a gap continues (Knight, 2018). For example, as 

mentioned before, advanced operations in the mining 

cycle produce large amounts of field data. While software 

packages for data analysis have made significant progress 

in interpretation and visualization, they can be expensive 

and complicated, requiring the intervention of expert 

technicians. It remains an elusive target for effective, 

productive and accurate management of the mining data 

(Fan and Chen, 2010; Abbasi et al., 2017). 

https://paperpile.com/c/cw1xn3/8S9K%20Bohli
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Table 3: Challenges and benefits of IoT application  

Challenges in data storage and management (Abbasi et al., 2017; 

Barrie et al., 2017; Harbers et al., 2018; Elijah et al., 2018) 

Top benefits of IoT in Mining (Zhang et al., 2014; Dlamini and 

Johnston, 2016; Frustaci et al., 2017; Harbers et al., 2018) 

 Data integrity 

 Standardization 

 Date heterogeneity 

 Interoperability 

 Knowledge management 

 Data analysis tools 

 Data aggregation tools 

 Mobility management 

 Data access management 

 Data storage 

 Confidentiality and privacy 

Challenges of technology implementation in mining  

 The Risks of Being a Pioneer 

 The double immature burden 

 Operational technology and IT must be merged 

 Provide qualified people with appropriate skills 

 Shift in responsibilities 

 New technologies alter the mining activity risk profile. 

 Old systems are integrated with new systems 

 Improved use of assets and availability of equipment. 

 Ability to make predictions and corrective actions in 

advance by reducing breakdowns, operating costs, etc. 

 Improved utilization of the mining fleet and real-time control. 

 Highly secure and efficient processes. 

 Visibility in real-time, leading to better business 

processes. 

 Higher productivity of employees. 

 Potential for the emergence of higher inefficiencies 

innovative operational models. 

 Better visibility of the mining process cost and related 

savings. 

 

Data once studied and analyzed, produces 

information. Working with data on IoT needs a shorter 

time compared to raw data gathered from people and 

later transformed into information. Moreover, the 

introduction of technology continually changes the 

nature of the operator’s task. Perhaps supplementary 

technology can solve the original problem but brings 

other issues, not the least of which is more massive 

complexity and less predictability by human operators. 

For example, the main meltdown of the Three Mile 

Island (TMI) occurred in part because operators were 

confused about what was going on. This was moderately 

due to the difficulty in the operation of the plant and 

suggests that the workers were unable to handle the 

specific and voluminous data from conventional alarms, 

indicators and control devices during emergency 

conditions (Lynas and Horberry, 2011). Table 3 shows 

the challenges and benefits of IoT application. 

Progressive Automation in Mining  

Automation is generally defined as intelligent systems 

management using appropriate technology to perform 

without the direct participation of human beings (Sheridan 

and Parasuraman, 2005). Progress in mining automation 

has been commenced during the 1960s. In 1967, the first 

underground railcars were produced in General 

Blumenthal Mine (Germany), which was developed in 

Europe and the U.S. during the 1970s The U.S. was also 

developed at this time with automated drills. In the mid-

1970s, underground remote-control mining systems were 

introduced in this second automation phase. Two cameras 

provided superficial tracking of these systems via 

operators. The third phase occurred in the mid-1990s 

when some coal-fired technologies were changed for hard 

rock mines. They used their load and haul machines, or 

"boggers" remotely controlled from the surface. 

Automatic shotcreting and rock-bolting machines have 

also been remotely operated but they still have to be 

operated by humans (Lynas and Horberry, 2011). 

Automation is generally considered more productive, 

reliable and precise than a human operator. The 

automatic control system will, therefore, perform a task 

with lower costs than the operator, which is sometimes 

wrong. Operators are needed when an unexpected event 

occurs, such as during maintenance/failure or when the 

system designer is unable to automate any aspect of the 

systems (Horberry et al., 2016). System-based automation 

and new technologies in mining are classified into three 

broad categories: 

 

 Lower level automation, including warning systems 

such as detection and signaling technology for 

maintenance of equipment. The operator is always 

in full control of the system in this context and the 

technology provides an alert and assistance 

 Mid-level automation which could involve either 

replacing the operator control from a nearby location 

or making the operator control the equipment at 

certain times. Examples include the use of material 

when the operator is a passive controller who acts 

when it is considered necessary. In this classification, 

the operator is mainly responsible for equipment, but 

some functions are automatically controlled and 

monitored by the operator 

 Full automation with the operators' remote location 

and the use of a computer monitor, joysticks, or 

other controllers and the display (Endsley, 1999) 

found that the operator was less aware of the 

situation than was observed at the intermediate level 
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under full automation. Additional studies have shown 

that intermediate automation is preferable to retain 

controller awareness at a higher level and to allow 

critical functions to be performed (Endsley and Kiris, 

1995; Endsley, 1999). The dynamic allocation of 

system control functions to the human operator and/or 

computer over time results in adaptive automation to 

optimize system performance. Controller awareness 

should be preserved by allowing a better combination 

of task requirements and cognitive resources    

(Visser et al., 2008; Kaber et al., 2001). This 

supports previous (Kaber and Riley, 1999), which 

argues that, under such a system, operator awareness 

and readiness for unforeseen system conditions 

should be increased 

 

While the competition between mining companies is 

increasing, many of them are investigating new 

techniques to improve the efficiency and protection of a 

mine site. As far as the findings of a survey are 

concerned, most of the mining companies believe that 

IoT is an effective way of achieving these objectives. 

This research showed that 70% of the respondents in 

100 large mining companies believe that IoT would 

provide them a major advantage compared with 

competitors. Mining operators also addressed how IoT 

would contribute to boosting their competitiveness: 

41% said they would use IoT to increase the efficiency 

of their business processes and 44% said that it would 

help them identify cost savings and growth 

opportunities (Mining Technology, 2019). 

Application of IoT in the Mining Industry 

Presently, it is possible to look across all different 

areas in a mine with IoT and people can identify patterns 

from seemingly unrelated variables (Yinghua et al., 

2012; Khan et al., 2012; Sun et al., 2012; Dong et al., 

2017; Behr et al., 2016; Zhou et al., 2017). The Internet of 

Things is speeding up the pace of feedback by delivering 

ultra-short-term interval controls, which means that people 

can look at things as they are happening and not after the 

fact (Atkins et al., 2010; Liu et al., 2013; Xu et al., 2014; 

Thomas and Rad, 2018). This means that mine executives 

can optimize not only a certain aspect but also the whole 

mining value chain (Saroufim, 2016; Sharma et al., 

2017a; Singh et al., 2018). 

Predictable Mining Operation 

Mining is going to become more predictable through 

the Internet of Things and Big Data advanced analytics 

(Saroufim, 2016; Sharma et al., 2017a; Dong et al., 

2017; Singh et al., 2018). A considerable number of 

generated information expected to be able to make 

decisions efficiently (Sun et al., 2012; Singh et al., 2018; 

Rahimi et al., 2020). This process requires cognitive 

computing to create automated mine planning (Sun et al., 

2012; Mahdavinejad et al., 2018). Moreover, linking the 

mine operation to macroeconomic and microeconomic 

data would result in the mine responding automatically 

to the fluctuations in demand (Dong et al., 2017). A 

significant change using the IoT was recently achieved 

by (Saroufim, 2016) in one of the big iron mining 

companies in South America. In this concentration plant, 

a massive number of data has been produced, monitored 

and collected. On the other hand, the required time for 

regular analysis of all the data-driven will indeed cause a 

rise in costs of the mine. In this mine, an automated 

predictive-maintenance system was created, using IoT 

and Machine Learning, which can predict the quality of 

the Concentrator Plant output and improve it 

automatically through variable model adjustment. The 

high quality of iron products with a meager amount of 

impurities in a reduced operational cost and shorter 

timeframe would indicate the benefits of IoT in a 

processing plant (Saroufim, 2016). 

The predictability of potential risks in the mining 

industry is achieved by IoT that imply various sensors 

and real-time monitoring (Sun et al., 2012). Tailings 

dam failures all around the World, caused irreparable 

losses, which, for the most occurred in developing 

countries (Almeida et al., 2019a; Lyu et al., 2019). A 

recent example that illustrates the importance of this is 

the Brumadinho Dam disaster, a tailings dam of iron 

ore mine in Brazil, which occurred in January 2019 and 

left behind a considerable number of fatalities, with 

damages on the environment and the local economy 

(Almeida et al., 2019b). According to the usual reasons 

for dam failures, (Sun et al., 2012) presented a 

significant model for Tailings Dam Monitoring and 

Pre-Alarm System (TDMPAS) based on IoT and Cloud 

Computing (CC). This simply defined framework 

consists of three layers of sensors, networks and 

applications. Therefore, sensors continually measure 

pressure, water level, rainfall and deformation, which 

within embedded GPSs, the exact location of the 

deficiencies in the tailings dam could be identified. 

Mining Safety Increases  

IoT, as an emerging network technology based on 

the convergence of wireless technologies, 

Microelectromechanical Systems (MEMS) and the 

Internet, could transform the mining sector by 

generating new methods of keeping mine safety and 

productivity (Qiuping et al., 2011). The features of 

general data perception, secure information 

transmission and smart information processing have 

accomplished the purpose of intelligent control and 

management (Tomar et al., 2018); IoT features offer an 

https://paperpile.com/c/Y9qxNk/hxBVC(Tomar
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efficient assurance that the development of mining safety 

is prior awareness and precautionary progress made to 

avoid major accidents (Singh et al., 2018). 

A large amount of IoT implementation research on 

mine safety manufacturing was currently conducted in 

all nations (Yinghua et al., 2012; Sharma et al., 2017b; 

Dong et al., 2017). Mining is going to change to become 

safer since technology is enabling mining to occur 

remotely (Chehri et al., 2011; Hongjiang and Shuangyou, 

2008; Moridi et al., 2014). People can sit in the comfort of 

an office environment and use drones, automated robotic 

systems, or remotely controlled equipment to perform the 

mining operations (Bo et al., 2014; Moridi et al., 2014; 

Qiuping et al., 2011; Singh et al., 2018; Battulwar et al., 

2020). Monitoring of environmental parameters in real-

time, such as temperature, humidity, pressure, presence of 

certain gases, water, electricity, etc. and analyzes alerts 

can be configured for average or instant values of these 

parameters (National Academies of Sciences, 

Engineering and Medicine, 2018; Drews et al., 2020). 

Production of coal, as the most common underground 

mining operation, is associated with the distribution of 

dust particles, emission of strata gases and methane 

concentration, etc. in the working area (Cliff et al., 

2019). A coal mine in China is implementing the 

premature notification and prediction of various disasters 

and incidents that can be achieved by detecting mine 

disasters (Qiuping et al., 2011). The features of general 

data perception, secure information transmission and 

smart information processing have accomplished the 

purpose of intelligent control and management (Dong et al., 

2017; Parasher et al., 2019). 

IoT can help prevent the collapse of unstable shafts 

for example, because the sensors will pick up real-

time data and predict the faulty equipment or where 

issues may occur, which allows for adjustments to be 

made before anything goes wrong (Dong et al., 2017; 

Singh et al., 2018). A notable study by (Singh et al., 

2018) presented a model for roof support in 

underground coal mines known as Self-Advancing 

Goaf Edge Support Systems (SAGES). By applying 

IoT, this mobile support system has been fostered for 

depillaring operation technologies.  

Surveillance Systems in Underground Mining 

The development of the IoT has made massive 

changes, as foreseen in the Fourth Industrial Revolution, 

especially in industries, such as mining (Qiuping et al., 

2011; Sharma et al., 2017a). This progressive technology 

enables underground mine surveillance more efficiently 

and effortlessly (Chen et al., 2014). Through adopting 

the IoT technology, tracking of personnel working in 

subsurface areas is provided by informational devices 

used for accurate locations in underground mines 

(Yinghua et al., 2012). Early alerting of severe disasters 

provides an essential step towards secure mine operations 

that could prevent mortal catastrophes or severe diseases 

during the time. Based on IoT technology, different kinds 

of nanotechnology detectors can be mounted on major 

sites by indicating vibration, temperature, density and 

other essential details (Sharma et al., 2017a; Behr et al., 

2016). Monitors check the abnormalities and problems, 

then send the collected data to the data processing 

devices (Khan et al., 2012; Singh et al., 2018). For 

instance, once a blast has been performed to open a new 

site inside the mine, the area must be cleared of toxic 

gases, dust and debris (Yinghua et al., 2012; Behr et al., 

2016). In the absence of a controlled air system, miners 

must wait hours before restarting work to make sure that 

re-entering is safe (Sun et al., 2012; Dong et al., 2017). 

Through the incorporation of an aerial management 

scheme, mine managers, shift supervisors and miners are 

prepared to understand immediately if the pit is secure 

(Zhou et al., 2017). 

Mine production alongside environmental hazards, 

such as an explosion, toxic gases, dust, water, roof 

support, etc. in different complicated operating 

circumstances restrict underground mining (Lebedev, 

2016; Peik, 2020). The complex and hazardous 

characteristics of the subsurface mining environment 

have raised the demand for IoT technologies to analyze 

for more safety in mines (Xu et al., 2014). An example 

of a safe mine in the underground is active RFID-based 

wireless for occupational safety and traceability of the 

mining areas, which is an integrated solution that 

comprises of tag sensors and readers for tracking 

people, collecting environmental data, vehicle tracking 

and real-time alerts (Atkins et al., 2010; Liu et al., 

2013; Thomas and Rad, 2018). RFID transmitter 

devices are mounted on headlamps belts or badge cards 

of miners to enable tracking of workers in real-time 

(Yinghua et al., 2012; Chen et al., 2014). When a 

worker enters the mine, the software automatically 

enrolls the worker by maintaining a count. This 

tracking of people works both horizontally within deep 

mine tunnels and vertically across mine elevators, no 

cellular network or Internet required with the help of 

the smart software solution (Atkins et al., 2010; Xu et al., 

2014; Thomas and Rad, 2018). The virtual zones can be 

defined in mines for safe access by workers; therefore, 

accurate location is always monitored and made 

available (Qiuping et al., 2011; Liu et al., 2013). The 

system can provide the location of who are nearby 

forbidden zones, which are defined as unsafe zones that 

a worker should never enter (Thomas and Rad, 2018). 

When a worker enters a forbidden zone, his or her 

RFID transmitter will start buzzing automatically 

(Qiuping et al., 2011; Xu et al., 2014). 

https://paperpile.com/c/bD7F2F/75Yc
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Fig. 3: Schematic view of IoT components in the mining industry 
 

Optimization by Efficient Data Representation 

An IoT platform allows consistent in-real-time data 

visualization to help quickly address problems while 

tracking the scale of changes in the closed-loop 

performance metrics (Fig. 3). This enables IoT solutions 

to minimize production loss and increases efficiency to 

understand better the broader impacts on the mining 

industry of IoT and Big Data. First of all, IoT solutions 

will incorporate additional data analysis and visualization 

for the next optimization stage to the remote activity of 

mine sites and plants. Secondly, when the mining process 

is integrated across the value chain, the downstream 

process uploads in real-time data. (Saroufim, 2016). 

Nowadays, some mining companies strive to use 

Machine Learning to make ore finding more of a science 

than an art. They are working together to use artificial 

intelligence to review all available geological 

information to find better ore drilling sites in the World. 

These endeavors become more accurate when using 

Machine Learning to find new areas to mine, thus 

helping the mining industry to be more profitable. Also, 

mining companies are already using autonomous loaders 

and drilling systems for several years. Just as with other 

stand-alone applications, the companies assert the 

innovation has improved productivity away much higher 

(Battulwar et al., 2020).  

Data from different mining stages are stored in a 

database through a wireless network. This stored data is 

processed by required algorithms and the output is 

reported in graph or table formats to managers, engineers 

and field operators. 

Discussion 

By forging real-time connections between people, 

machinery, environmental conditions and business 

processes, the Internet of Things has the potential to 

transform many industries. In that sense, the Internet of 

Things can be seen as an opportunity to change the 

mining industry in day-to-day activities exponentially. 

However, it can be a challenge to implement 

comprehensive IoT solutions and even more complicated 

when underground operations are carried out. 

Interestingly, mining - one of the heavy industries where 

the ability to monitor workers and manage equipment 

remotely can have the most significant impact, is a case 

where the usual suspects in IoT communication run into 

a real barrier. Nonetheless, some mining operations have 

started to collaborate with technology firms to develop 

creative solutions by installing underground wireless 

networks. The tracking of workers and equipment helps 

to create a better working environment, enhance safety, 

improve maintenance and increase efficiency. 

Mines are becoming highly monitored working sites, 

with remote sensors capable of controlling everything 

from gas levels to ground stability. Such sensors are 

continually receiving input and sending this data to 

applications that can track and alert hazard operators. 

Remote-controlled and autonomous vehicles are 

increasingly becoming the norm, capable of being 

visualized in 3D space and positioned around objects 

without human intervention. Maintenance schemes will 

become predictive, with more live monitoring of 

equipment to detect partial failures before they occur. 

Nonetheless, mining companies could unblock 

advantages beyond mining automation by permitting IoT 

to enhance existing technologies or welcome new IT 

products and services. 
Despite the advances in digital sensors and Big Data 

processing to making simple activities automated and 

smart with minimum human intervention, the mining 

industry still has many challenges to connect equipment 

Wireless network 
Things sensors 

Database 

KPI The people 

Big data 

processing 

Business 

platform 
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and operations in each stage of mining, store and analyze 

data and share the results.  

Mining operators must focus on safety and 

excellence, business pillars that cannot be negotiated in 

the production costs. IoT is the approach to follow for 

each of them. To unfold the potential of process 

improvement across the entire value chain, IoT must 

become central to mining companies. Industries can look 

at items off the shelf instead of personalized cost-saving 

approaches. But a small step can sometimes change the 

future of an organization. 

Capital investment in IoT reduces the energy 

expenditure and maintenance costs of mining companies. 

The transparency of a system that monitors all 

components makes a much more efficient process 

possible. As this tends to increase, workers' costs will 

gradually be reduced, making the industry more 

profitable. Monitoring every aspect of the production 

process in a holistic mode is much easier than building an 

interconnected network that leads only to higher 

productivity and increased safety. Machine Health is 

another critical component required in the system. It 

involves wear and tears detection of vital parts of 

equipment when maintenance or repairs are needed. More 

data is harvested, which can improve accuracy rates by 

using stand-alone products, such as vehicles and 

equipment. IoT allows mining companies to keep up to 

date with cutting edge innovations, technology and trends 

in development. It also impacts the perspective of 

management when new information is available and more 

effective decisions can be made. In combination, the result 

is a seamless experience that facilitates the overall job. 

 

Bullet points of challenges for the application of IoT 

are summarized as: 

 

 Changing the current mining practices and 

techniques  

 Optimizing efficiency 

 Smart Mines and Artificial Intelligence 

 Blockchain and the Mining Sector 

 Drone technology for increasing mine safety 

 Training the operators and technicians  

 Preserving authenticity in the gold supply chain 

 Technology for Underground Operations 

 How to overcome deficiencies of IoT with 

application in automation and connect main mining 

operations with automation 

 

Conclusion 

Currently mines are using IoT for specific tasks in 

various stages of mining such as gas detection, 

positioning equipment, locating personnel and real-time 

tailing dam monitoring. However; there is no integrated 

infrastructure with which all data could be recorded and 

stored in an organized database. In this way data can be 

processed by assigned professionals and the results will 

be available in an easy-to-interpret format such as graphs 

or tables for use of managers and in-filed employees. 

The essential challenges to achieve this goal are 

providing a high-coverage network, high-capacity data 

storage, a user-friendly data management platform and 

training operation crews.  

The result is that mines can be safer for workers, 

more cost-effective and efficient to operate using 

Internet of Things (IoT). However, a future in which all 

mines are completely intelligent is still far away. This 

future requires an infrastructure to overcome challenges 

of installation of applications in Mining. A proper 

communicating network and database management 

system to transfer and store information are significance 

of these challenges. Current WSN and digital clouds 

have shown a great potential for this application. To 

recapitulate, there are some gaps and consequently 

promising opportunities to use IoT in the mining industry. 

For instance, using IoT to make energy consumption 

more efficient, making a smart environment in the mine 

sites, optimizing risk management and mitigation plans, 

using cloud computing to retain data, smart 

manufacturing and etc. are some of the plausible 

utilization of IoT in the mining industry. 
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