
 

 

 © 2022 Ayyaswamy Kathirvel, D. Sudha, S. Naveneethan, M. Subramaniam, Debashreet Das, and Stewart Kirubakaran. 

This open-access article is distributed under a Creative Commons Attribution (CC-BY) 4.0 license. 
 

American Journal of Engineering and Applied Sciences 

  

Original Research Paper 

AI-Based Mobile Bill Payment System using Biometric 

Fingerprint 
 

1Ayyaswamy Kathirvel, 2D. Sudha, 3S. Naveneethan, 4M. Subramaniam, 
5Debashreet Das and 6Stewart Kirubakaran 

 
1,6,5Department of CSE, Karunya Institute of Technology and Sciences, Coimbatore, India 
4Department of IT, Sree Vidyanikethan Engineering College, Tirupati, India 
3Department of CSE, SRM Institute of Science and Technology, Chennai, India 
2Department of CS, Mother Teresa Women's University, Kodaikanal, India 

 

Article history 

Received: 20-09-2021 

Revised: 26-10-2021 

Accepted: 06-11-2021 

 

Corresponding Author: 

Ayyaswamy Kathirvel 

Department of CSE, Karunya 

Institute of Technology and 

Sciences, Coimbatore, India 

Email: kathirvel@karunya.edu 

Abstract: Billions of payment transactions occur in our day-to-day life, but 

every payment method depends on a material to carry. It is common for users 

to possess various materials like cash, credit cards, and even mobiles to make 

payments. Meanwhile, it is easy for these materials to be robbed or lost. 

These instances result in terrible trauma for the people. This study gives a 

detailed portrayal of a biometric payment application developed to introduce 

the concept of material-less payment. It enables the user to make a payment 

at any location by enrolling their fingertip without possessing any material. 

It involves a one-time registration of the User details upon all further 

transactions are validated and processed based on the user's fingerprint where 

the App takes care of the whole process. This implementation results in a 

novel payment method and avoids the risk of carrying valuable materials 

outdoors. This App creates an efficient and safe payment for society. 

 

Keywords: Biometric Payment, Fingerprint, Cash-Less Transaction, and 

Android 
 

Introduction 

Payment transactions have been a part of our life since 
the early 16th century. It evolved right from the Barter 
system, where products interchanged in return for goods 
or services to the current form of transactions using cash, 
credit/debit cards, e-wallets, and so on. The barter system 
was practiced for a certain period until realized that it was 
not accurate due to the differences in the value estimation 
of the exchanged goods or services. 

Later, a more standard transaction came into existence 
using coins made of valuable materials such as gold and 
silver. This method was convenient as it had a 
standardized value for every good or service and was 
adopted by almost every King or ruler globally. With the 
formation of Governments and growth in civilization, 
currency bills and coins were introduced. To date, currency 
bills are in practice. Many financial organizations such as 
banks have introduced various paper and card-based 
payment transactions to society. With the advancement in 
technology and digitization the use of the internet,        e-
commerce, e-payment, mobile banking, and payment 
become popular. The similarity in all these transactions is 
that they depend on materials to complete the payment. 

Users need to carry cash or credit/debit cards or e-wallets 

in the form of mobiles to identify their payment accounts. 

Then the transaction needs to be validated using OTP, PIN, 

or passwords to prove its authenticity. After verification 

completes from the server-side, the transaction is complete 

and the amount gets deducted from the payer. This process 

needs to repeat involving the bank and the payment gateway 

to credit the amount back to the payee. Also, people 

carrying valuables such as wallets worry about 

safeguarding them and being conscious not to misplace 

them. With the advancement in technology, this process 

could be simplified and yet be more secure. 

The chapter introduces a novel method of material-less 

payment which makes the process of payment hassle-free. 

The customers are entitled not to carry any form of cash, 

debit/credit cards, or mobile to make the payment. It allows 

the users to refrain from worrying about possessing and 

protecting their valuables while going out shopping. 

A secure system involving fingerprints developed in 

this project identifies every individual user uniquely. A 

fingerprint cannot be the same for more than one being it 

helps to identify the person (Yankov et al., 2019) and acts 

as a security gateway for the system. It involves minutiae 

extraction and minutiae comparison algorithms in the 

backend for analyzing the fingerprints as discussed in the 

algorithm section of this study. 
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The user needs to complete a one-time registration 

after which the application lets the user enroll their 

fingerprint to initiate the transaction and pay to any 

vendor. A brief description of a few other payment 

methods in comparison to the proposed system will be in 

the literature review segment of this study. 

Detailed Literature Review 

The need for goods has been a part of our lives for several 

centuries. In a civilization, people demanded something in 

exchange for goods. It was called the Barter's system where 

goods were exchanged in return for other goods. Eventually, 

it was not in favor of the value and quantity of goods differed 

from each other. It led to the emergence of currency. A 

decade ago, currency bills, cheques, demand drafts, and a 

few other paper-based transactions were widely used 

payment methods by society. Currency bills were one of 

the most convenient payment methods due to their 

simplicity. But in case of a higher amount, a large amount 

of cash had to be transported and was not comfortable.  

Cash transactions lead to a lesser contribution to the GDP 

due to their difficulty to account for (Hanzal and Homan, 

2019). Cheques and demand drafts solve the higher volume 

of currency problem but turned out to be a much slower 

process that could take up to three working days. 

Current Scenario 

In today's scenario, the improvement in technology 

has led to various efficient methods of payment proposed. 

The introduction of payment cards as debit/credit cards 

was a breakthrough. Almost every bank in all countries 

adopted this mechanism. It allows the user to swipe it in a 

card reader machine and debits the amount from the user's 

account (Sajić et al., 2018). It comprises a magnetic strip 

that stores all the account information when swiped it 

prompts the user for a secure PIN which in turn 

authenticates the transaction. An improvement in 

payment was introduced with the help of geo-location. It 

involves tracking the user’s location using their smartphones 

and monitoring the user’s regular geo-locations. So, when 

the user attempts to make a payment at a familiar place, the 

system avoids the PIN verification and prompts to enter one 

only at unusual or new places (Zolotukhin et al., 2018). This 

method may save time and make payment simpler for the 

user, but it is prone to be misused by an unauthorized person. 

If the smartphone is lost or stolen, any person could act as an 

imposter and make the payment. 

Disadvantages of Current Payment Methods 

The disadvantage of payment cards is the payee should 

have a card reader machine to debit the amount. It is difficult 

for small-scale vendors to afford these machines as these 

require the vendors to pay an annual fee to the bank. Also, 

payment through cards has a minimum and a maximum 

limit. Moreover, carrying these cards might be very handy 

due to their sleek design contrarily it is prone to be lost. 

Mobile Banking 

Mobile banking has become handy for users with the 

use of smartphones. Payment through smartphones is 

convenient for people, contrarily the technique used 

weighs in here (Sun and Havidz, 2019). There are many 

applications provided by banks to transfer funds, but the 

payer needs the account details of the payee to be added as a 

beneficiary to complete the transaction. Although the 

transaction is completed online, adding the payee details take 

more time in many circumstances (Tounekti et al., 2019). It 

is not a preferred option to fill in payee account details while 

making a payment at the location. Also, a constant internet 

connection is required to make these transactions. 

E-Wallets 

Many private companies have successfully established 

e-wallets in which users can load money and pay using 

QR codes. It is a time-efficient method to complete a 

transaction as the user has to scan the QR code (Liu et al., 

2020) with their smartphone. The users always need to 

have money preloaded in these applications these require 

a constant internet connection as all the transactions are 

online. It also includes that the user must agree to the 

conditions and trust these third-party applications with 

their money (Islamiati et al., 2019). 

NFC Chips 

An advanced method broadly used for payments in 

developed countries is Near Field Communication (NFC). 

Most smartphones sold in developed countries are built-in 

with NFC chips. It makes payment transactions simple as the 

users need to tap their device against another device to 

complete the transactions. It is highly time-efficient and has 

no intermediate steps for the user to perform (Al-Haj and 

Tameemi, 2018). A management authentication server 

communicates with the device and the application server 

using an adaptive protocol to complete the transaction. It 

may not be successful in developing countries as the 

smartphones available here are not equipped with NFC 

chips. Also, this technique does not include any level of 

authentication. So, it may not be the safest method to use. 

Face Recognition 

Even the use of face recognition put forward. This 

technique implemented as a payment method allows users 

to pay by scanning their faces at the camera installed on 

the billing counter (Zhang and Kang, 2019). The problem 

is the registration as it requires a minimum of thousand 

images of input for a single person to be identified 

accurately. The database and server for processing and 

storing these data would be expensive and not be 
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practically possible. Also, the system fails to differentiate 

identical twins. Iris recognition, the results are accurate, 

but the hardware required for recognizing iris is expensive 

(Caron, 2018), and installing it in every shop would not 

be financially a good idea for most shops. 

Biometrics Methods 

Biometrics is efficient and generates accurate results, 

but the cost of implementation is a drawback. Thus, a 

cost-effective biometric system such as a fingerprint is 

proposed in the payment technology. 

QR Code Methods 

An innovative method of payment involving both QR 
code and face recognition is discussed. It uses QR to 
identify the user and the account details and uses face 

recognition as an authentication mechanism (Ximenes et 
al., 2019). It is highly secure as it adds up the advantages 
of both the methods contrarily the drawbacks also sum up. 
No methods are proposed in the paper to neither overcome 
the extensive use of a server to process the facial data nor 
to avoid constant internet connection for QR codes to 

function. It also increases the overall process time. 

IOT Methods 

A separate device built using IoT components. A 

combination of the fingerprint sensor, a WIFI module, a 

keypad, and an LCD connected to a raspberry pi which 

acts as a processor (Hualin et al., 2018). It is a stand-alone 

device that is portable and can be on any billing counter 

at a shop. The main drawback is that the IoT devices have 

not delivered notable results in fingerprint matching. 

Proper training is to be provided to employees to use the 

device. Failure of even a single component would lead to 

hindrance to the whole system. This device requires to be 

paired up via WIFI with a computer or mobile to send the 

collected data in dependence on the host and transfer of 

data through WIFI is prone to network and safety issues.  

Finger Print Method 

The use of fingerprints inspired many inventors to 

improvise the idea. A paper discussed the implementation 

of the fingerprint sensor on an existing contactless debit 

credit card. It aids the user to register a fingerprint in their 

card itself. Use it to make payments without entering the PIN. 

It ensures only the account owner can make the payment and 

the process self-authenticates as the user holds the card with 

the right finger on the sensor (Suwald and Rottschäfer, 

2019). Challenge faced in this method is that the sensor 

needs to have a power supply to function properly. The 

card requires power to function as expected. It ultimately 

leads to opting for an adaptor for it at extra expenses. It 

also has the usual disadvantages of using a card which 

were discussed earlier in this study. 

E-Cash Transaction 

 An intriguing and unusual proposal for payments 

using offline E-cash transfer was put forth. Emphasis on 

using virtual cash instead of real hard cash with the help 

of blockchain technology. The idea involves payment 

tasks such as withdrawal, transfer, and so on but with E-

cash (Luo and Ming-Hour, 2018). It requires the user to 

register with their preferred bank and get a card and a mobile 

application for e-cash processes. It mentions that the 

transaction is authenticated using the payer's signature on the 

smartphone itself. However, it only was conceptually 

discussed and the working model was not included. 

Merits and Demerits of Biometric 

Considering both advantages and disadvantages of all 

the above-discussed techniques, a biometric payment 

application using fingerprint is developed which 

composes of potential upsides and minimal drawbacks.  

Bill Payment System Using Biometric 

Fingerprint  

In this section, a novel approach to the payment 

transaction is introduced. The concept of material-less 

payment with the use of fingerprints developed as an 

application for smartphones. The practice of carrying wallets 

and securing them is no longer needed as the users are 

encouraged to complete the transaction by just using their 

fingertips. This process requires a one-time registration 

where the users fill in their details with their fingerprint and 

a secured PIN for security. For data privacy reasons, 

sensitive data such as the fingerprint gets converted into 

numerical values inserted in a byte array. All the information 

gets securely stored in the real-time cloud database and 

functions seamlessly without a server. After this process, the 

user can enter any shop using this application and pay the bill 

amount using their fingerprint and PIN. 

Architecture Description 

The architecture involves two roles, the payer and the 
payee. The payer is the person who purchases in a shop 
and makes a payment. The payee is the shopkeeper or the 
shop owner who must receive the amount. In this system, 
the payer is not required to carry any materials or wallets 
to make the payment. The shopkeeper has the 
application connected to a USB fingerprint scanner as 
depicted in Fig. 1. The payee logs in the application 
after which the amount payable gets entered. The 
customer gives his details to complete the payment.  

The application directly opens into the make payment 

activity for convenience where an option to register is 

present. The application also has a registration activity where 

the application prompts the user for their details and linking 

of their preferred payment account. Figure 2 depicts the 

actions performed by the user on the application. This 
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registration is a one-time process where the details are 

securely stored in the real-time database after which the user 

can directly make the payment using their fingerprint and 

PIN. The application authenticates the data by contacting the 

database. After proper validation, the amount is debited 

from the customer and credited to the shopkeeper's 

account. The application directly communicates with the 

database without any middlemen such as a payment 

gateway making it an efficient architecture. 

Minutiae Extraction and Comparison Algorithm 

The working of the algorithm comprises five steps 
namely fingerprint acquisition, fingerprint pre-processing, 
fingerprint enhancement, feature extraction, and minutiae 
matching (Liban and Hilles, 2018). 

Fingerprint Acquisition 

It is the process where the application retrieves the 
fingerprint input from the user through the fingerprint 
scanner. The scanner captures an image of the fingerprint 
placed on its surface. The application communicates with the 
scanner using device drivers and retrieves the fingerprint 
image into the application for further processing. 

Fingerprint Pre-Processing 

In pre-processing, the acquired image gets converted 
to pure grayscale. i.e., black and white. It makes sure that 
the ridges, ridge endings, bifurcations, valleys, and whorls 
are made distinct as shown in Fig. 3 and 4. 

Fingerprint Enhancement 

At this stage, the image quality is enhanced to the 

maximum to better differentiate between minutiae and white 

space. The image undergoes a quality check to ensure that it 

is adequate for the extraction process. Binarization makes 

every black ridge in an image considered as 0 and the white 

space considered as 1. It helps to identify the features of the 

fingerprint in the extraction process. 

Feature Extraction 

The image gets fully rooted for the binary bits with the 

value 0 as features. Every feature gets determined by the 

value it holds in each pixel. These binary values and the 

pixel values are computed using (1) and stored in a byte 

array (Gudkov and Lepikhova, 2018).  

This byte array represents the entire fingerprint: 
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     (1) 

 

where CN is Cross Number, Pi is the binary pixel value in 

the neighborhood of P with Pi = (0 or 1)  

Minutiae Matching 

Since the byte array represents the entire fingerprint, 

the byte arrays of the desired two fingerprints get 

compared. As fingerprint input is not constant and tends 

to change orientation every time even for the same finger, 

a matching score gets generated as shown in Fig. 5 and 6. 

This matching score gives information regarding the 

similarity of the fingerprints taken into consideration. It finds 

whether the fingerprints match or not. If the generated result 

is above 100, then the fingerprints are similar to an agreed 

standard. It gets considered a match. Any outcome below 

that value gets considered as not a match. 

 

 
 

Fig. 1: The architecture of biometric payment application 
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Implementation 

The application consists of two main activities, 
namely, biometric payment and user registration. When 
the user clicks the Register button, the registration activity 
opens. This module prompts the user to give input details 
for the registration process. The details such as name, 
mobile number, or mail ID are collected.  

The users require entering their bank account number and 
link their preferred payment account with the application. 
Finally, for identification and security purposes, the user's 
fingerprint is collected. The user must press the capture 
fingerprint button and place their preferred fingertip on the 
external fingerprint scanner. It captures an image of the 
fingerprint for further process. The user also must enter a 
secure PIN for authentication of upcoming payments. 
 

 
 
Fig. 2: Use a case diagram of the biometric payment application 
 

 
 
Fig. 3: Diagrammatic representation of fingerprint minutiae 

 

 
Fig. 4: Biometric payment registration activity 

 

The fingerprint gets encoded to a byte array using 

the minutiae extraction algorithm. The PIN is also 

securely hashed. So, there is no storage of sensitive 

information. All these data are stored securely in a real-time 

cloud database. It is a one-time registration after this 

process the user can use this application at any location 

without further process. The user is notified with a 

success message instantly after sign-up. After 

registration, the users of this application are free to use 

this payment method wherever available. 

The user need not carry any payment material to the 

shop as they can complete the shopping and scan their 

fingerprint, authenticate the payment and complete the 

transaction. The bill amount gets entered by the 

shopkeeper in the application. The user has to enter 

their mobile number, scan their fingerprint and enter 

the PIN to complete the transaction. 

The process comprises three sub-processes, 

identification, validation, and authentication. In the 

identification process, the user's mobile number is used as 

a primary key to select the details in the database. In the 
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validation process, the byte array containing the 

fingerprint is matched with the existing byte array in 

the database using the minutiae matching algorithm. 

When a successful match gets found, the application 

checks for sufficiency in the account balance. Once 

enough credit is available, the user receives a prompt 

with the PIN for authentication else informs the user 

that they do not have sufficient balance to continue 

with the payment.  

Once the PIN matches, the application contacts the 

database (Fig. 7) and debits the specified amount. At 

the same time, the debited amount gets credited to the 

payee's account. Finally, a transaction success message 

gets displayed to the user. Fingerprints are unique for 

every person. It cannot get manipulated by anyone, 

which adds security to this method. 

 

 

 

Fig. 5: Biometric payment activity 

 
 
Fig. 6: Transaction success message 

 

Experimental Results and Discussion 

Thus, biometric payment applications got designed, 

developed, and implemented successfully. Also, a new 

technique of material-less payment got introduced to 

society. It reduces the pressure on people to safeguard 

their wallets everywhere. The application uses fingerprint 

and PIN for security which is simple and causes less 

confusion for the customers, unlike OTP and two-step 

authentications. The transaction gets completed with less 

number of inputs. It saves users from entering long 

account digits and speeds up the process. 

The use of fingerprints makes it convenient to prevent 

unauthorized use as it is unique for every user. In terms of 

the minutiae matching algorithm accuracy, regression testing 

got 100% accurate results. In terms of the database, real-time 

database implementation makes data retrieval instant and 

does not require a server. It ensures zero server downtime. 

The sensitive data such as fingerprints are converted into 

bytes and stored as a byte array. In terms of data security, the 

application is safe to use. No sensitive data gets lost. Finally, 

the payment transaction is done seamlessly and quickly 

without involving any middlemen such as payment 

gateways. Also, it is a good alternative instead of a card 

swiping machine which requires an annual subscription. 

Conclusion and Future Scope 

In conclusion, the biometric payment application 

paves a way to overcome material-based payment. The 

application combines all crucial upsides and eliminates 

most drawbacks discussed in the literature review. 
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Fig. 7: Screenshot of cloud database schema 
 

The application uses automation to solve the problem of 

material dependency. Also provides various other 

advantages which got discussed in the result section of the 

paper. The application makes the users less worried about 

safeguarding their wallets or carrying the exact change to 

places. The overall user experience is made comfortable 

for both the payee and the payer. People adapt to this 

method without hassle as there are not many materials to 

be carried out or processes to be done from the user's side. 

In future sprints, a few new features will get released as 

updates. The application will get modified to register more 

than one fingerprint for every user. It ensures the user can use 

this system even if they have any problem with the 

previously registered fingerprint. A backup payment method 

will get added to cope with any unexpected failure in the 

fingerprint sensor. Aadhar Enabled Payment System (AEPS) 

lets users make payments using their Aadhar card as it 

already got linked with their bank account. The proposed 

biometric payment application could collaborate with India 

Stack, the developers of Aadhar to make payment simple. It 

also makes the user skip the registration process as the Aadhar 

card already has registered the user's fingerprint. It also enables 

an option to link a bank account or change an existing bank 

account associated with the biometric payment application 

entirely online. A few more basic features such as forgot PIN, 

a report bug feature, and a feedback mechanism could get 

added as an update based on the requirements of the investor 

and the convenience of the users. 
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