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Abstract: Problem statement: Wireless sensor networks have been used in maplicaions, such

as home automation, military surveillances andtgntacking systems. The sensor nodes have low
computational capabilities and are highly resowreestrained. Routing protocols of wireless sensor
networks are prone to various routing attacks, sichlack hole, rushing, wormhole, Sybil and denial
of service attacksApproach: The objective of this study was to examine the&# of wormhole in
conjunction with Sybil attack on a location baseeleGraphic Multicast Routing (GMR) protocol.
Results: The NS-2 based simulation was used in analyziegwbrmhole in conjunction with Sybil
attack on GMRConclusion: It is found that, the Sybil attack degrades thevoek performance by
24% and the wormhole attack by 20%.
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INTRODUCTION a small rectangular region which covers all the
forwarding nodes. The source node uses a minimal
A Wireless Sensor Network (WSN) consists of energy path for the forwarding nodes. The forwagdin
cheap and simple processing devices, called sensoaodes broadcast the message to all the destinatides
nodes. The sensor nodes have the capability ofrgens in their multicast region. Therefore, early worka o
parameters, such as temperature, humidity and healVSN’s focused on providing a routing service using
The sensor nodes communicate with each other usinfpje minimum cost in terms of bandwidth and battery
wireless radio devices and form a wireless sensopower.
network. The WSN has a dynamic, continuously Zhao et al. (2008) have reduced the multicast
changing network topology which makes routingtransmission rate dividing the destinations intonyna
difficult. Another characteristic of the WSN is iend  clusters. The closest destination in each clusiegives
width and power constraints. the message and distributes it to its neighborec&st
Silva et al. (2007) have implemented a traditional (Penget al., 2008) suggests a scalable, energy efficient
Multicast Ad hoc on demand Distance Vector multicast routing scheme for larger sensor grolpe
(MAODV) on the WSN and claim that multicast works (Zhanget al., 2006; Liet al., 2005; Xiangliet
routing improves the performance of the WSN. Zhangal., 2008; Zhacet al., 2008; Pengt al., 2008) rely on
et al. (2006) have worked on a location aided multicasthe cooperation between the nodes. These approaches
routing protocol. They use a cone-based forwardingassumed that all the nodes are trustworthy and- well
area, through which it distributes the routing disery  behaved. However, sensor applications deploy the
process. Liet al. (2005) have improved the energy andsensor nodes randomly, which causes the nodes to be
reduced the delay by using spatial time divisionunattended. It raises the problem of secure
multiple access schema. Xianglial. (2008) have used administration and utilization.
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The attacks on the WSN are classified into activedivided into flat-based routing, hierarchical-based
attacks and passive attacks. The monitoring angouting and location-based routing. Sensor Prosofml
listening of the communication channel by |nformation via Negotiation (SPIN), directed diffos
unauthorized attackers are known as passive attackgng rumor routing are examples of flat routing. Low
The attack against privacy is passive in naturen&sof  energy Adaptive Cluster Hierarchy (LEACH), LEACH
the more common attacks against Sensor privacy al@enyized (LEACH-C), Power Efficient Gathering In
monitoring and eavesdropping, traffic analysis andSensor Information System (PEGASIS) are hierarthica
camouflage adversaries. If the unauthorized attacke routing protocols

monitor, listen to and modify the data stream ie th Sanch | (2007 d ffici
communication channel, then the attack is an active anchezt al. ( ) proposed an energy efficient

: - . ting protocol for the WSN, called the Geographic
one. Routing attacks such as spoofing, replayctete routi : ;
forwarding, sinkhole, Sybil, wormhole and HELLO Multicast Routing Protocol (GMR). The GMR is a

flood are active attacks. Denial of service attaskgh l?z;?glc;\rt]e k?[ﬁ:egospi)tricc))tr?cgfl' thzh?seri'\cﬁer ncf)drgtsoc;?cl)mc?fr\]e
as neglect and greed, misdirection, black holeatse e 5 :
activegin nature g Global Positioning System (GPS) (%ual., 2008) or it
Kannhavon.get al. (2007) have handled flooding, €&n use the virtual co-ordinates. Each sensor node
black hole, link withholding, link spoofing, replay comml_mlcates its position to its nelgh_bors using
wormhole and colluding misrelay attacks on Mobile P€riodic beacons. The GMR forms a multicast tree to
Ad-hoc Network (MANET) routing protocols. Coskun S€nd a data packet from a source to multiple
and Levi (2006) deal with a secured multicast rgti destinations, using a single broadcast transmission
protocol that controls the spam attacks. The spam Inthe GMR, each forwarding node selects a subset
attacker aims at exhausting the battery power ef thof its neighbors in the direction of the destinatias
sensor node and causes extra delay in the networkelay nodes, based on the cost over progress fim.
Nguyen and Nguyen (2007) in their study, classifycost is equal to the number of selected neighbors.
rushing, black hole, neighbor and jelly fish asesev Progress is the reduction of the remaining distance
routing attacks on the WSN. Viswanatham and Charthe destination. The cost over progress metric is

(2008) analyzed various threats in mobile ad hoGyplained with respect to Fig. 1. The remote source

networks by a mobile agent in the AODV protocol. noqe 5 multicasts the message M to a set of déstisa
Bhalaji et al. (2008) have given a relationship estlmator{D1 D2, D3, D4, D5}. The forwarding node C receive

technique to enhance Dynamic Source Routing (DSR . .
By this trust relationship model, malicious nodesé )the message M from the source S and uses its r@ghb

been identified and isolated from route detection | A1 A28s the relay nodes. In the GMR, the multicasting

mobile ad hoc networks. Murugam and Shanmugan@Sk could be given to one neighbor or it couldsplit
(2010) have suggested a cumulative isolation tegeni and given to several neighbors. Each neighbor could
to detect MAC and routing attacks in mobile ad hocaddress a set of destinations.
networks. Sharif and Ahmed (2010) have found that t From node C the total distance for multicasting is
existing routing protocols were more inefficieneaggt ~ T1as given in Eq. 1. Then the node C applies thedgree
a wormhole attack on the WSN. In the previous workPartitioning algorithm and selects, As the relay node
(Shyamala and Valli, 2009) a TESLA based securéesponsible for B D, and By The node Ais chosen as
route discovery is suggested for MAODV. Hanepal.  the relay node for band 3 For the next level of the
(2009) have suggested a secured routing aIgorithrﬁ?U“'CQSt tree, a new total dls_tancg |§_ calculated as
which, uses a lazy binding technique and dynamieti given in Eq. 2. The progress is the difference ketw
on collection window and applies a geographicalT:and Tas given in Eq. 3. The cost over progress ratio
routing techniques. P for the new forwarding set {AA;} is given by Eq. 3
This study simulates the wormhole attack in ~ The node C informs its neighbors that they are

conjunction with the Sybil attack in Geographic kbast  selected as the relay nodes through the header. The
Routing (GMR). The simulation was carried out usingheader format is given in Fig. 2. The GMR adds this
NS-2 and the network performance is studied with anheader to the data message:
without worm hole and Sybil attack in the WSN.

T1= |CDy[+|CDy|+|CDy|+|COy|+|CDy| )

MATERIALSAND METHODS

T2=|A1D1[+|ADo|+|AiD3|+|AoD |+ |ADs| 2
Geographic multicast routing protocol: Depending
on the network structure, routing in WSNs can beP=2/T,-T, 3)
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Fig. 1: GMR-Neighbor Selection
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Fig. 2: Header format

node, Creceives a multicast message from
source node 8
best=radius of Communication range.
If (GMR_neighbour ID==ID ofthe node C) then
Getthe neighbor list;
A, duplicates itself and presented as Aj; Ano, Aos
A-qin the multiple locations
N ={A Ay A Ags Ase A AL}

8= {subsets of

N} for normal nodes.

G= {setof all destinations with the same advance}

G; = {d;, d; d; d;} each d; has the same cost over

progress ratio.

COP, cost 0Ver progress ratio.
calculate COP (G

while(best I=0)
best=0:

for all pairs of Gi.G;e G do
GI—::{Gi u Gj }
Calculate red=COP(G):
If ( red=best) then
best=red

end if;
end for;

If best= 0 then
Assign, G={G1. GG, G G}
Calculate COP for G

end if:
end while;
else
drop PET:
end if;

Fig. 3: Pseudo code for the Sybil attack

SID

A1.{Daggy . Daqa) §

Fig. 4: Sybil attack header format
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—————— » Sybilattack routing path
—————» Normalrouting path

Fig. 5: Sybil attack

Thus the sender broadcasts a single message and
it reaches the destination by selective forwarding
hence the energy and bandwidth consumption is
minimized.

Sybil attack on the GMR: When the malicious node
illegitimately takes on multiple identities, it & Sybil
attack (Xiaoet al., 2009). A single node duplicates its
ID and presents it at multiple locations. The node,
which presents multiple identities to other nodeshe
network, could be the malicious node. The traffic
migrates into that malicious node and this can
significantly reduce the effectiveness of faultetaint
schemes, such as distributed storage, dispersity an
multipath. A Sybil attack has two stages. In thestfi
stage, the node exploits the routing protocol teesiise
itself as having a valid route to the destinatiemen
though the route is spurious. In the second sttye,
node consumes the intercepted packets for a replay,
wormhole or sinkhole attack.

This work implements the Sybil attack in the GMR
protocol. During the normal operation, the node
advertises its ID and location information to iteechop
neighbor by a beacon message. Since there is no
authentication in the GMR, the duplicate nodes also
participate in multicasting. The cost over progneg®
is calculated. The malicious node M exhibits high
energy and minimal distance, as compared to the
normal node. It starts the attack from the rootef
multicast tree. The Greedy partitioning algorithfrttee
GMR (Sanchezt al., 2007) selects node M as a relay
node, since it has the best cost over progress. rati
Figure 3 is the pseudo code for implementing a ISybi
attack in the GMR protocol. Figure 4 is the datades
format and Fig. 5 is an example of a Sybil attack.

In the following algorithm the neighbor node with
the best cost over progress ratio is taken as the
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forwarding node for the routing. For instance, n@le evaluation is to test the effectiveness of the Sghd
receives a multicast message from its neighboue nodwormhole attack variations under normal conditions.
A. Node C reads the header and gets the forwardin§he size of the data payload is 512 bytes. The
node’s ID. If it finds its ID, then it starts calating the  simulation is based on 200 nodes. Nodes 11-200 are
cost over progress ratio. Node C gets the neigh®’  simple nodes and nodes 1-10 are the malicious nodes
list N. Initially, the best distance between node@@  Taple 1 shows the simulation parameters. The number

all its neighbors is set high (i.e., equal to thdius of  of malicious nodes was varied from 2-10 and theltes
the communication range of node C). The set of all ¢ given in Table 2-3.

subsets of N forms a set S. In the subset, each nod The network performance is evaluated using the

which has the same distance from C is retainedhen t ) X
same subset;SD is a set of all destinations of the packet delivery ratio, network throughput, packetpd

multicast message. Set G is equal to the set of affttio and energy loss metrics in the presence til Sy
destinations with the same distance from node @. FoAnd wormhole attacks.
each element of;She cost over progress ratio for all ) ) )
the subsets of G is calculated.dbd G are the subsets Performance analysis: Packet delivery ratio: Packet
of G. Set Gis merged with Gif for any subset of She Delivery Ratio (PDR) is defined as the ratio of th&al
subsets Gand G provide a higher improvement in the number of data packets received by the destinaioie
overall cost over progress ratio. This procedure igo the number of data packets sent by the sourde.no
repeated for all the subsets of S and G. The @sud Figure 6 represents the packet delivery ratichef t
forms the relay node for the set of destinations D. GMR protocol. The packet delivery ratio drastically
The header consists of the source ID, the relayjecreases, when there is a malicious node in the
node ID and sets all destinations’ IDs that can beetwork. For example, the packet delivery ratiad§%
reached via the relay node. In the GMR, the sourcghen there is no effect. From Fig. 6, due to thilSy
node initiates a data message for the set of @@stis.  ,iack; the packet delivery ratio decreases to 77%,
Each node requires O (Dirjvhere, D is the number of 00556 some of the packets are consumed by the

destinations and n is the number of neighbors ef thduplicate node. In case of a worm hole attack th& P

node currer_1t|y multlc_astlng the message) fOrward'mg't:iecreases to 85% because of fast message forwarding
node selection time, in the worst case. In a woteho

attack, the malicious node creates a Sybil attauk a
attracts the traffic towards it. In the next stépgushes
the data message to its neighbor, who is far awhig
reduces the ability to forward a legitimate datassage
and exhausts the battery power for unwante
computation. It introduces a longer network delay.

Network throughput: The network throughput
represents the ratio between the number of datieeprc
generated from the source node, to the number taf da
(packets received at the destination in percentadeg.

7. The throughput of the network is 100% when there
no attack. The GMR seems to be resistant to a

Wormhole attack on the GMR: A wormhole attack Wormhole attack since the throughput is reduced by
(Hu et al., 2006) is one of the most sophisticated andl5%, whereas the Sybil attack reduces the throudhpu
severe attacks on the WSN. In this attack, a phir 020%. At 100 ms the Sybil attack reduces the thrpugh
colluding attackers records packets at one locaiimh  to 60% and it remains at the same value for thé Te&
replays them at another location using a privaghhi ms. Later than that, the throughput is regularigrelased.
speed network. An attack launcher situated closa to Once, the Sybil attack is launched it creates pialti
base station may be able to completely disrupt théentities. These malicious nodes take part inimgutnd
routing by creating a well-placed wormhole. An consume the data packets. When the time proceess th
adversary could convince the nodes that wouldhodes are slowly removed from the routing path and
normally be at multiple hops from a base statitlatt hence the throughput becomes constant.

they are only one or two hops away via the wormhole To initiate a wormhole it takes 150 ms. Once & ha

_ This study stud|es_ the wormhole attack in terms of,qqp launched thealue of the throughput is reduced to
its effect on the operation of the GMR. 50% from the normal value as given in Fig. 7.

RESULTSAND DISCUSSION .
Packet drop: Packet drop is the average number of

Simulation  environment: To  evaluate the Packets dropped by the network. Figure 8, shows the
effectiveness of the proposed attacks, the GMR igesults of packet loss for the wormhole ahd Sybil
simulated using NS-2 (Downard, 2004). The goaheft attack.
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Table 1: Simulation Parameters 100

Examined Protocol GMR

Simulator NS-2

Smulation time 250 sec 75 4

Simulation area 106a.000m g

Number of sensor nodes 200 =

Number of base stations 1 2~ 50 1

Number of malicious nodes 5 "&b

Transmission range 250m 2

Movement model Static E s

Initial energy 5J -

RxPower 1.75mwW

TxPower 1.75mwW

SensePower 1.75mwW 0 i )
IdlePower 1.75W 50 100 150 200 250

Time (m sec)
Table 2: Average performance of the GMR for varymgnber of

malicious nodes in a Sybil attack —+—Noattack —®— Worm hole —=— Sybil
No. of packet average energy energy
malicious delivery delay consumed loss . .
node ratio x16 x10° (joules) (joules) Fig. 7: Network throughput
10 5.76 5.0 1.67 3.33
8 478 5.0 1.55 3.45 .
6 4.08 4.7 1.52 3.48 =
4 3.54 4.3 1.40 3.60
2 3.17 4.1 1.28 3.72
.15
Table 3: Average performance of the GMR for varyimgmber of mg
malicious nodes in a wormhole attack X,
No. of Packet Average Energy Energy |
malicious delivery delay consumed loss 'LS
node ratio x18 x10° (joules) (joules) E
10 4.05 3.2 2.57 2.43 E -
8 355 25 2.00 3.00 = 05
6 3.05 2.1 1.47 3.53
4 3.48 1.7 1.32 3.68
2 2.47 1.2 1.12 3.88 0 | ' i
50 100 150 200 250
500 4 Time (m sec)
—+— No attack —»—Worm hole —— Svbil
27400
X . .
= Fig. 8: Packet drop ratio
B 3001
Z Once the Sybil attack is on track, the packet ligss
32 e uniform for the subsequent 150 ms. The wormhole
ec: T attack was commenced at 150 ms, the packet loss at
£ 1007 that moment is about twice the value of no attack t
the malicious nodes, which tunnel the data padkets
0
<0 100 150 200 250 one part of the network to_ other. As a result, the
Time (m sec) destination nodes do not receive the sent packet.

+—Noaftack —+— Wormhole —m— Syhil

End to end delay: Figure 9, shows the end to end
Fig. 6: Packet delivery ratio delay. The average end to end delay foulticast
is uniform when there is no attack. The warstah
The Sybil attack drops more number of packets st itattack in its extensiveness at 150 ms steatsmissage
initialization. Multiple images of the same nodeket from the source node. Therefore, the averagel to
part in routing, which observes the packets ang iro end delay increased to 40%. In the Sybil attalo&,
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delay is 10% for every 50 ms when compared to the 89
multicast with no attack. From, this result it isserved
that the worm hole requires an extremely tight time
synchronization between the sensor node and the bas
station during routing. A strong routing message
authentication and encryption reduces the worm and
Sybil attacks.

Avg delay (x10%
e

3]
L

Energy consumption: Figure 10 shows the energy
consumption of a network for the worm hole, Sylitia 50 ' 100 ' 150 ' 200
for the normal operation of the GMR multicast Time (m sec)
protocol. The energy consumption of the networkesar
from 5-1 joule in the case of no attack.

For the wormhole attack the network drops itsFig. 9: End to end delay
energy to 0.5 joules. From these values, it is oiesk
that the battery power of the sensor nodes wadyhigh
drained by the malicious nodes. In the Sybil attdek
duplicate nodes start troubling the routing, by ahhit
drains the overall network energy at 100-150 mentr
200 ms of simulation, the energy consumption of the
network is 10% more than that under normal opematio

Table 2-3 show the values obtained, when the
numbers of the malicious nodes are 2, 4, 6, 8 d@d 1
respectively. The average performances of the packe
delivery ratio, network delay, energy consumption, 50 100 150 200 250
energy loss were noted. From the results it is vese Time (m sec)
that the Sybil attack degrades the performancehef t —+— No attack —— Worm hole —— Sybil
GMR on a large scale, when compared to a worm hole
attack. Fig. 10: Energy loss

Table 2-3, show the average performance of the
GMR for varying number of malicious nodes (n). Iror
= 2, the packet delivery ratio is high in a Sykilaak With developments in WSN environments, the
when compared to a wormhole, because, the wormholservices based on the WSN have been increaseuisin t
consumes more number of packets. But, thestudy the effect of the wormhole in conjunction hwit
proportional drop in the packet delivery ratio five  the Sybil attack on the GMR have been studied. The
worm hole is less, compared to the Sybil because, t Packet delivery ratio, throughput, end-to-end delay
multiple identities of the Sybil node disturb treuting ~ @nd energy loss have been evaluated. There is a

procedure and it consumes more number of packeté‘?dUCtion in the packet delivery ratio, throughpat .
The average delay for the wormhole is low Whenend to end delay as observed from the graphs. igavin

compared to the Sybil, since a malicious node feass considered the wormhole and Sybil attacks in the

GMR, it is evident that it is extremely necessany t
the packet to other parts of network through a pe 4o these routing attacks. So, the task of joliog

link communication channel. In the Sybil attack, asecure routing for Wireless sensor networks prasant
malicious node creates multiple identities and eachich field for researchers.

duplicate node consumes a packet, which causes an

[
[
(=]

—+—No attack —=— Worm hole —— Sybil

6

Energy consumedin joules
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