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Abstract: Digital forensics has gained a high degree of attention recently due
to the benefits it has to offer in investigating cybercrimes by analyzing and
presenting digital evidence. It aims to highlight any correlations related to
such crimes. Since digital forensics techniques are capable of providing
robust and credible evidence, they have been used in different contexts and
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digital crimes and suspicious activities on social media platforms. In addition
to the challenges associated with digital forensics, such as anti-forensics,
social media forensics also faces several obstacles, such as privacy and big
data issues. This research proposes a dynamic methodology that utilizes
digital forensics techniques to improve the investigation of cybercrimes
committed on social media platforms. The proposed methodology offers a
high level of flexibility, including choosing the type of crime, the platform
used, and the investigation scenario. As part of the contribution of this
research, the proposed methodology is used to detect suspicious activities
associated with the COVID-19 pandemic. Various techniques and tools are
used to evaluate the methodology such as VADER for tweet classification
and other tools for collecting and extracting tweets’ information and
correlation. The results indicate that the methodology is simple and capable
of handling the digital evidence collected, as well as identifying credible
relations between the data. The proposed methodology could also be
extended in many ways to handle other challenges and limitations associated
with digital forensics in general and social media forensics in particular.
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as smartphones (Alatawi et al., 2020). (3) Network
Forensics involves examining and analyzing collected
data from computer networks to detect possible
intrusions. The collected data can be analyzed in real time
or saved for future analysis. However, this category
differs from other forensic categories by handling volatile
data only (Hassan, 2019). (4) Database Forensics aims to
answer the following questions: What, when, why, where,

Introduction

As a branch of forensic science, digital forensics aims
to examine digital evidence to extract useful insights that
can help in solving cybercrimes (Maurya and Jain, 2024).
The goal of digital forensics is to investigate what was
done, when it was done, and who did it (Casino ef al.,
2022). According to Al-Dhaqm et al. (2021), digital

evidence can be categorized as follows: (1) Computer
Forensics includes analyzing digital evidence located in
various devices and storage mediums such as PCs and
operating systems as well as in the traces of installed
applications and their related logs. Mainly, activities in
this category include analyzing evidence from removed
data after restoring it from the storage medium of the
user’s devices (Hassan, 2019). (2) Mobile Forensics
handles collected data from various mobile devices such
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and how database tampering has happened and by whom
(Chopade and Pachghare, 2019).

The process steps of digital forensics depend on the type
of investigation (Kyung-shick et al., 2022; Horsman and
Sunde, 2022). However, in general, all investigating types
consist of the following three main phases.

Collecting: This phase is affected by the status of the
device, whether it is on or off. If the device is off, limited data
can be collected. However, it is crucial that the data collected
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are identical to the original data. To achieve this, disk
imaging tools can be used to build an identical copy of the
original set of data. Once this is accomplished, the analysis
can commence. Alternatively, volatile data and real-time
analysis can be conducted if the device is on (Kévrestad,
2020). However, the collecting stage is associated with
certain challenges, such as integrity, scalability, and data
ownership issues (Soltani and Seno, 2017).

Analyzing: This phase initiates once the required data
are collected from the different parts of the compromised
system. The aim is not to prove whether or not a person is
guilty, however; it is to provide a complete overview of
the incident. Kévrestad (2020) recommends basing a basic
analysis on the following: (1) Accounting for all the data;
(2) Logging the device installation date, version of the
operating system, and the list of users; (3) Recording
information regarding the time zone; and (4) Noting the
network drive maps.

Presenting: It is crucial to capture and document the
detailed steps of the process of the investigation and
examination of the evidence by providing this information
in a final report. This includes reporting on both technical
and legal evaluations. According to Varol and Sénmez
(2017), two main challenges of reporting in digital
forensics include: (1) Demonstrating that throughout the
investigation process, evidence integrity has been taken
into account. (2) Ensuring that all conducted operations
are clear, transparent, and repeatable.

The handling of digital evidence is critical since the aim
is to make it credible and acceptable in a court, for example.
The handling task will be more difficult in some forms of
digital evidence such as audio and video (Pedapudi and
Vadlamani, 2023). This can be achieved by building the
digital investigation steps carefully and according to logic
by using the tools in the correct way. In general, any digital
evidence accepted in court should follow basic rules,
including the relevancy to the case and justifiability, which
means explaining all the steps and methods used in
presenting and demonstrating the digital evidence. Several
frameworks and tools used in digital forensics have been
reviewed and discussed (Dubey et al., 2023), where
Abulaish and Haldar (2020) assert the importance of rigid
digital evidence-handling procedures.

Digital forensics can be used and applied in various
fields including governmental, private, and financial
institutions and the investigation of crimes. For instance,
Alotaibi et al. (2023) designed a methodology that uses
digital forensics in Unmanned Aerial Vehicles (UAVs).
The investigation of cybercrimes committed on social
media platforms can also benefit from digital forensics.
It is necessary to find methods and techniques that
enable digital evidence collected from social media
platforms to be accepted by the courts for the purpose of
solving digital crimes, such as cyberbullying and identity
theft (Soomro and Hussain, 2019; Khan ef al., 2024).

Social media has become a medium for law
enforcement units to prevent crime, as they can use such
platforms to investigate digital crime or collect data about
persons involved in crimes (e.g., witnesses, suspects, and
victims). Therefore, social media forensics is considered
an interdisciplinary field that intersects with digital
forensics, big data, and data science. With regard to the
processes applied in social media forensics, consist of
data collection, data analysis, data visualization, and
relation finding (Horsman and Sunde, 2022).

Even though social media forensics provides an
alternative method of investigating digital crime, it bears
with it a set of challenges that are faced by law enforcement
agencies and academic researchers (Powell and Haynes,
2020). These challenges can be categorized into two
types: Big data-related limitations and privacy and legal
issues. First, the amount of information is enormous and
is continually growing during the processing of the data
collection phase. This generates noise and low-quality
data which requires filtering, which also raises further
challenges (Goswami and Kumar, 2017) Moreover, the
challenges become more difficult when considering that
there is not a unified standard method for investigating the
variant types of social media platforms and the data
generated by them, which causes further challenges such
as the heterogeneity of the data.

Second, privacy and legal issues occur because social
media providers are not willing to share users' activities
with law enforcement agencies, for the purpose of
maintaining user privacy. Hence, social media providers
may refuse to cooperate. However, court orders could be
issued to force social media providers to share victims' or
suspects' data, such as subscriber information, dates of
connection, and IP addresses. The challenge becomes
more complicated in international cases.

Another considerable challenge in digital forensics
facing investigators is anti-forensics (Yaacoub et al.,
2022). Anti-forensics science aims to make forensics
analysis more difficult by using mechanisms to mislead
the process of investigation. These mechanisms affect
collecting of digital evidence by concealing or deleting
them which increases the amount of time and effort
needed in the analysis process (Hassan, 2019). To
achieve this aim, a set of existing tools are used to
destroy digital evidence by modifying it and altering its
availability which impacts the scientific validity of the
evidence when wused. In practice, anti-forensics
approaches differ based on the purpose needed which
includes artifact wiping, data hiding (e.g.,
steganography and encryption), and trail obfuscation
(Kadhim ef al., 2019; Majed et al., 2020).

Main Contribution of the Research

This study proposes a dynamic methodology utilizing
digital forensics techniques for the purpose of improving
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the investigation of incidents on social media platforms.
The proposed methodology offers the flexibility of
choosing the type of crime, the platform used, as well as
the investigation scenario. Hence, applying the
methodology will help in increasing the robustness and
credibility of digital evidence, especially that taken from
social media platforms. Therefore, the summary of the
research contribution is as follows:

e Reviewing the literature and highlighting the
related work

e Proposing a dynamic methodology utilizing digital
forensics techniques

e  Validating the proposed methodology and discussing
the findings

Related Works

Arshad et al. (2020) present an event-based
knowledge model that aims to define all objects involved
in the incident and find any relation and correlation
between them. As a result, the collected information will be
filtered to choose the most related to the incident. The
proposed model also defines objects that are involved in
event-based knowledge on social media (e.g., event, object,
subject, time, sub-event, and interaction). The
implementation of their model achieved an extraction of
evidence which led to a strong investigation.

In their study, Pasquini ef al. (2021) discuss digital
forensics analysis techniques in three stages: (1)
Source identification and integrity verification on
media uploaded on social networks; (2) Platform
provenance analysis allowing the identification of
sharing platforms; and (3) Multimedia verification
algorithms that assess the credibility of media objects
in relation to their associated textual information. In the
first stage, the authors discuss traditional multimedia
forensics that aims to verify the integrity of the
collected data as well as identify its source. In the
second stage, the identification of the platform’s
objects and the extraction of information is
accomplished. The authors examined the ability of
machine learning in particular to analyze images. In the
third stage, they address the challenge of images and
videos appearing alongside other forms of textual
information and the misinformation that might be
caused. The authors state that a main limitation in
digital forensics analysis is related to the availability of
the datasets and how realistic the data is. The authors
conclude that this field remains a subject of interest and
challenge for researchers, especially as videos
contribute more to the transfer of information and there
is greater difficulty in analyzing them and applying the
rules of digital forensics.

Al-khateeb and Agarwal (2020) state that social media
platforms contain many online deviant groups that
disseminate fake propaganda in accordance with negative
objectives. The authors provide a set of methods that
utilize the Maltego tool to find any hidden correlations
among (1) Twitter accounts and a set of websites/blogs
(2) Websites/blogs and other websites/blogs; or (3) To
infer ownership of a set of websites/blogs. These
methods have been examined on a number of items of
cyber propaganda in three different case studies. Other
techniques have also been used and tested to analyze
social media content and distinguish whether the content
is considered to be suspicious and for the purpose of
circulating fake news (Riadi ef al., 2020).

Other work, presented by Rocha ez al. (2017), states
that there are a number of reasons that complicate the
process of identifying social media users during the
investigation process such as the use of public Wi-Fi
hotspots, pre-paid SIM cards, distributed networks. Their
work introduced a new method, Authorship Attribution,
which aims at finding the ownership of social media
content by detecting the writing style (tweets). Extracting
the identity of such an author from the text of a tweet faces
many challenges, such as the size of the tweets when they
are very short. In addition, the problem becomes more
difficult when the tweet includes unconventional
punctuation, abbreviations, and characters based on
signifiers common in Internet culture.

Shu et al. (2017) discuss the phenomenon of fake news
on social media and review many of the algorithms that
detect it. The authors believe that the detection of social
media fake news faces many challenges which require
further investigation. They provide several definitions of
fake news and provide the unique characteristics of it on
social media. According to Ghani et al. (2019), Social
Network Analysis (SNA) is defined as the process of
finding social relations between different objects within
social media platforms. Stieglitz ez al. (2014) divided the
analytics process of SNA into several steps: Discovery,
collection, preparation, and analysis. SNA aims to
combine different data analysis techniques on social
media. It became a field of interest in academic research
and business. However, it differs from traditional
analytics in various aspects, including volume, velocity,
variety, and veracity (Stieglitz et al., 2018).

Materials and Methods

This research proposes a methodology that aims to
improve the process of investigating digital crimes.
Usually, building such a methodology relies on three
main factors: (1) The type of crime; (2) The platform
used; and (3) The investigation scenario. Since there are
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many cybercrimes that can occur on social media
platforms, this research mainly focuses on suspicious
activities as a form of cybercrime.

Regarding the chosen platform, there are several
different platforms on social media (e.g., Facebook, X
[still called Twitter when this research was being
conducted], YouTube, and Snapchat). Each of these
platforms has a structure that is distinct from the others
and has different types of data. It is not possible to build a
methodology that can work with all these platforms at the
same time. For instance, creating a methodology that
relies on text analysis will not work well on a platform
such as YouTube since it relies heavily on video content.
Therefore, for this research, the Twitter platform was used
to build the methodology. Regarding the third factor, this
research introduces the following scenario: Searching in a
specific topic, hashtag, or case, and then through this topic
it is possible to search for suspicious activities (fake news,
racism, etc.). More precisely, topics relating to the
COVID-19 pandemic were chosen as part of the
investigation scenario for the purpose of detecting any
possibility of fake news propaganda that could have a
negative impact on social stability. At the time of the
preparation of this research, a very high number of people
had become infected with COVID-19. The number of
COVID-19-related  fatalities has also increased
dramatically. The pandemic's statistics were reflected in
social media content and have become a new field for
researchers and data analysts. The following four topics
(#Hashtags) related to the COVID-19 pandemic were
chosen: #Covid19, #Vaccine, #Astrazeneca, and #Sputnikv.

As mentioned earlier, social media forensics consists
of four main processes/phases, as shown in Fig. (1). As
presented in Fig. (1), the investigation consists of four
main phases:

e Phase 1: Collect data from the social media platform
e Phase 2: Analyze the data using a text sentiment
engine to classify them into positive or negative

e Phase 3: Visualize the results
e Phase 4: Analyze the results to extract relationships
and insights

Regarding the text tweet classification process, the
Valence Aware Dictionary and Sentiment Reasoner
(VADER) is applied. It is an analysis tool commonly
applied to examine sentiment expression on social media
(Khan and Srivastava, 2024). After collecting the tweets,
the classification process is started using the VADER
Sentiment library to classify the tweets as negative and
positive. If the tweet is negative, the author information
(including author ID, location, and join date) of this tweet
is extracted. Fig. (2) Presents the process of classifying
tweets using the aforementioned technique.

PIIASE 4
PHASE 3 Relation Finding
Visualizaticn

PHASE 2
PHASE 1
Collection

52 0 Python Horary 1o
retrieve dats

Study collected
and exnacted data

Retricve tweets using

Twitter APL relution findimg

Fig. 1: Investigation process

Collected tweets’ text

|

Classifying tweets using
VADER sentiment tool

J

Is the tweet
negative?

Extract user information:
+ User ID
» Location
+ Join date

-

Fig. 2: Tweets’ classification process using VADER to extract
user information from negative tweets

Finally, with regard to the tools and technical
requirements, this research chose “Google Colab” from
among a number of Python compilers. “Google Colab”
enables Python code to be written and executed in the
browser with zero configuration required. This tool has
several useful features, such as its free access to GPUs and
ease of sharing. Similarly, there are many libraries that are
available for use in research, such as VADER sentiment
analysis and goepy. This research mainly used Tweepy,
which is an open-source library hosted on GitHub that
allows Python to interact with the Twitter API.
Furthermore, this tool is beneficial for simple automation
and creating a Twitter bot.

After defining the topics, the platform used, the
investigation scenario, and the tools, the following
investigation processes were performed.

Data collection: Collect 2,500 tweets from the selected
topics above (hashtags).

Data analysis: Analyze all tweets, classify them, and
extract information about the tweets' users (location and
joining date) from negative tweets only.

Data visualization: Visualize the results in order to
find relationships.

Relation finding: Analyze results to report if
suspicious activities have been detected.
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Results and Discussion

This section presents the results of analyzing the data
collected from the four selected topics (hashtags). It also
provides the findings and a detailed discussion based on
the chosen investigation scenario, as outlined below:

e Percentage of negative and positive tweets in each
hashtag, whereby the focus is on negative tweets
e  User location (coordinates or country) analysis results
e Join date results
° If the user created the account before the year
2020, it is considered an old account (i.e., a
genuine account)
If the account was created after the year 2020,
it is considered a new account (i.e., a
suspicious account)

#Covidl9

The results indicate that positive tweets (22%) are
almost equal to negative tweets (21%), as presented in
Fig. (3). Regarding the location analysis, it was found that
the users’ locations were distributed broadly as tweets were
published from different countries. Fig. (4) Demonstrates
the tweets’ locations graphically. As for the users’ join date,
it was found that around 75% of all accounts were created
before 2020, as shown in Fig. (5). As a result, it is apparent
that no suspicious activities were detected for this hashtag
at the time the tweets were collected.

Text sentiment of collected

tweets for #Covid19

22% Positive
O Negative

@ Neutral

Fig. 3: Text sentiment of collected tweets for #Covid19

1 - 201

Fig. 4: Tweets’ location distribution for #Covid19

Accounts' join date classification for
#Covid19

25% New Accounts

= Old Accounts

Fig. 5: Accounts’ join date classification for #Covid19
#Vaccine

As presented in Fig. (6), there is a slightly higher
percentage of positive tweets (36%) than negative tweets
(30%). It was found that the users’ locations were
distributed broadly and tweets were published from
different countries, as shown in Fig. (7). It was also found
that around 83% of all accounts were created prior to
2020, as shown in Fig. (8). As a result, this indicates that
no suspicious activities were detected for this hashtag at
the time the tweets were collected.

#AstraZeneca

The results show that there are slightly fewer positive
tweets (9%) than negative tweets (12%), as presented in
Fig. (9). As shown in Fig. (10), the users’ locations were
distributed broadly, whereby tweets were published from
different countries. Around 83% of all the accounts were
created before 2020, as indicated in Fig. (11). These
results suggest that no suspicious activities were detected
for this hashtag when the tweets were collected.

#Sputnikv

For this hashtag, the results indicate that the positive
tweets (9%) almost equal the negative tweets (7%), as
presented in Fig. (12). The location analysis found that the
users' locations were distributed broadly and the tweets were
published from different countries, as shown in Figs. (13-14)
shows that 94% of all accounts were created before 2020.
This indicates that no suspicious activities were detected for
this hashtag when the tweets were collected.

According to the results for all the data collected from
the four chosen topics (hashtags) and after applying the
investigation scenario, it is apparent that the proportion of
positive tweets is either equal to or slightly higher than
that of negative tweets. Regarding the location
distribution of the collected tweets, it was found that the
distribution was across different countries. However, it is
worth noting that the location feature of some tweets had
been disabled, which placed a limitation on analyzing the
location of these tweets. Logically, it is very important to
determine this indicator (location) if suspicious activities,
such as disseminating fake news, take place, as such
actions are usually planned and implemented in the same
geographical location.
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Text sentiment of collected tweets for
#Vaccine

1 Positive

O Negative

= Neutral

1 — 144
Fig. 6: Text sentiment of collected tweets for #Vaccine
Fig. 10: Tweets’ location distribution for #AstraZeneca

Accounts' join date classification for
#AstraZeneca

= New
Accounts
= Old
] 3;2 Accounts
Fig. 7: Tweets’ location distribution for #Vaccine
Accounts' join date classification for Fig. 11: Accounts’ join date classification for #AstraZeneca
#Vaccine
Text sentiment of collected tweets for
#SputnikV
= New
Accounts
= Old 1 Positive
Accounts o Negative
@ Neutral

Fig. 8: Accounts’ join date classification for #Vaccine

Fig. 12: Text sentiment of collected tweets for #SputnikV

Text sentiment of collected tweets
for #AstraZeneca

1 Positive
o Negative

@ Neutral

Fig. 9: Text sentiment of collected tweets for #AstraZeneca Fig. 13: Tweets’ location distribution for #SputnikV
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Accounts' join date classification for
#SputnikV

New
Accounts

= Old
Accounts

Fig. 14: Accounts’ join date classification for #SputnikV

Moreover, creating new accounts is one mechanism
for increasing the spread and dissemination of fake
news. As presented above, it is clear that the percentage
of old accounts (i.e., those created before 2020 when
the pandemic hit) was much higher compared with the
percentage of new accounts, by at least two-thirds.
Therefore, it is evident that no suspicious activities
were detected.

Conclusion

Digital forensics is considered one of the modern
methods for investigating cybercrimes by supporting law
enforcement agencies and investigators to build robust
and credible digital evidence to be used in the courts.
Several processes are performed in digital forensics,
mainly collecting, analyzing, and presenting results for
the purpose of discovering correlations in relation to such
crimes. However, in some contexts, these processes could
include other processes, such as data visualization and
relation finding.

Social media forensics is an interdisciplinary field that
applies the techniques of digital forensics and data
analytics in collecting and analyzing digital evidence
from social media platforms. It supports investigation
efforts in relation to digital crimes and suspicious
activities that may occur on social media platforms, such
as fake news dissemination.

This research proposes a flexible methodology that
uses digital forensics techniques to support identifying
suspicious activities on social media platforms. This
methodology relies on the selection of three main factors:
(1) The type of crime (suspicious activities, in this
research); (2) The platform used (Twitter in this case); and
(3) The investigation scenario. Different tools and
methods were used in this research, such as a text
sentiment method for the purpose of classifying the
collected tweets and finding relations between them.

Experimental results indicate that the analysis of
tweets collected from the chosen topics (hashtags) did not
show any suspicious activities. This finding was made
after comparing negative tweets with positive tweets and
the distribution of the tweets’ geographical location
(countries). Twitter user account creation dates were also
analyzed to detect if these accounts had been initially
created to spread fake news related to the chosen topics.

The challenges involved emerged clearly through this
research and can be summarized under many headings,
such as big data challenges, privacy and legal issues, and
a lack of tools, algorithms, and methodologies. Since
social media forensics is a developing field, there are
different directions in which this research can be
extended. First, increasing the dataset size as well as
extracting more parameters from collected tweets, such as
age and gender, would improve the investigation and
relation finding. Second, to validate the flexibility of the
proposed methodology, different and a broader range of
hashtags and topics as well as types of cybercrimes could
be analyzed. Finally, other platforms, such as YouTube or
Instagram, could be selected to examine the usability of
the methodology.
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