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Abstract: Switch migration is predominantly used for workload balancing
in distributed Software Defined Network (SDN) controllers. The Time-
Sharing Switch Migration (TSSM) technique allowed the switch's
responsibility to be divided based on the time duration condition of overload,
which resulted in fewer overload events, fewer ping-pong controller issues,
and more efficient controllers. However, it has higher controller resource
utilization during TSSM working hours, higher migration expenses, and
requires more controllers to complete. Therefore, based on flow
characteristics, we proposed a shortest-feasible open flow path algorithm that
optimizes controller selection during the TSSM phase. The new TSSM
approach maintains the benefits of TSSM while lowering controller resource
consumption and migration expenses. An open network operating system is
used to accomplish the suggested method for practical reasons. The testing
results show that the proposed method lowers migration costs and controller
resource utilization by about 33% compared with the existing system.

Keywords: Time-Sharing Switch Migration (TSSM), Ping-Pong Controller,
Software Defined Networking (SDN), Load Balancing, Resource

Introduction

Network administration has become much more
challenging because of the evolution of modern
technology growth, such as cloud computing, data
mining, Internet of Things (loT), and data traffic. Each
switch of the conventional network architecture system is
divided into two planes: One is the control plane, and the
other is the data plane, the former of which processes
packets and the latter of which handles administration and
decision-making. Because system administrators or
employees must update each switch individually in the
network, updating the existing algorithms with policies of
switches is difficult and consumes more time for
execution (Anerousis et al., 2021).

Modern SDN revolutionizes network administration
by separating the control plane from individual switches
and centralizing it within a key component called the
controller. This architecture enables a single controller to
oversee and manage numerous switches across the
network. Consequently, monitoring and operating
network switches has become more efficient than
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traditional methods, as the controller offers centralized
and comprehensive insights into the status and operation
of all connected switches.

Additionally, complex algorithms along with control
policies can be rapidly implemented on switches by
configuring numerous rules in the controller (Wang and
Hu, 2019). SDN also supports various applications, such as:

i.  Anonymous authentication,
ii. Rogue access point detection, and
iii. Cyber-attack protection, among others (Sahana and
Brahmananda, 2023; Shahapure and Jayarekha, 2020)

A bottleneck in network management performance
makes using a lone controller in a big network a
challenging choice. Consequently, network applications
require Distributed SDN Control (DSC), which is a viable
approach for managing big networks with several
switches (Bannour et al., 2018). Multiple controllers can
collaborate through the DSC, enabling effective network
management together. A subnet is a group of switches that
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each controller oversees, and in order to promote
collaboration, processes may be shared between
controllers. Controller placement is the process by which
each controller divides the subnets' workload and
redistributes the load on its switches by periodically
inspecting each subnet (Lu et al., 2019). The primary
goals of the controller placement are load balance and so
on. Such control tactics may have the effect of drastically
changing the subnet's switches, which could lead to ping-
pong instability. Additionally, it is believed that controller
placement schemes do not work well for short-range
streams like impulses and spread denial of facility (Wu et
al., 2020; Wang and Wang, 2020; Tang et al., 2021).

Switch migration solves the issues and enables a more
seamless subnet shift in less time. A switch migration
approach evaluates the workload status of controllers at
each time interval to determine whether a controller in the
network is underutilized (able to take on additional tasks)
or overloaded (currently busy).

When the network experiences high traffic, the migration
technique transfers a switch from an overcrowded subnet
controller to one that is less congested. One switch is moved
at the beginning of the period, which is the smallest slice of
the migration that is followed by the majority of switch
migration techniques now in use. The switch remains the
same in each subnet after migration until it is selected for
the next period. More significantly, a controller is always
needed to keep an eye on one switch during the conversion
process when using these migration strategies. As a result,
when elephant flow conditions occur, when the flow
transfers a lot of packets, the controller in these systems has
to deal with the serious problems of subnet instability and
ping-pong (Chan et al., 2015).

Literature Review

Figure 1 depicts the numerous studies that have been
conducted in the DSC network. Moreover, it highlights
the various issues. A method for reducing the duration of
service interruptions by simply switching between
controllers was proposed by Aly (2019). In the event that
the typical leader controller unit fails, Hu et al. (2017)
explained how a controller that is not heavily loaded can
function as a leader. The requirement for controllers to
preserve fairness when distributing their tasks is
emphasized in the discussion, which discusses controller
placement approaches and difficulties. In contrast to
earlier controller placement techniques, shortest-feasible
open flow path Kim et al. (2019) proposed a robust
deployment strategy to reduce packet loss and enhance the
stability of the network. Wang and Chang (2020)
introduced a method that improves the performance of a
distributed data store within an Open Daylight controller
cluster by regularly assigning shared leaders to cluster
members. Additionally, the system described in Nithya
et al. (2020) enable controllers to collaborate in diverting
traffic, thereby alleviating congestion during periods of
high traffic or network overload.
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Fig. 1: Literature review of the paper

Sahoo et al. (2020a) have proposed a cyber-search
system that utilizes a hybrid controller to manage
cloudlets and local SDN. Dixit et al. (2013) introduce
prediction-based controllers capable of estimating
network demand and executing device migrations based
on that demand. Research on controller placement
indicates that certain techniques, such as workgroup
control methods and deep reinforcement learning
strategies, struggle to perform effectively during
disruptions like distributed denial-of-service attacks.

By transferring switch management to less burdened
controllers, switch migration alleviates the pressure on
overworked controllers. Min et al. (2017) did not specify
criteria for selecting destination controllers; it examined
switch migration when a controller's CPU and memory
utilization exceeded its threshold. Cui et al. (2018) applied
the Q-learning technique to reduce the standard deviation
of controller burden during switch migration. (Sahoo et al.,
2020b) focused on the rapid transfer of switches from
heavily loaded controllers, basing their approach on the
controllers' response times. Hu et al. (2019) proposed
selecting target controllers for switch migration by
considering factors such as CPU usage, memory capacity,
and bandwidth. Additionally, Hu et al. (2012) introduced
a simulated annealing technique to identify the optimal
controller while minimizing the cost of switch migration.

When the strength of the flow exceeds a certain
threshold, migration occurs. A super controller oversees
all system controllers and manages the flows for which
each controller is responsible, following a method
proposed by Al-Sadi et al. (2016). Maity et al. (2020)
established a shortest-feasible open flow path strategy to
govern controller flows in an SDN network. Maity et al.
(2021) suggested a standard flow migration methodology
that achieved a 15% reduction in migration time while
providing a consistent, traffic-aware approach to
minimizing flow migration duration. Additionally,
Gorkemli et al. (2018) enhanced data plane load by 13%
over the two-phase update method by developing a traffic-
aware flow migration mechanism.

Flow splitting is a technique that allows multiple
controllers to manage a switch. This method, proposed by
Lan et al. (2018), utilizes a virtual overlay on the data
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plane to facilitate communication between switches and
their controllers. Additionally, (Tyagi and Singh, 2025)
introduced a convex quadratic programming-based
approach to simulate the mapping between controllers and
switches, aiming to minimize new switch-controller
assignments while achieving load balancing. Chen et al.
(2021a) have proposed a cluster-based routing method
based on particle swarm optimization and a self-adaptive
genetic methodology. Furthermore, by taking into account
the most important factors, such as the energy and
distance of network devices, it is possible to balance the
cluster size by using a novel fitness function. It
demonstrates how the suggested approach enhances
fitness value, stability period, etc.

Zhang et al. (2020) presented a controller placement
method for SDN that utilizes control relation graphs.
Their approach demonstrates how this strategy can reduce
management costs in LEO satellite networks by
optimizing load balancing and response time. Chen et al.
(2021b) proposed an SDN-architecture-based space-
terrestrial network that improves load balance and
reaction time. They also introduced an effective algorithm
for dynamic controller placement and adjustment to
reduce management costs. Lai et al. (2022) have proposed
a dynamical control domain division problem.
Furthermore, a heuristic technique for selecting the
optimal controller for improved load balancing has been
given. However, a switch cannot be simultaneously
actuated by multiple controllers due to synchronization
issues and design complexity. Zhang et al. (2017) have
proposed the Minimum Weight Partial Connected Set
Cover (PCSC) problem. Their approach involves
transforming the PCSC problem into a Minimum Quota
Node Weighted Steiner Tree (QNWST) problem and is
applicable to the Maximum Budgeted Connected Set
Cover (BCSC) problem.

Figure 1 illustrates a structured approach to improving
Software Defined Networking (SDN) performance. It
starts with SDN as the base and identifies key challenges
such as traffic load imbalance and cybersecurity threats.
Different strategies are introduced, including controller
placement, switch migration, flow migration, and flow
splitting. Some methods combine controller placement
with these techniques to achieve better efficiency.
Existing solutions like conventional switch migration and
TSSM-based migration are included for comparison. The
workflow ultimately leads to an improved TSSM switch
migration technique, which is proposed as a more
effective method. This approach aims to enhance network
stability, scalability, and security without relying on
traditional designs.

Major Issue and Paper Contribution

From the literature review, it is clear that most existing
methods struggle with the ping-pong problem. This issue
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and the difficulty of the controller are explained clearly
with an example. Imagine a network with three switches
[SL, SM, and SN] and two controllers [CXI and CY1]. The
maximum workload of each controller is 200 PIMs/s.
Every period, switches (SLA, SMA, SNA) produce 120
PIMS/s, 160 PIMS/s, and 120 PIMS/s, respectively. At
time t, controller CYI controls switch SNA, while CXI
controls switches SLA and SMA. CXIl is overloaded and
needs switch migration since YCX = SLA(t) + SMA(t) =
120 + 160>A (CXI) (200 PIMS). The majority of switch
migration solutions involve an overloaded controller
requesting and temporarily taking over a switch from
another controller. Consequently, Switch SLA is
relocated to controller CYTI's subnet at time t+1. However,
controller CY1 will be overloaded if YCYI = 6NA(t) +
SLA(t) = 120+120>ACYT (200 PIMS) at period t+1. Ping-
pong becomes more complex as a result of controller CYI
asking CXI to switch once more at t+2 times.

Lai et al. (2022) recently presented a Time-Sharing
Switch Migration approach (TSSM) to distribute the load
of a switch that is simultaneously monitored by two
controllers in overloaded conditions, therefore reducing
controller ping-pong. It recommends a switch migration
plan where two controllers divide the workload of the
switch for a set period of time. In the example above, time
(t+1), CXI controls 40 PIMs/s of SLA, and CYI uses
migration to manage the remaining 80 PIMs. The
workload of switch SLA is currently controlled by both
controllers, CXI and CYI. The controller is overloaded in
this period. Therefore, CXI workload is YCXI=3LA(t) +3
MA(t) = 40+160 = ACXI (200 PIMS), and CY workload
is YCYI=0NA(t) + 5LA(t) = 120+80=ACY1 (200 PIMS)
Likewise, CYI processes 80 PIMs at time t +2 and then
forwards the excess 20 PIMs/s to the CX subnet
controller. Using this tactic, the TSSM technique
successfully resolves the ping-pong problem of the
controller.

By merging an overloaded controller with a lightly
loaded one into a single unit, the switch is transferred at
the right time from the overloaded subnet to the less
burdened one. In contrast to existing techniques, like best-
fit migration (Chen et al., 2021), churn-triggered
migration (Lan et al., 2018), and group-based dynamic
controller placement (Wu et al., 2020), the outcomes of
this technique show a notable decrease in instances of
controller overload while effectively distributing the
workload among all controllers and improving overall
controller performance. The research indicates that lightly
loaded controller activities in TSSM enhance controller
efficacy, even though they lead to higher migration costs
and necessitate additional controller resources for
network management. The proposed solution minimizes
migration costs and optimizes switch migration during
TSSM time by utilizing several lightly loaded controllers
and selecting controllers based on flow characteristics. In
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addition to offering TSSM benefits, the new TSSM
approach lowers controller resource consumption and
migration expenses. The suggested plan is put into
practice utilizing the ONOS, which can handle almost a
million flow processing requests every second, to ensure
its viability.

In conclusion, by making it simple to update network
policies and the newest algorithms, software-defined
networking (SDN) results in an effective administration
procedure for network management. Usually, network
management uses distributed SDN while taking
bottleneck problems into account. Load balancing is a
crucial component of SDN and can be controlled via:

(1) The flow splitting

(2) Switch migration

(3) Dynamic controller placement, and
(4) Flow migration

Given synchronization and intricate design, a switch
cannot be controlled by many controllers at once due to
OpenFlow's practicality. As a result, the real-time
controller platform cannot use flow migration or flow
splitting techniques since they do not adhere to the Open
Flow standard. Traditional switch migration techniques
encounter a ping-pong problem during the migration
process because only one switch is moved initially. The
switch migration becomes unstable as a result. A time-
sharing switch migration strategy fixes the ping-pong
problem. Better load balancing results from this method's
large reduction in the controller's overload occurrences.
Nonetheless, controllers are chosen at random throughout
the TSSM period. Because the migration switch is
controlled by many network controllers, it may result in
higher controller resource consumption and switch
migration costs during TSSM operation. As a result, this
paper proposed an enhanced TSSM scheme that has some
advantages:

(1) Improved controller efficiency, fewer instances of
controller overload, and the elimination of issues in
ping-pong controller action

The approach is used to specify and optimize the
controller selection during TSSM, lowering the cost
of switch migration and consumption of controller
resources

In comparison, the traditional TSSM system offers
superior controller efficiency and load balancing

)

3)

Organization of the Paper
Distributed Software-Defined Network Controller

This section covers network architectures, the
distributed SDN control network architecture, and the
switch transmission method of the Open-Flow protocol.
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The proposed network architecture under the TSSM
framework consists of a two-layer design: the data plane
with Open Flow switches and the control plane with
distributed SDN controllers. Switches initially connect to
their nearest controller, but controller workloads are
continuously monitored. The TSSM module evaluates
traffic volume, controller utilization, and overhead cost to
determine migration decisions. Busy controllers (C busy)
offload selected switches to light controllers (C light) while
ensuring that capacity constraints are not violated. This
interaction ensures adaptive and stable load balancing.

Distributed Software-Defined Network Control
Network Architecture

In a distributed SDN control network, two prevalent
control strategies are:

() Flat control, often referred to as circular
chain control
(i) Hierarchical control (Bannour et al., 2018)

A central element of the hierarchical control paradigm
is the leader, a distributed controller that possesses a global
view of the network, as illustrated in Figure 2. The leader
is responsible for delivering the latest network policies and
algorithms to the sub-controllers. The sub-controller
communicates its status to the leader while managing its
own subnet of switches. Notably, if the current leader is
decommissioned, a new leader will be selected according
to the hierarchical structure (Hu et al., 2017).

‘ ‘Leader

-

Controllers

(b) I7-|oirizontal methoa 7

Fig. 2: Techniques for controlling the DSC architecture
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Aspect Ordered Method Horizontal
Method
Execution Sequential Parallel
Speed Slower Faster
Stability High (less conflict) Lower (risk of
conflicts)
Complexity  Lower Higher (needs
coordination)
Use case Small-medium Large-scale,

scale, predictable
loads

dynamic traffic

In contrast, with circular chain control, each controller
possesses a local perspective of the network and manages
its own subnet independently.

This article implements the proposed switch migration
methodology using a hierarchical strategy. A leader is
responsible for monitoring and controlling the state of
each sub-controller and applying the TSSM scheme. This
scheme selects the least burdened controller during
fluctuations in control of flow, congestion, distributed
denial of service (DDoS) attacks, and other scenarios.
Subsequently, two sub-controllers one heavily loaded and
the other lightly loaded collaborate to share
responsibilities and migrate the switch as needed.
Network administrators set a controller's threshold level
between 90-95% of full capacity to prevent switch
migrations. Overloading occurs when the controller's
workload exceeds this level, and the controller is chosen
based on its maximum and standby capacity specified in
Equation (1):

o))

Ac =0¢ —Pc
Where:
A; — Threshold workload level of the controller

0 — Maximum workload capacity of the controller
pc — standby workload capacity of the controller

Switch Transfer Process in Open Flow

Open-Flow connects to numerous controllers and
permits switch transfers between subnets. From the
standpoint of the switch, each associated controller
chooses the following responsibilities.

OFPCR Role Equal: This defaulting role gives the
controller total control over switching and enables the
sending and receiving of instructions and status data.
Now, in a similar vein, it is fully accessible to all
controllers when functioning in this capacity. OFPCR
Role Slave (Slave): This function can only read the
switch's status when the controller function is fixed to
slave. The OFPCR role master, also called the master, is
comparable to an equal role and grants the controller
complete authority over something. - However, it is
emphasized that only one controller, for example, is
recognized as the controller of one switch that is referred
to as the master switch, while all other controllers are
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deemed slaves to that switch. It has total control over the
switch; the master controller starts the switch transferring
process. For instance, the master switch and slave switch
controllers Cx; and Cy,, respectively. In order to balance
the workload, it is required that overworked controllers
employ a leader to transfer a switch to other controllers.
The targeted controller, Cvi, receives a transfer request for
switch Sia from the master controller, Cx, after an
instruction from the leader. Then, the master switch sends
a role request message, controller Cq asks to change the
Sia control role from slave to master. Sia replies to Cy,
with the reply message to Master. Ultimately, Cy notifies
Cxi that the switch S,a migration was successful.
Controller Cx, operates a slave and switch S, 4.
Open-Flow does not, however, outline the process for
selecting target switches and controllers for migration.
The suggested improved TSSM approach chooses the best
controller and establishes the best time for switch
migration to take place within the TSSM period.

Network Modelling

Consider an SDN network consisting of multiple
switches (Sna) and controllers (Cna). Within this
framework, a controller (e.g., Cxa) can manage a switch
(e.g., Sia). According to the OpenFlow model, each
switch can be controlled by only one controller at a time.
This means that CXI serves as the master controller for
Sia, and this controller-switch assignment can change
during switch migration. The workload of each controller
is determined by the PIMs (in-messages) received from
the switches. Specifically, the workload of a switch (4(t))
is based on the number of PIMs it generates during a given
time period 't'. Additionally, each controller has a defined
workload capacity, which is the maximum number of
PIMs it can process during separate periods. For instance,
the workload of controller Cx; is assessed when it manages
switches ranging from SAa to SAz:

SA
Yex :ZSAa ()

Generally, the maximum workload of the controller
(Yc) is less than the maximum capacity (Ac) to allow a
reserve load in case of unforeseen circumstances, such as
flow fluctuations or unexpected demand. This study
investigates the hierarchical control of DSC architecture,
where the master continuously receives workload data
from every controller in the network and manages the
migration of switches between them as needed.

)

Switch Migration

Meaning

In SDN, switches are assigned to controllers. When
a controller is overloaded, some switches are
reassigned (migrated) to another controller
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Goal: Balance the load across controllers

Key aspect: A planned reallocation of switch-to-
controller mapping, usually driven by traffic
demand or controller capacity

Controller Ping-Pong

Meaning

A negative phenomenon where a switch keeps
migrating back and forth between controllers too
frequently

Cause: Poor migration policies (e.g., threshold too
sensitive, lack of hysteresis)

Consequence: Increases overhead, instability, and
delays instead of improving load balance

Example: Switch S1 moves from C1 — C2 due to
temporary load, but then moves back to C1 when
conditions change slightly

Load Balancing

Meaning

A broader concept that refers to distributing traffic
and processing fairly across multiple controllers to
prevent overload

Techniques include

o Switch migration (reassigning switches)

o  Dynamic flow rerouting (diverting flows without
moving switches)

o Hierarchical delegation (some controllers acting

as leaders)
Goal: Achieve fairness, efficiency, and reliability
across the network

Suggested Switch Migration Methodology

The network switches are initially set up using the
controller placement technique or by network
operators, with a master controller overseeing each
switch. Conventional switch migration techniques
involve moving a switch at the beginning of the period
and moving the entire switch, even if it is not required,
as explained in the section above. Because of this, the
connection between controllers and switches doesn't
change over time. Time-sharing is used in TSSM to
enable switch migration, allowing network switches to
dynamically switch at any time. Additionally, section
2.1 discussed that the controller ping-pong problem is
effectively resolved by the TSSM technique. However,
because the method permits several controllers to share
their loads in the time-sharing switch migration period,
it consumes a higher time period, potentially increasing
migration cost in comparison with the remaining
migration techniques. It is found that the number of
controllers and switches wused determines the
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approximate migration expenses. Consequently, based
on flow characteristics, this study proposed a method
that significantly reduced the number of controllers
connected to switches during time-sharing migration.
During the time-sharing migration phase, we created a
shortest-feasible open flow path algorithm to determine
the optimal connection between switches and
controllers. This reduces the number of controllers
connected to the switch, which lowers the cost of
migration and controller resource consumption. The
following methods are meant to guarantee that the
suggested switch migration technique is completed
successfully. Instead of assigning a switch to any
random light controller, the algorithm chooses the
controller that offers the shortest feasible control path
while satisfying capacity constraints.

How it Works

1. Input:
o Network topology (switch—controller distances)
o  Flow demand characteristics (traffic volume, delay

sensitivity)
o  Controller status (capacity, load)
2. Candidate Controller Set Generation:

o For amigrating switch Si, identify all controllers {Cj}

that are currently underloaded (C-light)

3. Path Cost Evaluation (Shortest Open Flow Path):

o Compute the shortest communication path (hop
count, latency, or bandwidth-weighted distance)
between Si and each feasible controller Cj

o This s typically done using Dijkstra’s algorithm or a
minimum-hop BFS on the network graph

4.  Selection Rule:

o Among all feasible controllers, choose the one with
the minimum path cost (shortest feasible Open Flow
path)

o Thisensures low latency and efficient control traffic

The diagram explains a step-by-step process for
balancing load in an SDN environment using multiple
algorithms. It begins by optimally placing controllers with
the help of a deep learning approach and identifying both
overloaded and lightly loaded controllers. These
controllers are then ranked based on their load levels. A
full switch migration is attempted from heavily loaded
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controllers to lightly loaded ones. Once migration
conditions are satisfied, the Time-Sharing Switch
Migration (TSSM) scheme is activated. During TSSM,
controller selection and switch associations are optimized
to ensure efficient flow paths. The process ends after
successful execution of the TSSM scheme, achieving
improved load distribution and network performance.

Algorithm 1: Finding Overloaded and Lightly Loaded
Controllers

1 Cbusy «— g and Clight‘_ 9,

2 ForeachCy; € Cdo

3 YCX, «—0;

4 foreachS,, € Sydo

5 YCXI(_ YCXI + Séi?t ;

6 IfYe, > @c, then

7 Cbusy ‘_Cbusyu {Cx};

8 else ifYe, <u x &c, then

9 Ciight CugntVU { Cxi};
10 If Cpysy # @and Cygpe #0 then

Algorithm 1: Finding Overloaded and Lightly
Loaded Controllers

As indicated by Cpysy and Ciignt, this technique ensures
that every overloaded (busy) and lightly loaded (assistant
or target) controller in the specified network is identified.
The burden on each controller, represented as Ycx, is
assessed using an Equation (2). This equation, outlined in
the method code, spans 3 to 5 lines and is calculated by
summation of loads in every switch within the subnet

switch(e.g., 552 + 8y, + - After that, the threshold

level ( A¢ x;) is compared to the controller workload (e.g.,
Yexi.)workload crosses the threshold value, the controller
is overloaded, then it is entered into the overloaded
controllers entity in the leader (as mentioned in lines 6 7)
Line 8 elects light load controllers that support a lightly
loaded coefficient, denoted as 'w', which network
managers specify to be between 0.8 and 0.85. The
threshold value is then multiplied by this lightly loaded
coefficient. It means that the controllers are lightly loaded
if their job is less than the result. They are then added to
the leader's lightly loaded controller unit. As shown in line
10, switch migration must take place when neither the
Chousy Nor the Ciigne controllers are empty.

Algorithm 2:

segment switch
1 SORT ( Cpusy, Yei, — Pe_x1);
2 SORT (Ciignes Pcyr — Ye,,)5

Balancing the load for migration
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3 foreachCy; € Cpy,sydo
4 SORT (Sxs, 6552);
5 whileYe, > ¢ x,do
6 ifCiigne= @then
7 Cease above module ;
8 select the improved controllers
[Cy115 Cyrzs--1from Cpigpes
(Controller to Matrix of switch relationship )
9 <« Algorithm 3 (Request PIM’s of Switch, Switches
from Cpysy)
10 ) Spar 107251, [P P25 ])
«— Algorithm 4 ( Cy; , [Cy;1, Cyrzs--1) 5
11 Transfer SL_ to [Cy1,Cy2,...] SUbnet next [z, ,
T,,...Junits of  time;
12 Yo, < Yo, — [P1) P2 ]
13 Yoo, < Pevi+ [P, p2 015
Yo, , < Pcvit [, 1,015
14 if ch,[u,___] = p X Deyypy 2, then
15 Ciight— Ciigne\s [ Cyr1s Cyrzse];
16 Else
17 SORT (Cignes Pcyvi — Ye,,) s

Algorithm 2: Ordering the Overloaded and
Assisting Controllers, As Well as Switch Migration

By noticing a couple of over-loaded and lightly-
loaded controllers, this technique aims to divide the
workload across the controllers. In order to reduce the
workload order, the SORT function helps to organize
controllers that are overloaded and lightly loaded.
While line 2 of the code sorts the information about the
lightly loaded controller, line 1 sorts the overload
controllers. Consequently, the task of an overloaded
(busy) controller will be given priority over a controller
with extremely excess capacity. Lines 3 17 of the code
use a for-loop to address each controller in the network,
going from the maximum overloaded to the final. Line
4 assembles the switches belown administration in
downward order according to their load. Lines 5-16
implement a while Loop to decrease the load on ¢y by
shifting a switch till it touches an exact threshold. The
algorithm terminates in Lines 6 7, but only if there is
no accessible assistant controller (i.e., (g is empty)
and there are still also several controllers in the domain.
To address this, the TSSM method is employed to
select a lightly weighted controller, Cv,, for load
distribution. First, the best controllers for TSSM are
identified using Algorithm 3, which considers
controller resource consumption and migration costs.
Once the best controllers are determined, the TSSM
scheme is implemented according to Algorithm 4.
Algorithm 4 produces three output parameters, as
shown in line 10. Here, 'p' indicates the number of
PIMs to be migrated to each controller, while 't'
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specifies the period during which switch SL should
migrate to other controllers. Lines 11 13 update the
workload for Cx;, and if the workload exceeds the
threshold value, those controllers are deleted from the
list of minimally loaded controllers, as indicated by
line 14. Conversely, if the workload remains below the
threshold, they are reintegrated into the minimally
loaded controller, as demonstrated in terms 17 and 2.

Algorithm 3:
TSSM Scheme

Selection of Optimized Controller for

1 Input: Organized light and busy controllers ={Ci;sy},
{Ciigne} obtained from Algorithm 2 ;

2 SOt (B3¢ Suirs Onan)

3 Volume and redundant weight for every controller
below a leader

4 Traffic Matrix: TR = [TRyy]

5  Initialization:TR = [ TRy;y/], Cna = [Cxivi]:0c) Pc

6 repeat

7 Each switch accomplishes its maximum desired
migration.

8 Early migration pair S, 4: Cx; = Cyp;

9 for all controllers do:

10 ifS,: Cyy > Cyp;andYg,, < 0c y- Pcys: Migration
satisfaction fixes do not go against capacity
restrictions.

11 1f migration value (S, C,,) < 0: Take into account the
relative importance of control traffic overhead and
control resource utilization.

12 Put the switch migration choice into operation. S;, —
Cyi ’

13 Update Cyy = [ Cxpvil;

14 endif

15 endif

16 end for

17 Until the switches have not offered any suggestions.

Algorithm 3: Optimization of the Controller for the
TSSM Scheme to Save Migration Costs

The objective of this proposed technique is to generate
effective controllers for TSSM operation. In order to
reduce controller resource utilization and, consequently,
switch migration cost, the optimal controller is selected
based on flow characteristics. Algorithm 3 displays the
Shortest-Feasible Open Flow Path, which is utilized for
the best controller selection. The PIMs of every switch in
the overloaded controller, along with the threshold
level, flow needs, and other details of the controller, are
necessary for this approach. The sort function
organizes a series of flows along each path in ascending
order from lines 3 to 12. A controller that manages
most of the switches along the route is selected and
executed in lines 4-6.

This pseudo-code describes a switch migration
algorithm for SDN controller load balancing:
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1. Identify busy and light controllers
2. Evaluate traffic loads and capacity
3. Iteratively migrate switches from overloaded to
underloaded controllers
4. Ensure migrations don’t violate capacity
constraints
5. Accept migrations only if they improve efficiency
6. Stop when no switch suggests migration
Algorithm 4: Time to Switch Migration Estimating
Segment
1 oner < min (YCX, - d)C_XI) & Alight < maX
(Pcyr— Yg);
1 P .
2 SH « g andSy « g ;
3 foreach S, 4 € Sy;do
4 if 6047 = Agyerthen
1 .
5 S < SqU{sL ki
6 Else
! Sy < SuU S X
8 if Sy, # othen
9 S.a < the final switch of S}1; ;
10 bt =% of Aygne withrespect to Agyer| X (Ly) ;
11 else
12 S,4 «the initial switch of S¥;
13 T « 0thenp « 6&?;
XI XI Y1
14 61(,A,t) < 61(,A,t) -pP and‘SlEA,t) <P
15 return  (Sp4, 7, p);

Algorithm 4: Time to Switch Migration Estimating
Segment

Following the definition of the optimal lightly loaded
controllers (Cy;1, Cyjz,...) in Algorithm 3, Algorithm 4
pairs these controllers with a highly-loaded controller to
achieve three jobs. These tasks are:

i) Selecting a switch from the overloaded controller

ii) Calculating the migration time (t) of the switch, and

iii) Determining numerous PIMs (p) that manage the
lightly loaded controllers

The algorithm divides switch in high-loaded controllers
into two sub-nets, 'Aover' and 'Aunder’, based on their load
levels. If a switch's load exceeds, it is placed in decreasing
order. To reduce the number of migrations (as performed in
lines 8 9), switches positioned near the highly-loaded ones
exactly, the final switch according to the load particular order
are chosen for migration within the subnet. This method is
effective since a small amount of high load from the high-
loaded controllers can be simply moved to the minimally
loaded controllers. The projected migration periods for every
switch are found by the number of packets in messages
created in that switch, the ideal minimally loaded controllers,
and then the switch itself. If Alight is half of Athe over value
and the PIM formation rate remains constant, the switch
migration period should be half the duration specified in
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Equation (3). Line 13 statuses that switch migration initiates
at the beginning of the period when t = 0. Additionally, as
shown in lines 11 and 12, the subnet is assessed for improved
load balancing even when it is not highly loaded, provided
the subnet's switches are empty. This process, utilizing the
optimum controller finding algorithm (Algorithm 3), will
continue till every controller is load stable for every switch
in the time allotment method. After this, Algorithm 2 will be
applied once more.

Materials

Time domain simulation analysis is used to calculate
the achievement of the suggested switch migration
technique. The ONOS platform serves as the test
platform, as shown in Figures 3-4, and the experimental
network, which has 24 switches and 7 controllers, is
designed using a hierarchical DSC architecture.

p
(| Time sharing switch migration
scheme

TS5Mis
C
‘\\‘7 ,,/“

End

Start
Complete whole switch migration
from overloaded controller to
lightly loaded controller

|
Optimal placing of the
controllers through
deep leaming

4
Locating the lightly

Locating the overloaded | |
‘ controllers
loaded controllers

-
=

Sorting the overload controller in
deareasing order
+
Sorting the lightly-loaded
controller in the decreasing order

Algorithm 1

Algorithm 2

Algorithm 3

Algorithm 4

Fig. 3:  Relationships between the enhanced TSSM scheme
algorithms
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Fig. 4: The network topology utilized by the platform for the
simulated test
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As a result, one controller is served by a leader,
overseeing the remaining six controllers in the network.

This leader does not contribute to switching
organization; instead, the six secondary controllers are
responsible for managing their respective switches within
their subnet. The test platform indicates that the 200-
second simulation is divided into 40 segments. Each
secondary controller can process 640,000 PIMs at 5-
second intervals.

Furthermore, each controller has a fixed capacity of
512,000 PIMs per month, allowing it to handle a total of
3.072 million PIMs per period. There are three levels of
switch loads: Low, medium, and large. Under light stress,
each switch generates approximately 13,600 PIMs per
second, while under medium load, it generates around
26,800 PIMs per second. Nonetheless, a switch is deemed
to be a heavy load if it produces more than 40,800 PIMs
per second. The entire controller's affordable load, or
roughly 48% of the total controller's affordable load, is 1.6
106 PIMs per period. Switches are loaded lightly. The
entire load, however, is 4.808 106 PIMs per period if all
switches are considered heavy loads, which is far more
than the total controller's affordable load.

Results and Discussion

In this proposed work, the simulation begins with a
modest load on all switches to evaluate the effectiveness
of the switch migration approach. The c-bench technique
is employed to gradually increase the load on the switches
throughout the simulation. At the sixteenth second, eight
switches (S2, S5, S11, S12, S15, S18, S21, and S24) are
generating 26,800 PIMs/s. Meanwhile, the remaining six
switches (S13, S14, S16, S17, S19, and S20) are
processing 40,800 PIMs/s, and the ten switches (S1, S3,
S4, S6, S7, S8, S9, S10, S22, and S23) are producing
approximately 13,600 PIMs/s concurrently. Switch
migration must therefore take place utilizing both the
conventional (full switch) and TSSM techniques, with the
overall controller burden being 3.0176 106 PIMs each
period. The performance of the proposed method is
evaluated using three examples:

(1) Controller workloads
(2) Overload events
(3) Consumption of the resource controller

As mentioned earlier, every controller has the capacity
to process up to 512,000 PIMs per period. A controller is
considered overloaded if it processes more than 102,400
PIMs per second. This test examines two standard
techniques:

(i) Open-Flow
(i) TSSM schemes

The test outcomes are associated with the suggested
methodology for estimating efficiency.
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Fig. 5: Controller workload comparison: (a) Open-Flow
approach, (b) traditional TSSM, and (c) the suggested

approach
(@  Open-Flow approach
(b) traditional TSSM
(c) the suggested approach

Based on PIMs produced in the switches, Fig. 5a
shows that controllers C4 and C5 are severely overloaded
since the migration of the switch is not carried out using
the Open-Flow technique. C4, C5 controllers are required
to manage roughly 745,600 PIMs every period during this
time, surpassing their maximum capacity of 640,000
PIMs/S period. This leads to unexpected challenges in the
networking domain. As shown in Figure 5b, the TSSM
system divides the workload among the controllers using
time-sharing migration and makes sure that every
controller is below its threshold limitations. Additionally,
the test results do not show the Ping-Pong issue, which is
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characterized by no high leaps and often communicated
switches being handled as nil. The test results for the
proposed switch migration technique are displayed in Fig.
5¢. Load sharing between controllers is far flatter than in
the TSSM scheme; that is, practically all controllers share
a similar load, increasing efficiency and lowering
maintenance or downtime.

Amount of High-Load Scenario

In this evaluation, it is crucial to assess the migration
techniques of the switch performance since it counts the
number of times the controllers experience overload over
the course of 200 seconds. A comparison of overload
occurrence for each of the three ways is shown in Figure
6. Because there is no switch migration action, it shows
that the Open Flow approach has resulted in numerous
overload events. As a result, during the specified period,
controllers C4 and C5 experience heavy load and are
completely overloaded, while [C1, C2, C3, and C6]
controllers remain lightly loaded.

This examination is crucial for assessing the
effectiveness and migration technique of the switch, as
it measures how many times the controllers experience
overload over a 200-second period. Figure 6 illustrates
the frequency of overload occurrences for each of the
three methods. The lack of switch migration action
shows that the Open Flow approach results in a
considerable number of overload events. As a result,
during this period, controllers C4 and C5 are heavily
loaded and completely overloaded, while controllers
[C1, C2, C3, and C6] remain in a light-loaded state. This
situation can arise if the lightly loaded single converters
cannot support the demand, leading to a high load-
sharing requirement on the overloaded controller. In
contrast, the suggested approach reduces superfluous
processing and overload scenarios while choosing more
efficient controllers based on load sharing.

Controller Resource Consumption

This test evaluates the resource consumption of the
controller to assess the migration costs associated with
switch migration schemes. The number of controllers and
switches used is described by controller resource usage. It
should be mentioned that the cost of switch migration is
reduced when the number of controllers connected to the
switches is kept to a minimum. Open-Flow is not included
in this assessment study since it is not carried out during
the switch migration event. The typical TSSM has a lower
migration cost than other switch migration techniques.
However, it is higher than the suggested switch migration
technique because the latter optimizes controller resource
consumption and switch migration costs by choosing the
right controllers to share the workload. The switch
migration strategy's control resource utilization is shown
in Figure 7.
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The recommended switch migration strategy reduces
switch migration expenses by about 33% in comparison

to the traditional TSSM system. Table 1 shows how
effective the suggested approach is overall when
compared to the current approaches.

Conclusion

This proposed work addresses the issue of high switch
migration costs in the traditional TSSM strategy by
selecting several optimal target controllers during the
time-sharing phase. It employed a shortest-feasible open
flow path algorithm method to identify the optimal
controllers based on flow characteristics. Additionally,
the ping-pong controller problem has been resolved by the
proposed switch migration technique, which offers TSSM
advantages. The ONOS platform was utilized to assess the
study's performance, revealing the proposed improved
TSSM method. This improvement was evident in
workload sharing, controller resource usage, and the
frequency of overload incidents. Specifically, the
modified TSSM reduced controller resource utilization by
33% compared to the standard TSSM. By minimizing the
ping-pong issues between the controllers and optimizing
the migration cost, the suggested paper enhances load
balancing. However, in certain cases, choosing the
controllers based on flow characteristics increases the
calculation time (i.e., memory). Deep learning methods
may be used in the future to speed up processing and
reduce migration costs. Even though the proposed method
has a lot of merits, it has a limitation of high
computational time during switch migration.

Table 1: Evaluation of the suggested method's efficacy in comparison to current approaches

Load Balancing Strategy OpenFlow Time Controller Ping-  Switch Migration
Complaint Sharing pong difficulty Cost
(Cui et al., 2018) Switch Migration Y N Y High
(Hu et al., 2019) Switch Migration Y N Y High
(Hu e al.,2012) Switch Migration Y N Y Medium
(Lai et al., 2022) Switch Migration Y Y N Medium
Proposed Method TSSM-Switch Migration Y Y N Low
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