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Abstract: Improving the effectiveness of security systems without slowing
them down is a major challenge in cybersecurity. Many methods have been
explored for detecting anomalous behaviour in network data, with fuzzy set-
based approaches standing out for their potential. The Internet of Things
(1oT) consists of many connected devices that constantly generate large
amounts of data and perform tasks in real time. Because they are always
online, these devices are especially vulnerable to cyberattacks. Detecting
such malicious activity considered anomalies in the data is a key research
issue. Picture Fuzzy Sets (PFSs) offer a robust means to deal with the
uncertainty, vagueness, and imprecision found in loT data. PFSs are
constructed on Intuitionistic Fuzzy Sets (IFSs) by introducing a neutrality
component, in addition to membership and non-membership values. In this
paper, we propose a method based on Picture Fuzzy C-Means (PFCM)
clustering to detect anomalies in 10T data. This method is an improved
version of the traditional Fuzzy C-Means (FCM) algorithm and is better
suited to handling the multifaceted uncertainty in 10T environments. We also
evaluate the computational efficacy through complexity analysis.
Experimental results using real-world datasets, NSL-KDD and SAB, show
that the detection rate and accuracy improve by up to 10% compared to the
k-means algorithm, 5% compared to FCM, and 3% compared to the
Intuitionistic Fuzzy C-Means (IFCM) algorithm, demonstrating the superior
efficacy of our approach.

Keywords: 10T System, 10T Anomalies, Detection of Anomalies, Canberra
Distance, Picture Fuzzy Sets (PFS), Positive Membership Degree, Negative
Membership Degree, Neutral Membership Degree, Picture Fuzzy C-Means
(PFCM) Clustering Algorithm

Introduction

Anomaly detection within the Internet of Things (IoT)
ecosystem has become an increasingly critical component
of cybersecurity, primarily due to the rising frequency of
unauthorized access and cyberattacks (Alsaedi et al.,
2020). With the widespread adoption of 10T devices, there
has been an exponential surge in data generation, making
these devices attractive targets for malicious actors. As a
result, ensuring information security particularly through
effective anomaly detection has gained significant
importance. ldentifying anomalies in loT data has
numerous practical applications, such as fault diagnosis,
fraud prevention, predictive maintenance, and system
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monitoring. In scenarios where consistent and dependable
responses are unavailable, anomaly detection can provide
valuable insights. To tackle these challenges, this work
introduces reliable approaches for detecting anomalies in
loT environments.

The 10T refers to a network of interconnected devices
embedded with computing and communication
capabilities, enabling them to perform a variety of tasks
autonomously (Sethi and Sarangi, 2017). The primary
objective of loT is to enrich and personalize user
experiences by facilitating seamless interaction with
physical objects. 10T has driven major technological
advancements across diverse domains such as agriculture,
smart cities, healthcare, transportation, retail, and
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logistics. Sethi and Sarangi (2017) described it as a global
infrastructure, integrating the cyber and physical worlds
based on existing systems and early-generation loT
technologies.

Nowadays, 10T devices have become deeply
integrated into everyday life. In agriculture, they support
applications such as precision farming, livestock
monitoring, and smart irrigation systems (Kopawar and
Wankhede, 2024). In healthcare, 10T enables solutions
like remote patient monitoring, heart rate and mood
tracking, ingestible sensors, and robotic surgery (Atadoga
et al., 2024). In education, it supports innovations such as
distance learning, smart classrooms, attendance
automation, augmented reality, and adaptive learning
platforms (Dake et al., 2023). Additionally, 10T is widely
applied in areas including smart cities, home automation,
transportation, supply chain  management, and
manufacturing (Masmali et al., 2023). Given their
constant connectivity to the Internet and to each other, loT
devices are particularly vulnerable to malicious actors.
Therefore, implementing robust security mechanisms is
essential to prevent and detect intrusions within these
interconnected environments.

Several approaches have been proposed to address the
aforementioned problem, among which clustering-based
anomaly detection of l0T data is a prominent method (Teh
et al., 2021; Ren et al., 2009). Clustering is widely
recognized as an effective technique for uncovering
patterns and understanding data distribution within
datasets (Mazarbhuiya and Abulaish, 2012; Shenify and
Mazarbhuiya, 2023), and it has been extensively applied
in the context of anomaly detection. For instance, Ren et
al. (2009) introduced a fuzzy c-means clustering approach
for detecting anomalies in mixed-type data. Mazarbhuiya
et al. (2019) developed an agglomerative hierarchical
clustering algorithm for anomaly detection in network
traffic, using the Canberra metric measure as the distance
formula (Lance and Williams, 1966; 1967; Clifford and
Stephenson, 1975; Emran and Ye, 2001). A hybrid model
combining both partitioning and hierarchical techniques
was proposed by Mazarbhuiya et al. (2020) to handle
anomalies in mixed datasets. Additionally, Mazarbhuiya
(2023) presented a hybrid method that integrates rough set
theory with a density-based clustering technique for
detecting anomalies in high-dimensional 10T data. A two-
phase approach that incorporates both partitioning and
hierarchical clustering, while also considering the
temporal characteristics of real-time data, was introduced
by Mazarbhuiya and Shenify (2023a). Further related
works can be found in (Mazarbhuiya et al., 2023;
Alguliyev et al., 2017; Hahsler et al., 2019; Song et al.,
2017; Alghawli, 2022; Younas, 2020; Thudumu et al.,
2020; Habeeb et al., 2019; Wang et al., 2022; Halstead et
al., 2023; Zhao et al., 2021; Chenaghlou et al., 2018;
Firoozjaei et al., 2022; Mazarbhuiya, 2023), highlighting
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the ongoing interest and development in this area.
Notably, Chen et al. (2022) explored insider threats,
which pose significant cybersecurity challenges for
industrial control systems. An online anomaly detection
method using random forests was presented by Zhao et al.
(2018), offering a real-time solution. Finally, Samara et al.
(2022) provided a comprehensive review of various
anomaly detection techniques applicable to 10T systems.

Many of the existing algorithms proposed in the
literature exhibit certain limitations, particularly in
effectively detecting anomalies within 10T data. However,
incorporating fuzziness into clustering techniques can
help overcome several of these challenges for the
following key reasons. First, fuzzy clustering enables data
points to belong to multiple clusters simultaneously,
which is advantageous when dealing with complex data
structures, ambiguity, or overlapping class boundaries.
Second, it demonstrates greater resilience to noise and
anomalies, as the transition between clusters occurs
gradually rather than abruptly. Third, fuzzy clustering
provides a more detailed representation of the association
between data points and clusters, offering a richer and
more nuanced understanding of the data’s inherent
structure. Wang et al. (2021) introduced a novel algorithm
that incorporates Mahalanobis distance to enhance the
accuracy of intrusion detection. Harish and Kumar (2017)
proposed a fuzzy c-means clustering method for network
intrusion detection, utilizing principal component analysis
to select the most discriminative features. Related
research efforts can also be found in (Gustafson and
Kessel, 1978; Haldar et al., 2017; Zhao et al., 2015;
Ghorbani, 2019; Shenify et al., 2024; Zadeh, 1978)
introduced the concept of fuzziness into mathematics by
defining Fuzzy Sets (FS) based on membership degrees.
This foundational idea led to the development of the
mathematics of fuzziness, which has since been applied
across nearly all domains of human knowledge. In
response to real-world challenges, numerous extensions,
generalizations, and variations of fuzzy sets have been
proposed. One such extension is the Intuitionistic Fuzzy
Set (IFS), introduced by Atanassov (1983), which
incorporates both membership and non-membership
degrees. Building on this, Cuong (2014) proposed the
Picture Fuzzy Set (PFS), which further includes a degree
of neutrality alongside membership and non-membership
degrees.

Fuzzy sets (Zadeh, 1978) and their extensions
(Atanassov, 1983) have been effectively employed in
various applications, particularly in clustering and
anomaly detection (Ren et al., 2009; Mazarbhuiya and
Abulaish, 2012; Wang et al., 2021; Harish and Kumar,

2017; Gustafson and Kessel, 1978; Zhao et al., 2015;
Ghorbani, 2019; Shenify et al., 2024; Bezdek et al., 1984;
Butkiewicz, 2012; Chaira, 2011; Chaira and Panwar
2014; Thong and Son, 2016). For example, an IFS-based
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hierarchical clustering algorithm was proposed by Xu
(2009), leveraging traditional hierarchical clustering and
intuitionistic fuzzy aggregation operators to cluster IFSs.
(Xu and Wu, 2010) introduced the Intuitionistic Fuzzy C-
Means (IFCM) algorithm, which extends the well-known
fuzzy c-means method by incorporating distance
measures specific to IFSs (Szmidt and Kacprzyk, 2000;
Xu, 2007). Additionally, a hybrid method combining
rough set theory and IFSs was proposed by Mazarbhuiya
and Shenify (2023b) to detect anomalies in network data.
This approach used the o-relation, based on the
correlation coefficient of IFSs, to generate intuitionistic
fuzzy rules.

As the demand for intelligent and autonomous systems
grows particularly within the loT domain, which
continuously generates massive amounts of data marked
by high volume, velocity, variety, variability, veracity,
value, time-sensitivity, location-awareness, and a highly
unstructured, semi-structured, and heterogeneous nature
applying clustering algorithms like FCM and IFCM
becomes increasingly challenging (Shenify et al., 2024).
The clustering performance of FCM is often limited due
to its reliance on classical fuzzy sets, which struggle with
accurately modeling membership, hesitancy, and the
vagueness of prototype parameters. Recent studies
explored numerous cutting-edge models for anomaly
detection. A Variable Temporal Transformer model Kang
and Kang (2024) leveraged self-attention mechanisms to
capture temporal dependencies among variables. An
inclusive study by Carletti et al. (2025) examined two
Graph Neural Networks for node anomaly detection in
large-scale 10T traffic datasets. Hendaoui et al. (2025)
proposed a machine learning model for efficient and
privacy-preserving intrusion detection in 10T networks. A
clustering-based outlier detection algorithm Huang et al.
(2023) utilized mutual information matrices, spectral
clustering, and Local Outlier Factor to identify anomalies.
Iglesias Vazquez et al. (2023) evaluated eight
unsupervised outlier detection methods for streaming
data. Additionally, an approach proposed by Retiti Diop
Emane et al. (2024) combined Graph Convolutional
Networks with the DBSCAN algorithm to detect
anomalies in graph-structured data.

Although existing approaches tried to address some of
the aforementioned issues and improve clustering quality
to a certain extent, their effectiveness remains limited. So,
the challenges still exist in this area. For example, 10T
data generated from multiple heterogeneous sources is
often noisy, imprecise, and overlapping, with high levels
of uncertainty, ambiguity, and wvagueness. Existing
approaches such as k-means, FCM, IFCM, etc. (Zhao et
al., 2021; Mazarbhuiya, 2023; Wang et al., 2021; Harish
and Kumar, 2017; Zhao et al., 2015; Atanassov, 1983) can
only handle crisp or mildly fuzzy boundaries, making
them inadequate for modelling such high uncertainty.
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Secondly, the existing fuzzy approaches primarily rely on
the membership or at most non-membership aspects;
however, the 10T data may also contain neutral states,
which were not taken into consideration by any of the
existing approaches. Finally, the 10T data are often high-
dimensional, complex, and non-uniform. Mazarbhuiya et al.
(2020); Mazarbhuiya (2023) tried to address these issues
to a limited extent.

In spite of several efforts, the literature does not have
a unified solution that can efficiently address the highly
uncertain nature of loT datasets, such as positive
membership, negative membership, and neutral
membership. Although FCM is widely used, it lacks the
ability to handle negative and neutral memberships. IFCM
tried to improve this by adding a degree of hesitation, but
it still lacks a comprehensive mechanism for neutral
responses that often exist in any loT environment.
Moreover, none of the existing studies systematically
explored the application of PFSs to loT anomaly detection
by incorporating all three aspects of uncertainty, despite
their robust theoretical potential. The PFS framework
Cuong (2014) extends fuzzy sets and IFSs by
incorporating a degree of neutral membership along with
a positive membership and a negative membership.
Therefore, it can be appropriate for 10T data, as the data
might either be partially perceived or be ambiguous, and
some data instances' behaviour is precisely neither normal
nor anomalous.

Motivated by these challenges, this paper aims to
develop a novel fuzzy clustering approach for loT
anomaly detection using Picture Fuzzy Sets (PFSs), with
the goal of achieving higher clustering quality compared
to both FCM- and IFCM-based approaches.

The objectives of this paper are outlined as follows:

First, a distance formula based on the Canberra
metric (Lance and Williams, 1966; Lance and
Williams, 1967; Clifford and Stephenson, 1975;
Emran and Ye, 2001) is defined for Picture Fuzzy
Sets (PFSs)

Second, building on this distance measure, we
propose a novel fuzzy clustering method termed the
PFCM algorithm to generate soft picture fuzzy
clusters from loT data

Third, a comparative analysis is performed against
existing clustering techniques, specifically FCM and
IFCM, to evaluate the effectiveness of the proposed
approach

Additionally, the time complexity of the PFCM-based
approach is computed. The proposed PFCM algorithm is
implemented and tested using MATLAB, with
experiments conducted on the NSL-KDD and Skoltech
Anomaly Benchmark (SAB) datasets. The results
demonstrate that the PFCM-based method significantly
outperforms both FCM and IFCM approaches.
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Related Work

Anomaly detection in the loT ecosystem is found to be
an important aspect of cybersecurity, mainly because of
the huge increase in unauthorized activities and
cyberattacks (Alsaedi et al., 2020). The loT talks about a
network of interconnected devices armed with computing
and communication capabilities, allowing them to
autonomously perform a wide range of tasks (Sethi and
Sarangi, 2017). The primary objective of the IoT is to
enrich and personalize user proficiencies by enabling
seamless interaction with physical objects. 10T has driven
major technological advancements across a wide range of
domains, including agriculture, smart cities, healthcare,
transportation, retail, and logistics. Often considered a
worldwide infrastructure, 10T links the physical and
digital worlds by incorporating the existing systems and
earlier generations of 10T technologies (Sethi and Sarangi,
2017). Nowadays, 10T devices are integrated into almost
every aspect of our daily life, such as agriculture
(Kopawar and Wankhede, 2024), healthcare (Atadoga et al.,
2024), education (Dake et al., 2023), manufacturing
(Masmali et al., 2023), and many more. Detecting
anomalies in such applications is the most challenging
research area of cybersecurity.

Several anomaly detection techniques have been
successfully implemented in many loT environments, and
clustering-based approaches are among them. (Teh et al.,
2021) proposed an unsupervised feature selection
framework for anomaly detection in time-series data.
(Ren et al., 2009) proposed an FCM-based approach for
the intrusion detection of network data. Mazarbhuiya and
Abulaish (2012) proposed a novel agglomerative
hierarchical technique for the clustering of period patterns
in transaction data. Mazarbhuiya and Shenify (2023c)
proposed a similar clustering approach for the clustering
of documents. Mazarbhuiya et al. (2019) proposed an
agglomerative hierarchical clustering approach for the
detection of anomalies in network data. Mazarbhuiya et al.
(2020) proposed a hierarchical classification approach
using the Canberra metric, which is superior to the
clustering approach for quantitative data. Similar works
using the Canberra metric were also reported in (Lance
and Williams, 1966; 1967; Clifford and Stephenson,
1975; Emran and Ye, 2001). A hybrid approach consisting
of rough set theory and density-based clustering for
anomaly detection in high-dimensional data was reported
by Mazarbhuiya (2023). A two-phase method using both
partitioning and hierarchical clustering for real-time
anomaly detection was proposed by Mazarbhuiya and
Shenify (2023d).

Mazarbhuiya and Shenify (2023a) employed a real-
time anomaly detection approach using rough set theory,
a dynamic k-means clustering algorithm, and an interval
superimposition-based subspace clustering approach.
Alguliyev et al. (2017) proposed algorithms for clustering
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and anomaly detection, taking into account the
compactness and separation of clusters. Hahsler et al.
(2019) proposed an implementation of the DBSCAN
clustering algorithm using R. An anomaly detector based
on a hybrid semi-supervised approach consisting of a deep
autoencoder and an ensemble k-nearest neighbor graphs
was proposed by Song et al. (2017). Alghawli (2022)
proposed a method consisting of components based on
entropy analysis, signature analysis, and machine learning
for anomaly detection in telecommunication traffic. An
anomaly detection using data mining techniques was
discussed by Younas (2020). A couple of methods
addressing real-time and online anomaly detection in
high-dimensional big data using supervised or semi-
supervised approaches were discussed in detail in many
of the recent research works.

Firoozjaei et al. (2022) conducted a detailed study
about the foundation for cyber risk assessment for
Operational Technology (OT) systems. An anomaly
detection technique using a neighbourhood rough set-
based classification approach was discussed by
Mazarbhuiya (2023). Chen et al. (2022) made a
comprehensive review of insider threat detection in cyber-
physical systems. A random forest-based online anomaly
detection approach was proposed by Zhao et al. (2018).
Samara et al. (2022) provided a detailed review of various
anomaly detection approaches for 10T systems. Wang et al.
(2021) proposed a Mahalanobis distance-based clustering
approach for intrusion detection. A principal component
analysis-based FCM approach for network intrusion
detection by selecting the most discriminative features for
the intrusion detection was discussed by Harish and
Kumar (2017). Similar research was reported in many
recent articles. An IFS-based hierarchical clustering
algorithm was proposed by Xu (2009); Xu and Wu (2010)
proposed an Intuitionistic Fuzzy C-Means (IFCM)
algorithm incorporating the distance measures specific to
IFSs (Szmidt and Kacprzyk, 2000; Xu, 2007). A hybrid
method combining rough set theory and IFSs was
proposed by Mazarbhuiya and Shenify (2023b) to detect
anomalies in network data.

A Variable Temporal Transformer model was
proposed by Kang and Kang (2024), which uses the self-
attention mechanism of transformers to understand the
temporal dependencies and relationships among
variables effectively. Carletti et al. (2025) proposed an
inclusive study in a realistic setup of two Graph Neural
Networks designed for node anomaly detection and
applied to large-scale 10T network traffic datasets. A
machine learning-based framework for intrusion
detection on loT networks was proposed by Hendaoui et al.
(2025) that analyzed the data more efficiently and
privately. Huang et al. (2023) proposed an innovative
clustering-based outlier detection algorithm that
computes a mutual information matrix between features,
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partitions the attribute set using reduced spectral
clustering, applies the Local Outlier Factor within each
subset, and aggregates the scores to detect the anomalies.
Iglesias Vazquez et al. (2023) conducted a comparative
study of eight unsupervised outlier detection methods
for streaming data. Retiti Diop Emane et al. (2024)
proposed a new method by incorporating Graph
Convolutional Networks with the DBSCAN algorithm to
detect anomalies in graph-structured data.

Preliminaries

Below, we present some important terms and
definitions used in this paper.

Definition 2.1 (Lance and Williams, 1966; 1967)

Let X = (X4, X3, -, Xp) aNd Y = (y4,¥3, -, V) be two
vectors, then the Canberra distance between X and Y is
given by:

d(X, Y) — Zn |xi=il

=1 x|+ Lyl

@

Definition 2.2 Fuzzy Set (Zadeh, 1978)

Let X={X1, X2,...,Xn} be the universe of discourse. A
fuzzy set, A on X, is characterized by:

A={(Xi, pa(x)); x;€X,i=1,2,..,,n} 2

Where u,: X—[0, 1], the membership function, gives
the grade of membership of each element x; X in A.

Definition 2.3 Intuitionistic Fuzzy Set (Atanassov,
1983)

Atanassov (1983) proposed the definition of an
Intuitionistic Fuzzy Set (IFS) A on X as:

A={(x; ua(x), va(x)); x;€X,i=1,2,..,n} 3)

Where p,: X—[0,1] and v,;: X—[0,1] are the
membership function and non-membership function of
the fuzzy set A, respectively, satisfying the condition 0
<puu(x)+ vy(x)< 1 for every x;eX. Obviously,
my, (%) =1 — pa(x;) +v4(x;) is the degree of hesitation
of x; eX.

Definition 2.4 Distance Measure on IFSs

Let IFS(X) be the collection of all IFSs on X= {xu,
X2,Xn}. A distance measure is a real-valued function
dc: TFS(X) X IFS(X) — R defined by:

[va, (x)=va, (x|
va, (X)) +va, (x)

c _lon [l Gd—pa, ()]
d°(44,4;) = n =1 G i, (o)

|m1(xi)—m2(xl')|] V Ay, A,elFS(X)

A, () +74, (1)

4)
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Definition 2.5 Picture Fuzzy Set (Cuong, 2014)

A PFS (Cuong, 2014) A over X= {Xi, Xz,... ,Xn} IS
defined as:

®)

With a,(x;) € [0,1] is the degree of positive
membership, and B, (x;) € [0, 1] is the degree of neutral
membership and y,(x;) € [0, 1] is the degree of negative
membership satisfying the condition a,(x;) + B,(x;) +
yalx;)) <1 for every x;eX. Also, p,(x;)=1-—
(ay(x) + Ba(x;) +ya(x;)), is the degree of refusal
membership of x; € X.

A={(x;; aq(x;), Ba(xi)va(xp)); x;€X}

Definition 2.6 Distance Measure on PFSs

Let PFS(X) be the collection of all PFSs on X (discrete
or continuous), then we define a metric measure on
PFS(X) as follows:

For the discrete case:

|Bay (x)—Bay (x1)|
|Ba, (x| +]Bay ()|

V Ay, A,ePFS(X)

laa, (x)-aa, (x|
|@ay (x| +|@a, Cxo)|
|4, () —pa,y (xi)|
|04, )| +|pay )|

1
d®(A,4;) = 7 ?:1 [

[Va, () —Va, (x|
[Va, @] +|va, x|

(6)
For the continuous case (taking X = [a, b]):
|Ba; ()=Ba, )|

1By COF+Bay O]
] dx, V Ay, A,ePFS([a,b])  (7)

|aa;()-aa, @)
ap, )|+ aa, )|
|04, (O)—pa, )|
[pa, COl+|pay (0

¢ 1 b
@A) = = 1),
[ya;00-va,0)|
[Va, COl+|va,®)]

Obviously, in both cases, 0 <d(4;,4,) < 1. (8)
Definition 2.7
Each loT data instance consists of n measured

variables grouped into an n-dimensional vector Xi = [Xi,
Xi2,...,Xin], Xi€R". A set of N data instances is given by X=
{Xi; i=1, 2,....N} and is expressed as Nxn matrix as
follows:

Xll X12 - Xln

X X21 X22 . XZn (9)
Xy Xnz o Xwn

Proposed Algorithm

In this section, a picture fuzzy c-means clustering
algorithm for the detection of 10T anomalies is presented.
Suppose that there is an 10T dataset X consisting of N data
instances of dimension n. Our aim is to devise X into ¢
clusters, each of which is PFS, satisfying the following
objective function:
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Minimize (J) =

mgc 2
P i1 (u,—,-(Z - Yii)) d*(X,, Vi) + P i Bij(lo.gﬂij + Yij) (10)

Subject to the constraints:

Zf=1( aij(z - Yij)) =1 (12)
Yj-1 (ﬁij + ?) =1 (13)

Fori=1,...Nandj=1,...,c.

The first term of Equation (10) tries to minimize the
distance between each loT data instance X; with V;
Vi=l,2,..,Nandj=12,...,c. The distance function
d°(X,V;) is weighted by a;; and another factor y;;
v,i=1,2,...,Nand j=1,2,...,c. The exponent m and
de(x, V]-)2 control the influence of distance on the
objective function (10). The second term of (10) involves
the weights B;; and y;; Vv, i=1,2,..., N,and j=1.2,..., c,
which control the membership of each 0T data instance
to the picture fuzzy clusters. This term includes linear and
logarithmic components to adjust the membership.

This inequality (11) ensures that the total membership
of an 10T data instance X; across the three components
a;;, Bij, and y; for a given cluster with cluster-mean V;
cannot exceed 1 Vi=l,2,..., Nand j=1,2,..., ¢, wWhich
stops over-assignment of an 10T data instance to multiple
components.

The inequality (12) ensures that the sum of the
weighted membership of an 10T data instance X; across
all the ¢ clusters equals 1, which is a customary restriction
in a fuzzy clustering, meaning each loT data instance must
belong to multiple clusters with partial membership.

The inequality (13) guarantees that the weighted sum
of the parameters B;; and y;; is normalized across all
clusters, which ensures the proper distribution of all the
loT data instances across the clusters.

Using the Lagrangian method, the solution of the
optimization problem (10) subject to (11-13) is obtained
as follows:

Yij = 1- (aij + Bl]) — (1 — (aij + Bij)a);
i=1,,Nj=1c) (19

The above Equation (14) provides the value of
YV, i=1,2,...,N,and j=1,2,..., ¢, which represents the
degree of neutral membership of an loT data instance
X;,i=1,2,..., N, with respect to cluster V;, ;/=12,...,c.
The parameter a controls the adjustment of the degree of
neutral membership y;;, which is adjusted based on
a;; and B;;:
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1 . .
—i=1,.,Nj=1,c
d€(XyVj\m—1

y (15)

S

Equation (15) computes the degree of membership a;;
of 10T data instance X;, i=1, 2,..., N in cluster with mean
V;, j=1,2....,c. The distance d°(X;,V;) between the X,
and V; is raised to an exponent controlled by m. So, the
equation (15) influences the degree of membership based
on the relative distances between clusters:

Bij =

e Vi

1 , ,
oTa (1 —;melyik)l =1,..,Nj=1,..,c (16)

Equation (16) calculates the non-membership degrees
Bij, which controls the degree of membership of
X, i=1,2,..., N to cluster V;, j=1,2,..., c based on the
degree of neutral membership y;;. The exponential decay
function involved in the term ensures that the degree of
neutral membership has a decaying effect on the non-
membership, and the term involving
Yir, =1,2,...,N, k=1,2,..., c adjusts for the whole neutral
membership across all clusters:

2N (ayC-yp))™X;

V, = Jj=1,..
I 78N a2y

,C 17
Equation (17) computes the new cluster mean V; for
the j th cluster as a weighted average of the loT data
instances. The weights are determined by the values of
a;j, Bij, and y;;, which indicate how strongly each loT
data instance belongs to or does not belong to the cluster
and how neutral it is. With the help of the equations (14-
17), the steps of the picture fuzzy c-means (PFCM)
clustering algorithm (Thong and Son, 2016) for the
detection of 10T anomaly are described as follows:

Picture Fuzzy c-Means (PFCM) Clustering Algorithm

Given dataset X as expressed using (9).

Initialize: ¢ (number of clusters), m > 1 (weighting
exponent), and &> 0, terminating threshold.

Randomly initialize: e;;, B;j, and y;; subject to the given
constraints

for each iteration k =1, 2,

Stepl: Compute cluster mean V](.k),jzl,z,...,c using

equation (17).

Step2: Compute d¢;*®

0 = d°(x,, V{Y), i=1,.N, j=1,...,C.
Step3: Update a;;, B, and y;; using the equations (14-
16) subject to the conditions (11-13).
Step4: Compute cluster mean ViV, j=1,2,.., c
. (k+1) _ (k+1) __(k+1)
Step5: Update V; =[vy v,
equation (17).
Step6: if VO-V&+D )/ < ¢ then go to Step6
else let k:=k+1, go to Stepl.
Step7: End.

. ] using
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Here, each cluster in the final output cluster set is a
PFS consisting of IoT data instances along with a positive
membership degree, a neutral membership degree, and a
negative membership degree. A data instance that does
not belong to any of the clusters or belongs to all the
clusters with low positive membership value, high neutral
membership value, and high non-membership value can
be considered an anomaly. The flowchart of the PFCM
clustering algorithm is shown in Fig. 1.

Complexity Analysis

The PFCM clustering algorithm computes the
positive, neutral, and negative membership values in
constant time, so the complexities of such computations
are O (1), O (1), and O (2).

[ Pre-process loT dataset ]

v

[ Initialize ¢, m > 1, ¢> 0, terminating threshold, cluster-
[ Randomly choose picture fuzzy ]

If (sum(a;;, Bijn vii)) <1

yes

membership values (a;;, Bij, Yij)

(F) . _
v )=

compute cluster mean
: k
compute distance dfj( )

v

Update a;;, B;j, and y;; ]

[ compute v** ]

v

1,..,c

n|
@D
P
k)
1
=~
i
=

k+1 k+1 k+1 k+1
[ computeV} )=[v§ ),vg ),...vﬁ )]

)

no

W

yes
[ ]

Output clusters

Fig. 1: Flowchart of the PFCM Clustering algorithm
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The initialization step takes O(c-N-n), where c is the
number of clusters, N is the number of data instances, and
n is the dimension of the loT dataset. The distance
computation also takes constant time. As a result, in each
iteration, updating the membership values and cluster
centroids requires O (¢:N-n + ¢:N-n + ¢:N-n + ¢:N-n),
while the convergence check requires O(c). Therefore, the
total time complexity per iteration is O(c:N-n + ¢c:N-n +
¢:N-n + ¢:N-n + ¢:N-n + ¢) = O(c-N-n). If t represents the
number of iterations, the overall computational
complexity of PFCM is O(t-c:N-n). Assuming c is small
and negligible, t = O(N), and n < N, the worst-case time
complexity of the PFCM algorithm is O(N?n). This
shows that the proposed algorithm operates in quadratic
time with respect to the dataset size and linear time with
respect to the dataset's dimension.

Results and Discussion
Experimental Analysis and Results

To find the efficacy of the proposed approach, the
following two well-recognized datasets are employed.

NSL-KDD dataset: This is a refined version of the
synthetic dataset KDDCup’99 (Stolfo et al., 1999),
constructed by removing the duplicates and redundant
instances and extensively used for benchmarking and
evaluating intrusion detection systems. The dataset is divided
into normal and attack traffic. The attack traffic is further
categorized into several types, such as:

DoS (Denial of Service)

Probe (Scans or Reconnaissance)
R2L (Remote to Local)

U2R (User to Root

It has around 147,000 data instances (normal or
anomalous) with 41 features.

Skoltech  Anomaly Benchmark (SAB) (Katser and
Kozitsin, 2020): The dataset was developed by the
Skolkovo Institute of Science and Technology (Skoltech)
to support research in anomaly detection, specifically
within the areas of network security and system
monitoring. SAB offers well-defined evaluation metrics
to assess anomaly detection models, which usually consist
of the following:

e Precision: The proportion of correctly identified
anomalies

e Recall: The proportion of actual anomalies that are
successfully detected

e F1-Score: A measure that balances precision and recall

The datasets NSL-KDD and SAB cannot be used
directly as input to the proposed method. So, we apply the
following preprocessing steps to make them well-suited
for the proposed applications. The steps are as follows:
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¢ Data cleaning: This step is intended to remove duplicate
or inconsistent entries from the dataset. Since the NSL-
KDD dataset is a refined version of the KDD Cup'99
dataset (Stolfo et al., 1999), it does not contain duplicate
or inconsistent entries, and therefore, data cleaning is
not required. However, for the SAB dataset, this step is
necessary to address missing sensor values, which are
handled using interpolation or statistical measures such
as the mean, median, or mode

Normalization: This step is necessary to minimize the
dominance of any particular feature or attribute. It has
been performed using the well-known min-max
normalization technique

Feature selection: Since the entire dataset is being used,
feature selection is not required

Fuzzification: This step transforms the data into the
picture fuzzy domain. For each attribute, we define
positive, negative, and neutral membership functions

Detection rate vs. Dataset

100
I k-means
[ FCM
80 | CCIFCM i T
I PCM
z
T 60f
c
o
3
o 40r
[a)]
20
O B B
NSL-KDD SAB

Dataset

and assign corresponding values to each Picture Fuzzy
Set (PFS)

Finally, the values of each attribute in the datasets are
converted into picture fuzzy vectors for the NSL-KDD
dataset and picture fuzzy sequences for the SAB dataset. As
a result, both datasets are transformed into a format suitable
for input to the proposed model.

The proposed algorithm, along with the classical k-
means, FCM, and IFCM clustering methods, was
implemented in MATLAB using the mentioned datasets on
a standard computing machine. A partial graphical
representation of the results is shown in Figs. 2-7.

Fig. 2 illustrates the anomaly detection and accuracy of
the k-means, FCM, IFCM, and PCM clustering algorithms,
evaluated using the NSL-KDD and SAB datasets. The
results are presented through bar diagrams, facilitating a
comparative performance analysis of the algorithms based
on their accuracy.

Accuracy rate vs Dataset
100 T :

I k-means
I FCM
—

80 | PCM

60

40 1

Accuracy rate

20 r

NSL-KDD
Dataset

SAB

Fig. 2: Comparative analysis of the algorithms on Detection and accuracy rates across the datasets

Fig. 3 presents the false alarm rates of the
aforementioned algorithms, evaluated using the NSL-
KDD and SAB datasets. This enables a straightforward
comparative analysis of the algorithms' performance in
terms of false alarm rates.

Fig. 4 presents the Denial of Service (DoS) rates and
Remote-to-Local (R2L) rates for the aforementioned
algorithms, evaluated using the NSL-KDD and SAB
datasets. This allows for an easy comparative
performance analysis of the algorithms in terms of DoS
rates.

Fig. 5 shows the User-to-Root (U2R) and Probe
percentages for the aforementioned algorithms, evaluated
using the NSL-KDD and SAB datasets. This facilitates a
straightforward comparative analysis of the algorithms
based on these parameters.
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25 False alarm rate vs. Dataset
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Fig. 3: Comparative analysis of the algorithms on False alarm
rates across the datasets
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User to root
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Fig. 4: Comparative analysis of the algorithms on Denial of service and Remote to local across the two datasets
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Fig. 5:Comparative analysis of algorithms on User to root and Probe across the two datasets
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Fig. 6: Comparative analysis of algorithms on Precision and Recall across the two given datasets
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Fig. 6 presents the precision and recall values for the
aforementioned algorithms, evaluated using the NSL-
KDD and SAB datasets. This enables a clear comparative
performance analysis of the algorithms based on these
parameters.

Fig. 7 displays the F-score of the aforementioned
algorithms, evaluated using the NSL-KDD and SAB
datasets. This allows for an effective comparative
performance analysis of the algorithms based on this
parameter.

Similarly, the execution times of the proposed
algorithm with respect to the dimensions and sizes of the
datasets are presented in Figs. 8 and 9.

F-score vs. Dataset
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Fig. 7: Comparative analysis of the algorithms on F-score
across the datasets
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Discussion

Based on the results obtained from the proposed
algorithm, the following conclusions can be drawn.

For both the NSL-KDD and SAB datasets, the
detection rate of the proposed algorithm significantly
surpasses that of k-means, FCM, and IFCM. Additionally,
the detection rate remains almost identical for both
datasets, indicating that the proposed algorithm is the
most efficient in terms of detection rate.

Similarly, the accuracy rate of the proposed algorithm
is considerably higher for both datasets compared to k-
means, FCM, and IFCM. Moreover, the false alarm rate
of the proposed algorithm is much lower than that of the
other algorithms for both datasets.

Regarding the attack parameters (Denial of Service,
Remote-to-Local, User-to-Root, and Probe), the proposed
algorithm consistently outperforms the others. In terms of
other performance metrics, the proposed method also
surpasses k-means, FCM, and IFCM clustering
algorithms. However, in terms of execution time, the
proposed algorithm performs comparably to the FCM and
IFCM algorithms.

Conclusion

This article proposes a picture fuzzy clustering-based
approach for anomaly detection in the 10T domain. The
proposed algorithm, the Picture Fuzzy C-Means (PFCM)
clustering algorithm, utilizes a distance measure based on
the Canberra metric to form clusters. It generates a
predefined number of clusters, where each loT data
instance is associated with a positive, neutral, and
negative membership value, all lying between 0 and 1,
with their sum also between 0 and 1. An 10T data instance
that either does not belong to any cluster, belongs to all
clusters with minimal positive membership values, or
belongs to all clusters with maximum neutral and negative
membership values is considered an anomaly.

The efficacy of the proposed algorithm is
demonstrated through experimental studies using the
NSL-KDD and SAB datasets, along with a comparative
analysis against traditional k-means, FCM, and IFCM
algorithms. The proposed PFCM algorithm accomplished
an accuracy of 94.6%, in comparison with 84.1% for k-
means, 89.2% for FCM, and 91.4% for IFCM on the NSL-
KDD dataset. Likewise, on the SAB dataset, PFCM
reached an Fl1-score of 0.91, outperforming k-means,
FCM, and IFCM. Also, the improvements of the proposed
PFCM over FCM and IFCM were statistically significant
on both datasets. Thus, the results clearly show that the
proposed approach outperforms the other methods across
all evaluated parameters on both datasets.

The runtime complexity of the proposed algorithm is
dependent on the size and dimensions of the datasets. It
operates in quadratic time with respect to the dataset size
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and linear time with respect to the dataset's dimensions.
Since the dataset’s dimension is typically much smaller
than its size, the overall time complexity of the algorithm
is considered quadratic.

The convergence of the proposed PFCM algorithm is
achieved after 15-20 iterations on both NSL-KDD and
SAB datasets, which is almost the same as that of FCM
and IFCM. Also, the curves of convergence show a
smooth monotonic decline, demonstrating the stability of
the proposed PFCM algorithm. Thus, the proposed PFCM
algorithm consistently reached stable membership
distributions, even if the datasets contain noisy or
ambiguous data instances. It has been found that for m €
[1.8, 2.2], detection accuracy remains stable. However, if
there are greater deviations, then the proposed PFCM
performance slightly reduces along with slower
convergence. The proposed PFCM algorithm is found to
be feasible for medium-to-large datasets; its application to
very large loT data can be accomplished through
parallel/distributed implementations. Hence, the proposed
PFCM clustering-based approach is efficient for loT
anomaly detection.

Limitations and Lines for Future Works

Although the proposed algorithm demonstrates
significant efficiency compared to other methods, it still
has some limitations. First, like many partitioning-based
clustering algorithms, the proposed approach is sensitive
to the initial selection of cluster centroids. Second, it
struggles with the curse of high dimensionality, which
reduces its efficiency when handling high-dimensional
data. Lastly, the algorithm may not always converge to the
optimal solution, as it can get trapped in local minima.
Future work can focus on the following areas:

Comparing the proposed method with the state-of-the-
art methods

Developing algorithms to address high dimensionality
in 10T datasets

Exploring alternative approaches beyond unsupervised
methods for 10T anomaly detection

Investigating techniques like bipolar fuzzy or complex
fuzzy clustering for 10T anomaly detection
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